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From Our Chair, 
 

In 2017, ReliabilityFirst continued its critical work to identify, 

communicate, and mitigate risks across the Region. Continuous 

improvement is at the heart of ReliabilityFirst’s mission and is 

achieved by the important day-to-day work that happens within the 

organization and across its footprint.  The attached annual report 

provides an overview of these activities, along with useful trending and 

metrics on risks and compliance challenges facing the industry.   

 

ReliabilityFirst also took the time in 2017 to look ahead, and plan the 

trajectory of our organization for the future.  As a result of this effort, 

ReliabilityFirst approved a new five-year strategic plan.  The plan is 

risk-based and reflects our growth from a start-up organization into our 

current position as a mature, forward-looking organization. 
 

As a Regional Entity, it is critical to ensure that we engage in this 

important task of strategic planning.  It is also critical to focus on 

continuous improvement – both internally within the Region, and 

externally with our entities.  It is important that we expect the same 

level of continuous improvement out of ourselves that we expect of our 

entities.  

 

On behalf of the entire organization, I would like to thank Lou Oberski, 

whose term as Board Chair ended at the end of 2017, for his 

commitment to the organization and for his leadership. ReliabilityFirst 

has benefited from his leadership, and we are all pleased that he is 

remaining on the Board and continuing his service to the organization.   

 

Lastly, I would like to thank everyone who worked with 

ReliabilityFirst and the ERO Enterprise for your efforts to advance 

reliability in 2017.  I look forward to our continued work together.   

 

 Forward Together, 

 Lisa 

 

 

 

 

Lisa Barton 

Chair of the Board of Directors 
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From Our President & CEO, 
 

2017 was another eventful and successful year for ReliabilityFirst.  

Cyber security remained a key risk facing the industry, and a key area 

of focus for our activities and outreach.  Other areas of focus included 

the changing resource mix, winter preparedness, and supply chain 

management.  We also added an increased focus on event analysis and 

situational awareness during the year, clearing our backlog of events 

and reviewing and coding 73 new events.  In addition, 2017 marked 

the second year in a row during which the footprint did not experience 

any system events of Category 2 or higher. 

 

I’m proud that ReliabilityFirst was honored in the Cleveland Plain 

Dealer as a top Ohio workplace in 2017, and this honor was based upon 

our employees’ independent feedback to a third party.  Our employees 

work hard every day, and they are truly our most valuable resource. 

 

Hertzel Shamash and Deborah Hart retired from the Board of Directors 

at the end of 2017, and Sue Ivey just recently resigned from the Board.  

They will be missed, and I would like to thank all three of them for 

their executive presence, technical expertise, and wise counsel to the 

organization over the years.   

 

I’m pleased to welcome Scott Etnoyer, Lynnae Wilson, and Susan 

Sosbe to the Board.  Scott Etnoyer was recently elected as an at-large 

director, and Lynnae Wilson and Susan Sosbe were elected earlier in 

2017 as industry sector directors.  I am also pleased to report that Lisa 

Barton was reelected to the Board as an industry sector director (and is 

now our Board Chair), and Patrick Cass was reelected as an 

independent director.  

 

On behalf of everyone at ReliabilityFirst, thank you for your 

commitment to the reliability and resiliency of the bulk electric system, 

and we look forward to working with you in 2018. 

 

Forward Together, 

Tim

 

Timothy Gallagher 

President & CEO 
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ReliabilityFirst’s Risk-Based 2018-2022 Strategic Plan  
A major effort for ReliabilityFirst in 2017 was the creation of the 2018-2022 Strategic Plan 

(Strategic Plan).  During this collaborative process, ReliabilityFirst sought input from a range of industry 

participants, including NERC senior management and trustees. The Strategic Plan focuses on 

ReliabilityFirst’s mission of preserving and enhancing the reliability and security of the bulk-power system 

in our footprint, and aligns with the shared ERO Enterprise mission to ensure reliability and security across 

North America.   

 

The intent of the Strategic Plan is to provide a common-sense approach that carries forward the vision 

of the ERO Enterprise’s Risk-Based Compliance Monitoring and Enforcement Program.  It focuses on four 

key strategic objectives to guide how we perform our statutory activities in support of this mission over the 

next five years:

(1) Being a credible and informed regulator 

 Have a deep understanding of our footprint and the risks we face 

 Gather and assess data and information efficiently and effectively 

 Continue to mature the ReliabilityFirst Regional Risk Assessment process, which focuses 

on the specific existing or emerging risks facing our footprint 

(2) Making sound, risk-based decisions 

 Understand and prioritize the risks we face 

 Continually evaluate the effectiveness of our risk-based decision making  

(3) Deploying our resources effectively and cost-efficiently 

 Focus our activities in a manner that is commensurate with the significance of the risk 

posed to the bulk power system  

 Share our expertise, and leverage the expertise of our entities, to advance industry practices 

surrounding risk identification, mitigation and prevention. 

(4) Serving as a transparent and collaborative and transparent leader 

 Act as a transparent and collaborative leader that values ideas and input from across the 

ERO Enterprise and our stakeholders 

 Work with NERC and the other Regions to continuously improve our understanding of the 

bulk power system, our cost efficiencies, and the effectiveness of our activities

 

In the spirit of our risk-based Strategic Plan, this Annual Report is focused 

around our three risk-based functions:  

(1)  Risk Identification (identifying and prioritizing risks in our 

footprint);  

(2)  Risk Mitigation (working with entities to ensure the 

mitigation of risks); and  

(3)  Risk Communication, (communicating risks and 

mitigation strategies to the ERO Enterprise, across our 

footprint, and/or to targeted entities, as appropriate).   

 

 

Risk 
Communication 

Risk 
Mitigation 

Risk 
Identification

https://www.rfirst.org/about/board/governance/Board%20of%20Directors%20%20Governance%20Library/2018-2022%20Strategic%20Plan.pdf
https://www.rfirst.org/about/board/governance/Board%20of%20Directors%20%20Governance%20Library/2018-2022%20Strategic%20Plan.pdf
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Risk Identification  
 

The first step to ensuring reliability is to identify and understand the continually evolving risks 

facing our bulk-power system.  ReliabilityFirst’s risk identification activities, which cross numerous 

departments and inform our work as a Region, are described below. 

 

2017 Regional Risk Assessment and Risk Elements 

ReliabilityFirst’s Regional Risk Assessment is an annual effort where ReliabilityFirst identifies 

high-priority risks within the Region (Risk Elements), and associated Reliability Standards and 

Requirements to help mitigate the risks.  The Risk Elements serve as inputs to the Inherent Risk Assessment 

conducted for each entity, which results in a compliance oversight plan customized for each entity.  The 

process starts when NERC identifies continent or ERO-wide Risk Elements.  NERC’s ERO-wide Risk 

Elements are mapped in the chart below by impact and likelihood of occurrence: 

 
 

 

 

 

 

 

 

Figure 1: ERO-wide Risk Elements 

Cybersecurity vulnerabilities, the changing resource mix, and resource adequacy have a higher 

likelihood of occurrence, pose a higher impact to reliability, and have an increasing risk trend. 

Cybersecurity vulnerabilities and the changing resource mix have increased in likelihood since 

NERC’s assessment in 2016. 
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ReliabilityFirst analyzes NERC’s ERO-wide Risk Elements, along with Region-specific 

information and data, to identify ReliabilityFirst’s Risk Elements.  In 2017, ReliabilityFirst identified the 

following Risk Elements:  

ReliabilityFirst matured the Regional Risk Assessment program in 2017 by refining its risk analysis 

techniques, and conducting targeted outreach activities on the Risk Elements.  The goal of these outreach 

activities is to facilitate risk awareness and a productive stakeholder dialogue to further improve grid 

reliability and the Regional Risk Assessment.   

 

1.  Critical Infrastructure Protection 

The protection of critical infrastructure remains an area of 

significant importance.  The Critical Infrastructure 

Protection Risk Element includes threats and vulnerabilities 

that result from: (1) system downtime, (2) unauthorized 

access, and (3) corruption of operational data. 

2.  Extreme Physical Events 

Extreme physical events include natural events and physical 

security vulnerabilities that cause extensive damage to 

equipment and facilities. Widespread damage to certain 

types of Bulk-Power System (BPS) infrastructure can 

extend outages due to unavailability of nearby replacement 

equipment. The potential consequences of such events are 

high enough to warrant increased focus to properly address 

the risk to reliability. 

3.  Maintenance and Management of BPS Assets 

As the BPS ages, infrastructure maintenance takes on even 

more importance. The risk associated with a failure to 

maintain equipment is exacerbated when replacement 

components are not available or cannot be procured in a 

timely fashion. Another risk, highlighted by NERC’s 2010 

Facility Ratings Alert to industry, involved the 

misalignment between the design and actual construction of 

BPS facilities.  

4.  Monitoring and Situational Awareness 

Without the right tools and data, operators may not make 

decisions that are appropriate to ensure reliability for the 

state of the system. NERC’s ERO Top Priority Reliability 

Risks 2014-2017 notes that “stale” data and lack of analysis 

capabilities contributed to the blackout events in 2003 and 

2011.   

 

5. Supply Chain  
Supply chain management poses a unique set of risks 

pertaining to cybersecurity and cyber asset integrity. The 

globalization of the supply chain provides opportunities for 

those wishing to do harm to directly or indirectly affect the 

management or operations of companies. Supply chain risks 

include the insertion of counterfeits, unauthorized 

production, tampering, theft, or insertion of malicious 

software. Additionally, differences in international 

manufacturing regulations and oversight can lead to poor 

manufacturing and development practices. 

 

 

 

6.  Protection System Failures 

Protection systems are designed to remove equipment from 

service so the equipment will not be damaged when a fault 

occurs, and to limit the extent of outages by taking only the 

facilities out of service needed to isolate the faulted 

equipment.  Protection systems that trip unnecessarily or do 

not operate when needed can contribute significantly to the 

extent of an event. When protection systems are not 

coordinated properly, the order of execution can result in 

incorrect elements being removed from service or more 

elements being removed than necessary.  

7.  Event Response/Recovery 

When events occur, the safe and efficient restoration of 

transmission service to critical load in a timely manner is of 

utmost importance. Poor event response and recovery causes 

safety, operational, or equipment related risks during 

restoration activities, and contributes to prolonged 

transmission outage durations. An additional risk to event 

response and recovery is the unavailability of generators. 

Extreme weather conditions create stress on the system and 

present unique challenges for planners and operators. These 

conditions can increase residential and commercial electricity 

demand and consumption while at the same time curtailing 

power generation capability and fuel availability.  

8.  Planning and System Analysis 

Planning and system analyses are performed for the integration 

and management of system assets. This includes the analyses 

of emerging system issues and trends (e.g., significant changes 

to the use of demand-side management programs, the 

integration of variable energy resources, changes in load 

characteristics, increasing dependence on natural gas-fired 

generation, and increasing uncertainty in nuclear generation 

retirements).  Uncoordinated planning can lead to instances 

where generation or transmission resources, or information 

concerning those resources, may be inadequate to ensure that 

firm demand is served. 

9.  Human Performance 

The Human Performance Risk Element concerns the risk 

posed by the wide variety of situations in which a human being 

makes a decision that contributes to operational and 

communication errors.  The creation and strengthening of 

internal controls can markedly reduce the occurrence of 

operational errors caused by human performance issues. 
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Inherent Risk Assessments 
 

The Inherent Risk Assessment (IRA) is a process where ReliabilityFirst assesses the inherent risk 

of an entity to the reliability of the BPS, to help determine the areas of focus and level of compliance 

oversight for that entity.  ReliabilityFirst performed 73 IRAs in 2017 and has completed IRAs for 

approximately 60% of the entities in its footprint.  The ERO Enterprise continues to work together to 

enhance the IRA process and the entity-facing IRA summary reports. 

 

Risk-Harm Assessments 
 
The Risk-Harm Assessment is a uniform, repeatable process where ReliabilityFirst quantifies the 

risk and potential harm posed by a violation through a series of questions answered by ReliabilityFirst 

subject matter experts.1  Similar to years past, the large majority of violations were minimal risk in nature. 

CIP-004 (Cyber Security – Personnel & Training) and CIP-007 (Cyber Security – Systems Security 

Management) have historically been the most frequently violated Standards, and in 2017, most of the CIP-

004 and CIP-007 violations posed minimal risk.  This is generally expected, as these Standards govern high-

frequency conduct and entities have shown an ability to quickly detect and correct these violations.  Almost 

half of the moderate and serious risk violations processed in 2017 were PRC-005 (Protection System 

Maintenance) violations, and additional information on PRC-005 trends is provided below.   

  

 
 
 
 
 

 
 

                                                                    
1 ReliabilityFirst’s Risk-Harm Assessment Methodology and Process is available at 

https://rfirst.org/enforcement/Pages/default.aspx.  ReliabilityFirst also conducts training on its risk-harm assessment process to 

entities upon request.  ReliabilityFirst trained three entities on the Risk Harm Process in 2017.  
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Figure 2: 2017 Risk Allocation of Violations 

The majority of violations identified in 2017 were minimal risk.  Almost half the moderate and serious risk 

violations processed in 2017 were PRC-005 (the other half spread across various Standards).  The PRC-005 

violations had a variety of root causes, including poor asset and configuration management controls and a lack of 

understanding of PRC-005-6 requirements relating to specific types of equipment.  While the majority of these 

violations were resolved through the compliance exception process, the industry should remain vigilant in this area. 

https://rfirst.org/enforcement/Pages/default.aspx
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Event Analysis and Situational Awareness 
 

ReliabilityFirst works with our entities to identify and analyze system events, and communicate 

information and lessons learned from these events to the industry.  In 2017, ReliabilityFirst completed its 

analysis of 62 open events that occurred in 2014-2016, and completed its analysis of 73 new events that 

occurred in 2017.  The total number of events that occurred in the footprint decreased from 96 events in 

2016 to 79 events in 2017.  For the second consecutive year, ReliabilityFirst experienced no Category 2 or 

higher events in its footprint.  

 

 

 

 

The chart below shows the 2017 events in the ReliabilityFirst footprint by type:  

 

 

 

 

Figure 3: 2017 Events by Category 

ReliabilityFirst experienced a decrease in all event types other than Category 1h.v.  This may be due to new 

requirements requiring entities to perform Real-Time Assessments; expansion of EMS models to include external 

data; and EMS tuning issues due to changing dispatches due to retirements of generation.  The total number of 

Category 0 and Category 1a events decreased from 2016 to 2017.    

 

Figure 4: 2017 Events by Type 

The highest percentage of events in the Region in 2017 were EMS related.  Additional detail on the causes of these 

events is provided in Figure 5 below.  The second highest event type was physical threats, which includes suspicious 

activity (including drone activity), facility threats, or vandalism.  Other event categories include weather-related 

(distribution outages due to lightning, storms, or high winds); control center evacuations; and transmission events 

(transmission misoperations and breaker-failure operations). 
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The highest percentage of events in 2017 were Energy Management System (EMS) related.  The 

chart below provides the themes of EMS events occurring in ReliabilityFirst’s footprint from 2014-2017.     

 

 

 

 

 

 

 

 

 

 

 

 

ReliabilityFirst presented on EMS-related events at NERC’s 2017 Monitoring and Situational 

Awareness Conference, and helped create the NERC Operating Committee’s reference document Risks and 

Mitigations of Losing EMS Functions.  ReliabilityFirst worked with NERC to publish a Lessons Learned 

document on an EMS outage involving loss of power to the control center due to vendor maintenance on 

an elevator located at the same facility.  ReliabilityFirst is currently working with NERC on three additional 

EMS Lessons Learned documents.   

 

ReliabilityFirst continued to focus on Situational Awareness in 2017, using a variety of system tools 

to monitor the system for threats to the BES, including power outages and any other non-qualified system 

events negatively affecting reliability.   Using data feeds such as RCIS, SAFNR, social media, E-ISAC, and 

others, ReliabilityFirst analyzed potential risks to the BES including distribution outages due to fires, EMS 

outages lasting less than 30 minutes, non-reportable physical and cyber threats, and events outside of the 

Region where there are applicable Lessons Learned to share. 

 

ReliabilityFirst Participation in GridEx IV 
 
Since 2011, NERC has hosted a biennial Grid Exercise (referred to as GridEx) for industry and 

government organizations throughout North America.  Set up as a tabletop simulation, organizations have 

the opportunity to test how they would respond to severe cyber and physical security threats.  Participants 

include utilities, Regional Transmission Organizations, the Regions, the Department of Energy, Department 

of Homeland Security, FBI, and Department of Defense.  

ReliabilityFirst has participated in the GridEx events since their onset, and enjoyed the unique 

challenges of GridEx IV.  ReliabilityFirst participated on the GridEx Working Group to develop the 

scenario for GridEx IV, and developed injects (simulated events) specific to ReliabilityFirst resources, 

including our IT Infrastructure and corporate communications capabilities.  Throughout the two-day 

Figure 5: Themes of EMS Outages (2014-2017) 

Software: Outages due to a software bug or database issue 

with the EMS.  Sometimes software crashes or fails, and the 

entity works with the vendor to repair, patch, or fix the 

software related concern.    

Bad Data: Primarily State Estimator outages due to external 

data that results in the State Estimator not converging. These 

issues are resolved by communicating with neighboring 

entities to enhance and upgrade the external model.    

Loss of Power: Power outages to a control center or data 

center that result in some loss of EMS functionality.  

Mitigating actions include evaluating the design and 

redundancy of power supplies to ensure there is not a single 

point of failure.   While these constitute 10% of EMS-related 

issues, there was a sharp decline in these issues in 2017.    

Maintenance: Any type of change to the EMS system that 

results in a SCADA, ICCP, or State Estimator outage. These 

outages are often due to change-management issues.  2017 

saw a sharp decline in this type of EMS-related issues.    

Setting Issues: Any type of EMS outage due to modifying 

EMS system settings.  Oftentimes settings are adequate upon 

installation, but due to topology changes or dispatch 

changes, must be adjusted to help the State Estimator to 

converge while maintaining a quality solution.    

  

 

http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_and_Mitigations_for_Losing_EMS_Functions_Reference_Document_20171212.pdf
http://www.nerc.com/comm/OC/ReferenceDocumentsDL/Risks_and_Mitigations_for_Losing_EMS_Functions_Reference_Document_20171212.pdf
http://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20170503_Loss_of_SCADA_Operating_and_Monitoring_Ability.pdf
http://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20Library/LL20170503_Loss_of_SCADA_Operating_and_Monitoring_Ability.pdf
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exercise, ReliabilityFirst staff collaborated with staff from NERC, our RTOs, and entities to understand 

how the scenario was unfolding and what our entities were experiencing during the exercise.  We also 

identified how ReliabilityFirst could analyze and communicate the evolving simulated threats and assist 

our entities’ responses to the scenario. 

Going forward, ReliabilityFirst will participate in NERC-led discussions to capture and 

implement lessons learned from GridEx IV across the ERO.   

Voluntary Maturity Model Engagements 
 
ReliabilityFirst works collaboratively with our entities to conduct voluntary maturity model 

engagements.  During an engagement, ReliabilityFirst identifies and evaluates high-level risks faced by the 

entity, and the entity’s performance and capability to manage those risks.  Maturity model engagements 

focus on continuous improvement, and can be customized in scope and focus.  In 2017, ReliabilityFirst 

invited NERC, select Registered Entities, and other Regions to participate in mapping the Reliability 

Standards to the ReliabilityFirst Management Practices.  This event provided a unique opportunity to learn 

about and further ReliabilityFirst’s approach to maturity model engagements using the Management 

Practices.  ReliabilityFirst also piloted a new tool (the “IMPACT” tool) that allows entities to perform a 

self-assessment of their management practices, and the tool has received positive feedback from entities. 

 

Management Practices for Maturity Model Engagements 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 6: Management Practices  
ReliabilityFirst has grouped internal controls into common functional activities called management practices.  Management 

Practices make it possible to identify, assess, and improve the capability to effectively address reliability risks above-and-

beyond the minimum levels established by the Reliability Standards.  For additional information, contact ReliabilityFirst. 
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Reliability Assessment and Performance Analysis Activities 
 

ReliabilityFirst’s reliability assessment and performance analysis activities help identify and assess 

key risks facing the Region.  ReliabilityFirst performs a number of assessments (described below); 

participates in PJM Interconnection, LLC (PJM) and Midcontinent Independent System Operator (MISO) 

stakeholder groups; and also has its own technical stakeholder groups (the Reliability Committee, Generator 

Subcommittee, Protection Subcommittee, and Transmission Performance Subcommittee).  

 

Seasonal Reliability Assessments 
 

For each upcoming summer and winter season, ReliabilityFirst reviews the projected resource 

adequacy for PJM and MISO, the two Regional Transmission Organizations that operate in the Region.  For 

the 2017 summer season and the 2017/2018 winter season, ReliabilityFirst concluded that the Region was 

projected to have sufficient resources.  These analyses were published in the ReliabilityFirst newsletters 

preceding the summer and winter seasons.  Additionally, ReliabilityFirst conducted confidential summer 

and winter transmission assessments on: (1) the actual operating performance for the 2016 seasons, and (2) 

the projected operating performance for the 2018 seasons.  This included a verification of the power flow 

models used to perform the transmission assessment studies.   

 

Transmission Reliability Assessments 
 

In 2017, ReliabilityFirst conducted five additional transmission assessments, which it shared with 

the Transmission Performance Subcommittee:  
 

(1) 2017 Bus Outage Assessment of Transmission System Performance: analysed the outage of every 

bus at 100 kV and above within the ReliabilityFirst footprint under various loading conditions for the 

year 2017.2   

(2) Study of Relay Misoperation Risk Analysis: expanded on the August 2015 Assessment of 

Protection System Misoperations on Transmission System Performance (established and documented 

a procedure for estimating the rate of harm to the Bulk Power System for misoperations at any 

voltage).  

(3) 2017 Spring Light Load Operational Review of Transmission System Performance: compared 

three different transmission facility ranking procedures.3   

(4) Operational review of a 2017 Spring Light Load Period: reviewed 2017 spring light load 

operations within the Region, which provides knowledge to apply in future spring light load seasons.  

(5) 2021 Transmission Assessment of Selected N-3 Contingencies: focused on the risks associated with 

unmitigated third (N-3) contingency events.4   
 

  

                                                                    
2 These loading conditions, along with the transmission system topology, were simulated using power flow models created by the 

Eastern Interconnection Reliability Assessment Group’s Multi-Regional Modelling Working Group (MMWG).   
3 These three procedures are Topological and Impedance Element Ranking (TIER); thermal ranking using PSSE software 

Activity RANK; and voltage ranking using PSSE software Activity RANK. These procedures rank transmission elements (such 

as lines and transformers) in terms of importance and criticality to overall transmission network. 
4 The study focused on three distinct portions of the ReliabilityFirst footprint: eastern PJM including New Jersey and 

Washington, DC; Cleveland, Ohio; and Chicago, Illinois.  The study included cascading analysis of contingencies resulting in 

higher loadings, and power versus voltage (P-V) analysis of contingencies resulting in lower voltages.  
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Long-Term Resource Assessment 
 

In the annual long-term resource assessment, ReliabilityFirst reviews the future demand and 

capacity resource balance for the Region, and analyzes the amount of capacity resource reserves compared 

to the target reserves to determine excess or shortage in expected planning reserves for the future summer 

peak demands.  Based on the data for the next 10-year period, PJM meets its reserve margin target through 

2027, and MISO meets its reserve margin target through 2022.  However, MISO’s reserve margin is 279 

MW below target for 2023; is 1,082 MW below target for 2024; is 1,922 MW below target for 2025; and 

rebounds slightly to 1,524 MW below target in 2027.  While six years lead-time should be sufficient to 

manage these projected issues, ReliabilityFirst will continue to monitor this area. 

 

Risk Mitigation 
 

ReliabilityFirst uses various methods to work with our entities to mitigate the constantly evolving 

risks facing the bulk-power system, including compliance monitoring and enforcement, Reliability 

Standard commenting and development, and registration and certification activities.   

 

Compliance Monitoring and Enforcement Activities 
 

ReliabilityFirst’s compliance monitoring activities are key to reliability, as they ensure entities are 

following the requirements of the Reliability Standards and mitigating risks to their systems.  

ReliabilityFirst develops a Compliance Oversight Plan for each entity, based on the Risk Elements and the 

unique risks posed by the entity.  It then tailors compliance monitoring activities around these Compliance 

Oversight Plans, to provide a customized, risk-based approach.   

 

In 2017, ReliabilityFirst worked on an ERO Enterprise-wide effort to develop an internal controls 

review process.  ReliabilityFirst also began tracking and trending the Areas of Concern it identifies and 

shares with entities during audits. This will allow ReliabilityFirst to identify the most relevant outreach 

topics to assist our entities going forward.   

 

ReliabilityFirst performed 45 Operations & Planning Audits and ten CIP audits in 2017.  

ReliabilityFirst also investigated and resolved one complaint, conducted seven Operations & Planning 

Guided Self-Certifications, and performed 80 compliance assessment reviews of system events.  The chart 

below shows the most frequently identified possible violations during compliance audits in 2017.   

 

 

 

 

Figure 7: Most Violated Reliability Standards at 2017 Compliance Audits  
PRC-005 (Protection System Maintenance) was the most violated Reliability Standard, followed by PRC-019 

(Coordination of Generating Unit or Plant Capabilities, Voltage Regulating Controls, and Protection).   
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ReliabilityFirst is responsible for the appropriate, risk-based resolution of the noncompliances in 

our Region. Commonly known as “enforcement,” this effort focuses on (1) understanding the 

noncompliance and its root cause, and (2) working with the entity to ensure mitigation of the risk and 

prevention of recurrence.5  Throughout 2017, the Enforcement group continuously improved its processes 

to increase efficiency, which has resulted in quicker processing times for noncompliances.  The 

Enforcement group also began creating dashboards for entities, which track trends on the duration, risk, 

and identification method for entity noncompliances.  ReliabilityFirst uses these entity dashboards to inform 

its interactions with entities and to provide data-driven feedback.    

  

In 2017, ReliabilityFirst processed 369 noncompliances, the majority of which were CIP-related 

and 282 of which were compliance exceptions.  As shown below, entities self-reported 96% of 

noncompliances, and the average days from violation start date to report date remains significantly lower 

than it was from 2012-2015. 

 

 

 

 
  

    

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                                                    
5 ReliabilityFirst uses its discretion to send appropriate messages to deter undesired behavior and incent desired behavior.  

Noncompliance resolutions can range from compliance exceptions for low risk matters to settlement agreements that may include 

significant monetary penalties and sanctions, but also address more serious risk challenges through the implementation of 

valuable reliability enhancements and sustainable programmatic approaches.  
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96% of violations in 2017 were self-

reported, an increase from 94% in 

2017.  ReliabilityFirst applauds this 

proactive behavior.   
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75% of violations concerned the CIP 

Standards, and 25% concerned the 

O&P Standards.  This is a slight shift 

from 65% CIP vs. 35% O&P in 2016. 
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Figure 9: Duration of Violations 

The overall duration of violations (from start date 

to report date) has increased slightly from 2016, 

but overall is much lower than violation 

durations observed from 2012-2015.  
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Trending of the CIP violations in the Region shows a year-over-year decrease in violation severity 

(see Figure 11), and a decrease in the time from the commencement of a violation to the date it is reported 

(see Figure 12).   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 11: Volume and Severity of CIP Violations over Time  

The severity of violations has gone down over time. *2017 data is not 

included, as risk determination for violations that started in 2017 generally 

takes place in 2018.                           

 Figure 12: Violation Start Date-Report Date 

The average duration of CIP violations is decreasing 

over time, with entities identifying and self-reporting 

violations more quickly. 

2008 2009 2010 2011 2012 2013 2014 2015 2016

Minimal 8 28 145 84 101 60 88 69 128

Moderate 0 27 75 44 28 13 9 8 7

Serious 0 15 14 16 19 9 1 3 0
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 Figure 13: Most Reported CIP Standards 

A small number of Standards that govern high frequency 

conduct (CIP-004, CIP-006, CIP-007) have a greater 

percentage of violations than the other CIP Standards, and 

entities should keep a close eye on these areas.   

There was an uptick of CIP violations from 2015-2016 

(due to the implementation of the CIP Version 5 

Standards), which is now back on a downward trajectory. 
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Cyber technology and threat vectors are constantly changing, and 

continuous vigilance and outreach in the CIP area is critically important.  

Throughout 2017, ReliabilityFirst worked with SERC and WECC to create a new 

version of its CIP Themes Report.  The CIP Themes initiative began in 2014, when 

ReliabilityFirst noticed that despite efforts to stay ahead of security threats, entities 

can be held back by deficiencies in corporate structure, culture, or resources.6   

ReliabilityFirst, in coordination with NERC and several stakeholders, identified 

potential themes in these deficiencies and released the first version of the CIP 

Themes Report in 2015.   

 

In 2017, ReliabilityFirst, SERC, and WECC worked together to analyze the 

data in the three Regions around potential CIP themes. The three Regions handle 

large volumes of noncompliance, and their territories cover a large part of the United States and parts of 

Canada and Mexico.  This collaboration has helped identify new areas for improvement and potential 

resolutions to CIP deficiencies, and allowed for validation of the data in each Region.  The three Regions, 

in coordination with NERC and a number of stakeholders, will issue a joint, updated CIP Themes Report 

in 2018 to help entities continue to assess and strengthen their CIP programs and mitigate security risks. 

 

Standards, Registration, and Certification Activities 

ReliabilityFirst provides input during the NERC Reliability Standards development process and 

maintains regional Reliability Standards as needed, to ensure that Reliability Standards effectively mitigate 

the risks facing our footprint.  In 2017, ReliabilityFirst analyzed, voted on, and provided feedback on 28 

NERC Reliability Standards.  ReliabilityFirst also revised the ReliabilityFirst Regional Standard BAL-502-

RF-03 (Planning Resource Adequacy Analysis, Assessment and Documentation) to address two FERC 

directives. FERC approved this Regional Standard on October 16, 2017.   
 

ReliabilityFirst facilitated the registration of 25 new entities on the NERC Compliance Registry 

and deregistration of 16 entities in 2017.7  The majority of registration changes involved Generator Owners 

and Operators, largely due to the addition of wind, solar, and natural gas combined-cycle generation, or the 

transfer of generator assets due to mergers or sales.  ReliabilityFirst completed the processing of one 

Exception Request,8 which included a detailed review period and the issuance of a recommendation to 

NERC on its disposition.  ReliabilityFirst participated on NERC-Led Review Panels that rendered decisions 

in six registration cases, and worked on an ERO Enterprise-wide effort to plan, design and implement a 

Coordinated Functional Registration tool (released in December 2017). 

 

ReliabilityFirst also performs certification reviews, to ensure that entities applying to perform the 

critical Balancing Authority, Transmission Operator and/or Reliability Coordinator reliability functions are 

capable of performing those functions.  In 2017, ReliabilityFirst performed a certification review for three 

Balancing Authorities that were consolidating their operations due to a recent corporate acquisition. 

                                                                    
6 A lack of self-assessments and self-reported violations can be an indicator of a deficient security posture. ReliabilityFirst has 

also observed that the high frequency conduct associated with CIP activities can easily lead to violations - it is important that 

deficiencies associated with these violations are quickly detected and remediated before they become larger issues.   
7 ReliabilityFirst also reviewed and updated 11 Coordinated Function Registration (CFR) agreements, and reviewed and updated 

two Joint Registration Organizations (JRO). This responsibility includes working with the lead entity, applicable Regions, and 

NERC to verify that the agreement provides for an allocation or assignment of responsibilities consistent with the JRO or CFR.   
8 On March 20, 2014, FERC approved the revised BES definition, which includes bright-line core criteria with various 

enumerated inclusions and exclusions.  At the same time, FERC approved a process for entities to request proposed exceptions 

from the revised BES definition on a case-by-case and element by element basis (referred to as Exception Requests), and a 

process for entities to notify Regions when they determine specific elements no longer fall within the revised BES definition 

(referred to as Self-Determined Notifications).   
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Risk Communication  

As a regulator tasked with preserving and enhancing reliability, ReliabilityFirst strives not only to 

understand and mitigate risks, but also to effectively communicate risks and mitigation strategies across the 

industry.  To do so, we utilize the Assist Visit Program, bimonthly newsletters, our website, and various 

training events and workshops throughout the year. 

 

Assist Visit Program 
During an Assist Visit (available upon request), ReliabilityFirst provides tailored training based on 

the needs of the entity.  Assist Visits can focus on specific Reliability Standard Requirements, or can be 

more general, focusing on internal controls or overall compliance programs.  The Assist Visit program 

consistently receives positive feedback from our entities,9 including the following from 2017: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                    
9 Recognizing the success of the program, NERC asked ReliabilityFirst to conduct an Assist Visit to help an entity outside of our 

footprint.  

“The Assist Visit program was a positive experience for our Company.  It provided us a 
valuable opportunity to review our CIP Low Impact program with ReliabilityFirst, well 
ahead of the relevant standards’ effective compliance dates.  It afforded us the 
opportunity to have candid and constructive conversations with ReliabilityFirst in a 
non-audit environment.  The assist visit scope included both document review and on-
site visits.   ReliabilityFirst’s resulting comments and observations were pertinent and 
valuable to us towards timely and compliant completion of our CIP Low Impact 
implementation program.” 

 

“With ReliabilityFirst’s Assist Visit program, Vectren has conferred directly with 
ReliabilityFirst’s subject matter experts to understand better ReliabilityFirst’s 
approach to specific compliance-related issues.  The open environment and the 
insights shared by ReliabilityFirst provide Vectren with focused and specific guidance 
related to Vectren’s NERC compliance.  Vectren considers ReliabilityFirst Assist Visits 
timely, effective, and efficient.” 

 

https://rfirst.org/ProgramAreas/EntityDev/AssistVisits/Pages/AssistVisits.aspx
https://www.pexels.com/photo/people-coffee-meeting-team-7096/
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In 2017, ReliabilityFirst performed 35 Assist Visits.  There was a more even split between CIP-

related and Operations & Planning-related Assist Visits in 2017, most likely due to a number of new 

Operations & Planning Standards that became effective during the year.  

Risk-Based Outreach and Training 
 
ReliabilityFirst performs targeted, risk-based outreach and training activities to help mitigate key 

risks facing our footprint, and the Assist Visit program described above is just one of these activities.  In 

2017, ReliabilityFirst prioritized the communication of the following risks:  

(1) Critical Infrastructure Protection (CIP), 

(2) Protection System Failures 

(Misoperations),  

(3) Situational Awareness and Monitoring,  

(4) Supply Chain Management, 

(5) Human Performance, and 

(6) Cold Weather Preparedness. 

 

 

 

 

 

 

Figure 14: Breakdown of Assist Visits Conducted in 2017 

In 2017 there was nearly a 50/50 split between CIP and Operations/Planning assist visits, with less focus on CIP 

Standards than the previous year, and more focus on newly implemented Operations & Planning Standards. 
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Critical Infrastructure Protection (CIP) 
 

The cyber security landscape is inherently complex, and new threats and technologies are 

constantly evolving. Accordingly, ReliabilityFirst directs much of its communication to helping entities 

understand and mitigate these risks and ensure their compliance with the evolving suite of CIP Standards. 

In 2017, ReliabilityFirst addressed CIP topics in each of our bimonthly newsletters and hosted a full day 

dedicated to CIP topics at our both our fall and spring workshops.   

 

ReliabilityFirst performed Assist Visits on various CIP topics.  ReliabilityFirst also communicated 

themes in CIP compliance program deficiencies to entities at our workshops and individually during 

enforcement engagements. Throughout our CIP communications this year, ReliabilityFirst emphasized the 

topics of physical security and entities with low impact assets.  ReliabilityFirst also added a new focus 

group for entities with low impact assets, and kept our Critical Infrastructure Protection Committee (CIPC) 

and Board informed on relevant CIP topics throughout the year.  

 

Protection System Failures (Misoperations) 
 

ReliabilityFirst escalated  communications on Protection System Failures (Misoperations) in 2017, 

based on NERC’s emphasis on lowering Misoperations rates across the ERO, and based on our diverse 

Region’s performance in this area. ReliabilityFirst hosted a Substation Protection Workshop for Field 

Personnel, and dedicated a full day of our Spring Workshop to understanding and mitigating this risk. We 

continued to communicate this content across our Region through other vehicles as well (e.g., newsletter, 

monthly reliability calls, Reliability Committee and Subcommittee meetings).  ReliabilityFirst also 

undertook a targeted approach to mitigate this risk “entity by entity,” by facilitating specific assist visits to 

help individual entities improve their performance in this area. We were confident we could have a 

measurable impact on this risk area, and the improved performance trend in our footprint confirmed this.   

 

Situational Awareness and Monitoring 
 

Given the dynamic nature of the BPS, operators need to have certain essential capabilities and up-

to-date information that allow for informed decision-making to ensure reliability.  ReliabilityFirst has 

observed an increase in EMS-related events, and in addition to monitoring and analyzing these events, 

escalated communications on this topic.  Due to NERC’s existing EMS related resources and expertise, 

ReliabilityFirst strategically paired with NERC on several efforts, including actively participating in the 

NERC EMS Working Group, presenting at the NERC Monitoring and Situational Awareness Conference, 

and taking a substantial role in the publication of the Risks and Mitigations for Losing EMS Functions 

Operating Committee Reference Document. 

 

Supply Chain Management 
 

ReliabilityFirst has closely followed the unique risks posed by Supply Chain Management, and 

increased its efforts in this area, including serving on a panel at the Supply Chain Management Standard 

Technical Conference.  ReliabilityFirst continues to communicate with our entities on these issues, and is 

working to ensure entities are prepared for the new Supply Chain Management Standard as it approaches 

implementation.   

Human Performance 
 

Human Performance is an area that can have a widespread impact on reliability. Accordingly, 

ReliabilityFirst increased our communications on this topic. ReliabilityFirst’s Enforcement and Risk

https://rfirst.org/about/Newsroom/
https://rfirst.org/KnowledgeCenter/Workshops/Pages/Workshop.aspx
https://rfirst.org/committees/CIPImpact/
https://rfirst.org/committees/CIPImpact/
https://rfirst.org/committees/CIPC/
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Analysis and Mitigation groups work closely with our entities to ensure that they identify and address the 

root cause or causes of each violation (which often involve human performance issues).  In addition to 

working with entities during individual enforcement engagements, these groups have provided targeted 

training to some of our larger entities to discuss best practices for developing mitigation strategies to prevent 

recurrence of violations.  

 

Cold Weather Preparedness 
 

There have been improvements in cold weather performance each 

year in the ReliabilityFirst footprint since the polar vortex (such as 

reduced outages and increased reserves), and we remain committed to 

working with our Regional Transmission Operators and entities to 

enhance reliability in this area.  To assist entities in preparing for winter 

2017-2018, ReliabilityFirst conducted several generating facility visits.  

During these visits, our winter preparedness teams discuss winter 

preparedness challenges with the entity; identify and share best practices; 

review the entity’s winterization plan implementation records; and 

conduct walk-throughs of areas of the facilities susceptible to extreme 

weather challenges. Our teams collect lessons learned, best practices, and 

positive observations during these visits, which can be found here.   

 

ReliabilityFirst has conducted numerous other outreach activities 

in this area, including educational meetings and conference calls with 

entities, presentations at our workshops and technical committees, issuing a public report setting forth 

positive observations, best practices, areas for improvement, and themes from the polar vortex, and 

coordination and information sharing with NERC, PJM, and MISO. 

 

https://rfirst.org/KnowledgeCenter/Risk%20Analysis/ColdWeather/KC%20%20Risk%20Analysis%20%20Cold%20Weather%20Preparedness%20Libra/2014-2017%20Winterization%20Visit%20Best%20Practices.pdf
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