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Internal Controls
Flash Cards



What is an Internal Control?

Any activity that you perform to ensure that what you want to happen,
happens. And what you don’t want to happen, doesn’t happen.

Examples of common Internal Controls:

el ock your car when you exit it

eKeep copies of important papers in a safe place
eUse passwords on your computer

eSCADA Alarms

eProcedures, processes and training



Control l Risk

Environment Assessment

Internal

Controls

Program
Monitoring y Control
Processes Activities

Information_+
Communication




Key:
e Control Objective: Indicates the purpose of the control

e Control Activities: Activities to improve/strengthen a control

« ERO/RF Risk Elements: Suggestions of possible relevant risk
elements that the internal control might help to mitigate. The
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Correct

Access Controls

Analysis Controls

Asset Management
Change Management
Contract (3') Party Management

Documentation

Implementation Control
Integration Control
Segregation of Duties

Components Inventory Management

Internal Audit

2" Party Review

Verification Controls

Validation Controls

Incident Management

On a need basis

Analyze datato ensurereliability

Identify, define, and trackassets

Set a methodological process for change

Ensure contractaccuracyand performance

Formalized, standardized format

Plan.Do. Trackeffectiveness

Identify all affected parties/components

Avoid a single point of failure

Supply Chain Management

Independent, objective assurance

Independentreview for accuracy

Substantiate the aggregate

Testthe sample

Analyze events

Selectively restrictaccess to a place or other resource.

Analyze theresults of data review to discover useful i nformation, i dentify approaches considered and discarded, and understand
the rationales used to reach allconclusions.

Maximize assets to provide the best returns to stakeholders by establishing an inventory of assets and defining theirattributes.
Ensure controls exist to cover any acquisitions or mergers.

Ensurethatno unnecessarychanges are made, all changes are documented, andservices are not unnecessarily disrupted and that
resources are used efficiently.

Document controls that evaluate how an entity manages: communication, commitments, document review and retention
regarding contracted work.

Formalize or standardize forms, reports, checklists thatidentifycritical steps within a process thatleadto its success.

Carry out, execute, or practice a plan, method, or design, idea, model, specification, Standard or policy.

Establish lists of inputs and outputs thatimpact risks to grid reliability. Bringing together sub-systems, or components of a
subsystem, into one system.

Based on shared responsibilities of a key process, disperse the critical functions of that process to more than one personor
department. In smaller organizations, this may be handled by a review process.

Track historicalfailure information, maintenance of a s pare parts inventory, | ogistics, and supply chain management.

Review processes that present riskto an organizationandensure achievement of an entity's objectives in operational effectiveness
and efficiency, reliable reporting, and compliance with laws, Standards and Requirements.

A formal process designed to review and evaluate the effectiveness of anaction or system of operation.

Comparetwo or moreitems, oruse supplementarytests to ensuretheaccuracy, correctness, ortruth of theinformation. Perform
ona “Pool” of data provided for sample selection.

Assessanaction, decision, plan, or transaction to establishthatitis (1) correct, (2) complete, (3) beingimplemented (and/or
recorded) asintended, and(4) delivering theintended outcome. Assess the degreeto which (1) an instrumentaccurately
measures whatitpurports to measure, or (2)a statistical technique or test accurately predicts a value.

Activities thatidentify, analyzeand correctan eventin order to restore and reconstitute services in anefficient mannerand
memorializes the informationto expedite analysisof future events.
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ERO/RF Risk Elements

Ac c ess CQ nt rQ l S Management of Access and Access Controls

N

Objective
Selectively restrictaccess to a Periodic |
place or other resource. Basis (

T

Define access levels,
established by

S~ position.

ohd

Changes due to:
technology,
mergers,
acquisitions,
infrastructure
changes, etc.
require a review of
all position access.

Activity #1
Activity #5




ERO/RF Risk Elements

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Analysis Controls

Inadequate Real-time Analysis During Tool and Data Outages

Objective

Analyze the results of data review
to discover useful information,

identify approaches considered

and discarded, and understand the
rationales used to reachall

conclusions.

N

Analyze Data /
to Ensure
Reliability

C

T

Improper Determination of Misoperations

Gaps in Program Execution

Texas RE: Resource Adequacy

Establish Process Process Identify the
measurement provides includes an g:fe?i Z'litbe

objectives
that are
clearly defined
and
documented
to perform
sound
analysis.

Activity #2

P>

methodology
that describes
how/where
knowledge
(data) will be
obtained and
structures the
findings.

Activity #3

established
operation for
data
collection to
ensure the
data usedis
complete and
accurate.

Activity #7

communicated
and to whom.



ERO/RF Risk Elements

As S et M a n age m e nt Management of Access and Access Controls

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Objective N

Maximize assets to provide the dentify /

best returns to stakeholders by Defin e’ "
establishing an inventory of assets nd Tr ’k

and defining their attributes. a ac
Ensure controls exist to cover any . Assets -
acquisitions or mergers. |~ /

«{ ldentifyand ey Define asset o Establish an N\ Establisha
3+ document $+ andbaseline 3 asset 3 processto
> assets. attributesin > inventory > periodically
- order to 4= control 4= reviewthe
'S better 'S system. 'S asset listing.
= monitor/ ‘> Documented =
8 maintain. O process 8}
<L <L including: <L

initiating docs,
approval, data
entry, removal
and review

\/




C h ange Mana geme nt ManagememofAciZZdF:czzlimriemems

Insufficient Long-Term and Operations Planning Due to Inadequate Models

\ Improper Determination of Misoperations
ObJ ectlve \ Gaps in Program Execution
Ensure all changes are approved Set a /
and documented, services are not Methodological
unnecessarily disrupted and Pracess for
resources are used efficiently. Change
~ /
Establish a plan N Establisha o Definean
to identify 3= changeapproval 3= emergency

changesto > process. change process.
operation,

operating
conditions, or
deviations from
established

baselines.

Activity

i
=
>
=
2
)
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Contract (3"9) Party

Management

Objective
Document controls that evaluate
how an entity manages:

communication, commitments,
document review and retention

regarding contracted work.

Activity #1

Establish procedures to
review all contracts to
ensure the contract:

1) meets
Standard/Requirement,
2) achieves expected/
required outcomes, 3)
details the outcome of

the contract, 4) defines
success factors, 5)
timeline and 6) has
been reviewed and
approved at
appropriate
management level.

Activity #2

Establish process for
vetting vendors to
ensure theyare
qualified toimplement
or performthe actions
and have the
appropriate resources
neededto performthe
contracted work.

Accuracy and
Performance <

ERO/RF Risk Elements

Management of Access and Access Controls

Insufficient Long-Term and Operations Planning Due to Inadequate Models

\ \ Gaps in Program Execution

Ensure /
Contract

_

LN Establish a process
3+  tovalidate and track
> contract

et performance,

'S proactively

‘>  addressing

O  performance gaps.
<



:
D Q c u m e ntat l Q n Management of Access and Access Controls

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Loss of Major Transmission Equipment with Extended Lead Times

Inadequate Real-time Analysis During Tool and Data Outages

\ Improper Determination of Misoperations
Obj eCtlve \ Gaps in Program Execution
i 1 T T RE: R Ad
Formalize documentation (i.e. _ / e L
reports, checklists, flowcharts) that Formalized,

identify critical steps within a Standardized
process that lead to its success. Format
Standardize documentation (i.e. —
templates) to ensure consistency. |~ / l

Risk and control
matrices:

Questionnaires/
Checklists:

Flowcharts: Standardized

templates:

Standardized report:

(1) permit data to be
combined and tracked (2)
lessenthe burden on

Describe the flow of
activity through a
process

Allows forwide scale

quality assessment and - 2
improvement to practices organizations

Structured series of
questions or actions

Assistin documentingrisks
and controls for evaluation

Activity #1
Activity #3

<
=
>
5=
2
-
(S)
<

vActivity #2
Activity #5

Situational Awareness
Alarms:

Authorization: Exception Reports:

Approval of calculations,
access to assets and
records

Generate reportsto
Alarms optimized to maintain monitor somethingand

situation awareness of the exceptions are followed up
activity on the grid. to resolution.

Activity #6
Activity #7
Activity #10




Implementation Control

\

ERO/RF Risk Elements

Inadequate Real-time Analysis During Tool and Data Outages

Improper Determination of Misoperations

Gaps in Program Execution

Objective

Texas RE: Resource Adequacy

Carry out, execute, or practice a Plan /
plan, method, or design, idea, Do
model, specification, Standard or Track

policy.

Effectiveness (

T

Activity #1

Procedures or Procedure/ Procedure/ Monitor
processes Process contain process identify implementation
address defined who will process to

implementation
and include who
owns the
process and the

frequency of
process/
procedure
review.

Activity #2

methodology to
determine
appropriate
implementation
actions.

Activity #3

conduct the
implementation
process and
what
qualifications are
required to
perform that
function.

Activity #6

\/

ensure defined
criteria are met,
and
implementation
was successful.



ERO/RF Risk Elements

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Integration Control

Inadequate Real-time Analysis During Tool and Data Outages

\ Improper Determination of Misoperations

Objective .
Identify All

Establish lists of inputs and outputs
that impact risk to grid reliability. Affected

Bring together sub-systems, or Parties/
components of a sub-system, into Components

one system.

g

Document their
internaland
external interfaces
and the steps
required fora
successful

Identify the various
internal and
external interfaces
within their
organization.

Document and
communicate any
changes made asa
result of the
integration testing.

integration.

Activity #1
Activity #2
Activity #5

\/




ERO/RF Risk Elements

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Segregation of Duties

Inadequate Real-time Analysis During Tool and Data Outages

\ Improper Determination of Misoperations
Objective \
Based on shared responsibilities of /
a key process, disperse the critical Separate /
functions of that process to more Key '
than one person or department. In Processes <
smaller organizations, this may be -

handled by a review process.

SN

Establisha
process/procedure to
identify areas where a risk
would exist if specific
duties are not either
segregated or reviewed by
a separate party.

Develop
procedure/process to
define their segregation of
duties responsibilities.

Perform a periodic review
to ensure all applicable
risks are identified and
mitigated.

Activity #1
Activity #2
Activity #4
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Companents Inventory
Management

Objective
Track historical failure information,
maintenance of a spare parts
Inventory, logistics, and supply
chain management.

i Identify critical
= spareparts

S~ equipment.

ofd

Activity #2

Identify
equipment with
exposure to
external control

or manipulation.

N

Supply
Chain
Management

II'. _~ /a

[

ERO/RF Risk Elements

Loss of Major Transmission Equipment with Extended Lead Times

Activity #6

\/

Establish
inventory
management
controls,i.e. all
inventory signed
for, cycle counts,
tracking failures,
to ensure
appropriate grid
maintenance.



:
' nte rna| Au d 't Management of Access and Access Controls

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Loss of Major Transmission Equipment with Extended Lead Times

Inadequate Real-time Analysis During Tool and Data Outages

. . \ Improper Determination of Misoperations
Obj eCtIVG \ Gaps in Program Execution
Review processes that present risk Texas RE: Resource Adequacy
to an organization and ensure Independent /
achievement of an entity's objectives Objective E
In operational effectiveness and .
efficiency, reliable reporting, and Assurance
compliance with laws, Standards T ["
and Requirements. L~ / N
i Develop an audit e Establish O Includes a
$= schedule based I+ procedure/ 3 detailed process
>. Oncompany . Process to ensure > for creating a
4= heeds, not 4= theaudit includes 4= Mitigation plan
'S Regional 'S review of 'S foranygaps in
= oversight. = previous audits, ‘= compliance
O O  self-reports, etc. O  identified during
< < to determine AoC, < the audit.

PNCs,
recommendation
to be included.




2" Party Review

i
=
S
=
2
o
J
<

Objective
A formal process designed to
review and evaluate the

effectiveness of an action or

system of operation.

Establish clear
accountability and
expectation
regarding results of
the review that detail
who will perform the
2nd party review, and
what they do with
the results.

Activity #2

Identify, define, and
document criteria
forthe appropriate
review precision
level, to ensure the
review isn’t
performed at too
high a level as to not
produce required
assurance.

——

—I'| |~ /x

N

Independent / |

Review for
Accuracy

>

ERO/RF Risk Elements

Management of Access and Access Controls

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Loss of Major Transmission Equipment with Extended Lead Times

Inadequate Real-time Analysis During Tool and Data Outages

Improper Determination of Misoperations

Gaps in Program Execution

Texas RE: Resource Adequacy

Activity #5

\/

Establish a formally
defined and
documented process
to be applied
accuratelyand
consistently across
the enterprise.



ERO/RF Risk Elements

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Verification Controls

Inadequate Real-time Analysis During Tool and Data Outages

Objective
Compare two or more items, or use
supplementary tests to ensure the Substantiate /
accuracy, correctness, or truth of
the information. Performon a \ the Aggregate
“pool” of data provided for
sample selection.

\ \ Improper Determination of Misoperations

Identify areas that must
be considered based on
the expansion/contraction
of asset pools and
establish a process of due
diligence to identify areas
where changes may have
occurred.

Developa
procedure/process to
ensure that all relative
components of the pool
meet the relevant
specifications. Ensure that
all expected components

Entity procedure/process
includes a methodology of
how the test was
conducted, including
criteria considered to
ensure the "pool" of data
is complete and accurate.

Activity #1
Activity #2
Activity #4

of the pool have been
identified and addressed.




ERO/RF Risk Elements

Insufficient Long-Term and Operations Planning Due to Inadequate Models

Validation Controls

Inadequate Real-time Analysis During Tool and Data Outages

Objective
Assess an action, decision, plan, or transaction
to establish that it is (1) correct, (2) complete, (3)
being implemented (and/or recorded) as Test the

\ Improper Determination of Misoperations

intended, and (4) delivering the intended
outcome. Assess the degree to which (1) an Sam ple
instrument accurately measures what it purports
to measure, or (2) a statistical technique or test I
accurately predicts a value. '| |~ /\H_

Establish a validation
procedure that
identifies the
methodology for
conductingthe
validation, as well as

Data resulting from
validation should be
analyzed against the
criteria to determine
whether an item meets
the established criteria.

Entity performs
validations according
to their established
procedures and criteria.

Activity #1
Activity #2
Activity #4

the validationcriteria
needed to meet the
goals for the validation.
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ERO/RF Risk Elements

Incident Management

Inadequate Real-time Analysis During Tool and Data Outages
b

Objective \ \
Activities that identify, analyze and
correctan event in order to restore Analyze /
and reconstitute services in an Events
efficient manner and memorialize (
the information to expedite
oo

Improper Determination of Misoperations

analysis of future events.

Establish Establishincident Agreementon
procedure/process models or templates incident

to restore normal that allow incidents management role
service operation as to be resolved assignment.

quickly as possible. efficiently.

Activity #1
Activity #2
Activity #5




ReliabilityFirst Corporation

3 Summit Park Drive, Suite 600
Cleveland, OH 44131

Main Phone: (216) 503-0600
Website: www.rfirst.org

Follow us on:
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COLD WEATHER PREPAREDNESS

CRITICAL INFRASTRUCTURE PROTECTION [CiP)

ENERGY MANAGEMENT SYSTEM [EMS

HUMAN PERFORMANCE

MISOPEQATIONS

WORKSHOF MATERIALS & WEBINARS
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