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Anti-Trust Statement

> It is ReliabilityFirst's policy and practice to obey the antitrust laws and to
avoid all conduct that unreasonably restrains competition. This policy
requires the avoidance of any conduct which violates, or which might
appear to violate, the antitrust laws. Among other things, the antitrust laws
forbid any agreement between or among competitors regarding prices,
availlability of service, product design, terms of sale, division of markets,
allocation of customers or any other activity that unreasonably restrains

competition.

> It is the responsibility of every ReliabilityFirst participant and employee
who may in any way affect ReliabilityFirst's compliance with the antitrust
laws to carry out this policy.
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Session Agenda

»Align Access and User Roles
»Align System — Release 1 Orientation and Functionality

»ERO Secure Evidence Locker (SEL) Access and
Functionality

@ CanStockPhoto.com - csp53612074
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Session Presenters

> Ray Sefchik — Director, Entity Engagement e

> Bob Folt — Principal Analyst .

> Patrick O’Connor — Senior Counsel ﬁ

» Ron Ross — Principal Reliability Consultant

&
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Session Interaction

» Submittal of Questions and Audience Polling handled via Slido
» All feedback is anonymous, but we will show the aggregate group feedback in real-time
» Login to Slido.com use the event code - #RFAlignTraining

» Optionally, viamobile device and scan the QR Code below

© Slido - Audier +

<« C a m_expid=.FbC-m0r6TqGUijIDcS_rOw.0&utm_i ttps%3A%2F%2Fwww.google.com%.

@ RELABILITY Fi Imported From [ G Geagle Signinto Concur .. [@ ClearCompany LogIn ' Board Portal Reliabi.. () ReliabilityFirst Web., @ Align Production €@ Sido - Audience Int.. P Host Analytics EPM... [ Paycom Employee.. i Quick View: Sit
Sl|d0 Product Solutions Pricing Resources Enterprise Log In m

Or Scan -"

Say goodbye to QR Code

boring meetings

Slido is an easy-to-use Q&A and polling app that will
turn your silent listeners into engaged participants.

Try it free Schedule a demo

You can use Slido with
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What is Align?

» Align is a system which moves all ERO compliance monitoring and enforcement
business processes to a common standardized platform, resulting in a consistent
application of the ERO Enterprise CMEP and a more secure method of
managing and storing CMEP evidence and data

The objectives and benefits of the Align Project are:

 Single, common portal for registered entities, enabling consistency of experience

* Real-time access to information, eliminating delays and manual communications

« Improved capability to support the Risk-Based Compliance Oversight Framework

« Enhanced quality assurance and oversight, enabling consistent application of the CMEP

« Improved analytics, including visibility into compliance and reliability risks

« Increased capability to implement audit best practices and processes (planning, fieldwork,
reporting, quality assurance)

« Standardization and implementation of common business processes and workflows,
enabling increased productivity
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What is the ERO Secure Evidence Locker (SEL)

» Highly secure, isolated, on-premises
environments -

- Collect and protect evidence ERO Enterprise Evidence Analysis

o _ Locker
» Enable submission by authorized and
authenticated entity users nser ot S
. . . Management
* Provide compartmentalized analysis of O Auditor Session
evidence in temporary, isolated, disposable @3 sy

Registered

environments Entty Usar Auditor Session

= auditor tools
*+ disposable

* Does not interface with any other systems

> Evidenceintheseenvironmentsis: e
* Encrypted immediately upon submission L

O
« Securely isolated per entity -".

System

* Never extracted E R O S E L Admimsttor

* Never backed up

» Subject to proactive and disciplined
destruction policy
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Align Release 1 — What to expect?

Release 1 Functionality
Stakeholder Group « Create and submit Self-Reports and Self-Logs
+ Create and manage mitigating activities

(informal) and Mitigation Plans (formal)

Registered Entities

« View and track open Enforcement Actions
(EAs) resulting from all monitoring methods

+ Receive and respond to Requests for
Information (RFIs)

+ Receive notifications and view dashboards on
new/open action items

» Generate report of standards and requirements
applicable to your entity

« Manage user access for your specific entity

« Manage evidence supporting R1 functionality
securely via separate Evidence Locker(s)

LGN
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Align Releases 2 and 3 — What to Expect?

Release 2 Functionality Release 3 Functionality
Q2 2021 Q4 2021

« Technical Feasibility Exceptions « Compliance Planning (i.e., Risk,
(TFEs) CMEP Implementation Plan,
« Periodic Data Submittals Inherent Risk Assessment, Internal

Controls Evaluation, Compliance

« Self-Certifications Oversight Plan)

« Additional enhancements identified

from R1 as needed »  Compliance Audit

« CFRs, JROs and Attestation in Align * Spot Check

« Expand use of Evidence Lockers to +  Compliance Investigations
include evidence submitted for . Complaints

these activities :
« Expand use of evidence lockers to

include evidence submitted for

Note: The monitoring methods above these activities

will be managed in existing systems
during the gap between R1 and R2
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ALIGN ACCESS AND USER ROLES

ERO PORTAL ACCOUNT ACCESS
ADMINISTRATION OF REGISTERED ENTITY USERS
ALIGN SYSTEM ACCESS
ALIGN SUPPORT

AN
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ERO Portal Access

Access requires an ERO Portal Account

» Set-up ERO Portal Account:
v Navigate to https://eroportal.nerc.net
v’ Select “Register” in upper right-hand corner
v' Complete the registration form and click “Submit”
» Verify ERO Portal Account:
v Navigate to https://eroportal.nerc.net
v’ Select “Sign In” in the upper left hand corner
v Enter your credentials to confirm access to ERO Portal

sssssssssss
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https://eroportal.nerc.net/
https://eroportal.nerc.net/

Access to Align

Access to Align
» All Align users MUST have an ERO Portal Account
v'ERO Portal Registration (pgs. 4-8,15-18)
v’ Multi-Factor Authentication set-up required for ERO Portal Account

(pgs ] 9-14) ™ My Profile My Resources — My Applications{~ ) Research -
v'ERO Portal login process (pgs. 19-24) o Aplcaians
. . welcomet 7 al
v'Requesting access to Align (pgs. 25-31) The ERO Porcal allows -
v Approving access Requests (pgs. 32-34) | e www:  wmmmscestomes
\/httpS://nerC- bWiSE. net/ Application Access Requests
v'ERO Portal/My Applications tab/Align e A s i e i e e

approval

© Create New Application Access Request

Reference — Reqgistered Entity User Access Guide
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https://nerc.bwise.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf

Align Account Access

» Account Access Levels (page 28)

 Align Registered Entity Reader

Reader can log into Align and see everything for their registered entity, but
cannot make changes.

 Align Registered Entity Editor

Editor can log into Align, see everything for their registered entity and make
changes, but cannot submit anything to the CEA for review or processing.

 Align Registered Entity Submitter

Submitter can log into Align, see everything for their registered entity, make
changes, and submit items to the CEA for review or processing.

- PCCs will have Align Submitter Role at Go-Live.

Reference — Reqistered Entity User Access Guide
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https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf

Align Account Access

» PCC Approves/rejects access for their entity user request for
Align in the ERO Portal

PCC
Align Registered Entity
Submitter and Entity Administrator

Application Access Requests

Align Registered Entity Align Registered Entity Align Registered Entity
Reader Editor Submitter

Reference — Reaqistered Entity User Access Guide
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https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf

Setting up PCC Accounts for Align

» Prior to go-live, all PCCs with ERO Portal Accounts will be
assigned the Align Registered Entity Submitter, SEL Submitter
and Entity Administrator roles and this person will be responsible
for approving Align access requests
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Requesting Align Account Access

» Requesting Access (pgs. 25-31)

» From ERO Portal (https://eroportal.nerc.net), navigate to “My Applications” and select “Request
Application Access” fromthe dropdown menu

17 r H H th - e
elec eate New Application Access Reques
Request access to an ERO Portal application by using the form below. Here is a list of applications you may request access to:
» Completeappropriate information for requestand submit| = *
All Entity Administrator This person has read and write access to Align data, GMD data, MIDAS data, and CORES data. In addition this person can make others the
q E C Applications Entity Administrater and give others access to Align, GMD, MIDAS and CORES or remove access to those system frem others,
—— ALIGN Align Registered Entity  This person can create and edititems in Align for the Entity he/she is associated with, as well as submit evidence to the SEL.
ORTH AMER N ELECTRIC Editor
ELIABILITY CORPORATION
ALIGN Align Registered Entity  This person can view items in Align for the Entity he/she is associated with, as well as submit evidence to the SEL.
My Profile My Resources ~ My Applications ~ Research My Groups Entity Registration Requests My Entity ~ NERC Membership List NERC Membership Help Desk Reader
ALIGN Align Registered Entity  This person can createfedit and submit items in Align for the Entity he/she is associated with, as well as submit evidence to the SEL.
Submitter
pome / My Applications / Application Access Requests 5 . . o . .
CORES (CORES User This person can create/edit registration information (including CFRs/JROs) and run registration reports for the entity he/she is associated with
GMD GMD User This person can view and submit GMD data and run GMD reports for the entity he/she is associated with,
Ap p I I Cat| 0 n AcceSS Req uests GMD GMD Read-Only This person can view GMD data and run GMD reports for the entity he/she is associated with,
MIDAS Portal ~ MIDAS User This person can create/edit and submit MIDAS data and run MIDAS reports for the entity he/she is associated with.
Below is the list of submitted application requests. To request access to an ERO Portal application, please use the link below to submit your access requesis = = = MIDAS Partal  MIDAS Read-Only This person can view MIDAS data and run MIDAS reports for the entity helshe is sssociated with.
be submitted to the corresponding entity administrator for approval.

Requested Application Role #

| & Create New Application Access Request Entity #

a Align Registered Entity Editor
Align Registered Entity Reader
NERC Number Requested o Align Registered Entity Submitter
(Entity) Entity Application Role Request Status Approved By Rejected By Created On 4+ Modified On Requested Application Role # CORES User

Entity Admin

GMD Read-Only

c GMD User

MIDAS Read-Only

MIDAS User

Reference — Reqistered Entity User Access Guide
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https://eroportal.nerc.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf

Approving Align Account Access

» Approving Access (pgs. 32-34)

» As Entity Administrator from ERO Portal (https://eroportal.nerc.net) navigate
to NEW Notifications or “Entity Application Access requests”

» Select dropdown arrow next to desired request and “Approve or Reject”

Application Access Requests
L
. f— ) . The fallwing are the cument applcation access requiests for your registerad entity. To appicwe oF Mefect a reguest, select "Manage Ao
l -':F"-! *'- AR, Tomt (e M« Rafuast” from the item menu. 'Whan refecting an acooss requast, you must provide a reason far denying a requost
I | d allusers ;
HORTH AMERICAN TLECTRIC :
FTRRI TV R ARARE LTI Reguested Request
FI||.|M|"|| W HFURATIIN 1 3L|:_\.| Ll’gf“”l G[.:l A:"S;Pf:”d"[g Raguasted By Ermail Addrese Phane Application Rele Reguaester Comrhsnti Statuis Craated On +
wictor LT myerssssssss TTers | S0f sil.com  4D4-555-1212  CFR Ad strator  Kj| Pendir A 021 547 Fi -
Kwsame Janes criaime.|jonesiEnerc.net A0 A452570 Entbrty A n Pendir =, a0 1 -
# MyProfile ~ MyResources v  MyApplications *  Research ¥  MyGroups  Entity Registration Requests ERC Membership List Rachel Rieder rachal rieder@nare.net ADA-BE23DB] GMID Subrmiter ding 47202020 1242 -
My Entity
Application Access Requests
Manage Entity Users
CORES Reguieat” froen the inam e, When rejecting & Sccess Faquest, yoi muast provids a reason for denying & feguess
. . ) ¥ou cam ako wew and manage all users for your entity an the Banag iy P2
The £RO Portal allows new users to register for an account and perform the following functions upan comg® iy Appiicarion Access Requests et e
. . - " Reguested By Ermall fidd ress Phicime Applcathon Ro Sratu & d On
Section 1600 eportmg(onﬂrmatlon wictor LT myerssses=ss  viciormyers] S06&gmail.com  404-555-1212  OFR ristrator  kidi dmE 120 542 P -
K ma,j« rerc. net ADAAG2 50 Entity Adrmin Testing Entity imun Request D Tala B ) WL T N PR -
Fachal Ricdar rachs L T T L 04.852.3981 GMD Subnictes CAM | HAVE ACCESE PLEASE " Approve Regquest s
' ! l ® Reject Request
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Entity Application Access Regquest Management

» Open Requests from “My Entity” Tab

Application Access Requests Menu

pproved Application Access Requests

View previously approved application access requests

The following are the current application access requests for your registered entity. To approve or reject a request, select "Manage Acce:
Request” from the item menu. When rejecting an access request, sbprovide a reason for denying a request.

You can also view and manage all users for your entity on th

Rejected Application Access Requests

Requested Request previously rejected applicationed access requests
Requested By Email Address Phone Application Role  Requester Comments Status Created On 1
victor LT myerssssssss  victormyers] com 404-555-1212 CFR Administrator kijjj Pending 6/24/2020 5:42 PM v
Kwame jones kwame.jones@nerc.net 4044462570  Entity Admin Testing Entity Admin Request Pending 5/27/2020 1:04 PM v
Rachel Rieder anerc.net 404-852-3981 GMD Submitter CAN | HAVE ACCESS PLEASE Pending 4/29/202012:42PM

» Approve/Reject requests

Application Access Requests

Thea foll ot 2 e the current Sppscat I CRss reguests for your reistarad anticy T W PrOVE OF reject 3 req uest alaoct "M Nags W CE
Request” from the Item menas. WHEN re)ecling an Sccess reguest, o NSt pravide 4 reason far denying & regus
YOou Cam o view and manage all users *or your emtiey on the §
Requested Request
Requested By Emall Address Phone Application Role Requester Comments Stotus Created On ¢
victor LT myersssss=es = ™y | f o Y 404-555-1212 FR Administrator KLU Penanmg 2472020 542 PW v
Kwarme jorme Kweame |« ' ' AD044840.°45 1 Entity Acirmin festimg Entity Acimen Regquest i lale ol - JINLAR a0 § -

R oY orove e
achel Riede rach ‘ { 1 104.852.3981 SMD Submitte CAN | HAVE ACCESS PLEASE

¥ Reject Request
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User Management in ERO Portal

> Manage Entities in ERO Portal Application Access Requests

The following are the current application access requests for your registered entity. To approve or reject a request, select "Manage Acce:
Request” from the item menu. When rejecting an access request, = Quide a reason for denying a request.

You can also view and manage all users for your entity on thq

Manage Entity Users

Requested Request
Requested By Email Address Phone Application Role  Requester Comments Status  Created On 4
Entity Name N
victor LT myerssssssss all.com  404-555-1212  CFRAdministrator  kjjj Pending  6/24/20205:42PM v
Testing Company Name Update, LLC M
Kwame Jones kwame.jones@nerc.net 4044462570  Entity Admin Testing Entity Admin Request Pending  5/27/2020 1:04PM v
Rachel Rieder rachel.rieder@nerc.net 404-852-3981 GMD Submitter CAN | HAVE ACCESS PLEASE  Pending  4/29/202012:42PM v
Entity Users
The following users are associated with this entity: © Add User Manage Entity Users | User Permissions
User City State Phone E-mail Address Action
Abby Fellinger Austin ™ abby.fellinger@texasre.org m U Se r P e rm i SS i O n S
A Smullen Austin aj.smullen@rexasre.org
Anthony Aguilar Atlanta anthony.aguilar@nerc.net m Manage User Permissions for: Renata Fellmeth
Aviance Clay Adanta GA Aviance.Clay@nerc.net m ] CORES User
] GMD User
Brennan Coheleach Cobb brennan.coheleach@nerc.net (] GMD Read-Only
] MIDAS User
Chris Boyd-Witherspoon Atlanta GA Chris.Boyd-Witherspoon@nerc.net m O] MIDAS Read-Only
] Entity Admin
Christopher Scheetz Adanta GA chris.scheez@nerc.net m . . . )
] Align Registered Entity Editor
Align Registered Entity Reade:
Dan Nagar Adanta Dan.Nagar@nerc.net & Align Registered Entity Reader
[l Align Registered Entity Submitter
Dana Klem St. Paul dana.klem@mro.net m
Deployment Manager Atlanta deployment.manager@mailinator.com m
Donna Pratt Atlanta GA donna.pratt@nerc.net m
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Align Support Model

» ERO Support Model and Process for Registered Entities

Level 0 Support

Self-Service Resources

Resources that can be accessed

directly, on-demand, by end-users

to answer frequent questions or
issues

* Align training materials

* Quick reference guides

* Training recordings/videos
* FAQs

22

Level 1 Support

Regional POC {L1)

Regional Entity Point of Contact
that manage issues for, and

responds to, registered entity end-

LSers

* Receive end user issues via

FootPrints

* Resolve/respond to basic

inquiries using support
resources or collaborating with
regional counterparts

* Consult with L2 resources as

appropriate

* If able to resolve issue, update

FootPrints and respond to
registered entity end user to
close loop

*  Submit Regional issues

requiring MERC Support in
FootPrints (e.g., regional user
termination requests)

If unable to resolve issue, escalate to

MNERC Support via FootPrints

Level 2 Support

NERC Support [L2)

Centralized NERC team that helps

resolve complex or technical
inguiries

Review FootPrints backlog,
prioritize, and address issues

If able to resolve issue, reach
out to Regional POC and close
ticket once end-user confirms
the issue has been resolved

If unable to resolve issue,
escalate to BWise support team
to troubleshoot

Once issue is resolved, reach
out to Regional POC and close
ticket in FootPrints

Escalate major support issues to
IT Leadership

Generate reports on a weekly
basis to track and report on key
metrics

If unable to resolve issue, contact
BWise Technical Suppart

Forward Together - ReliabilityFirst

Level 3 Support

BWise Tech Support {L3)

BWise technical support resources

that help resolve system issues

Coordinate with NERC Support
to assign, prioritize and resolve
issLes

Troubleshoot system issues
Contact MERC Support upon
issue resolution

Escalate major support issues to
appropriate BWise leadership



Entity Support: What to Expect

1. Regional Entity will be the first point of contact and resolution '
2. The Regional Entity will escalate to NERC, if required for resolution

3. NERC may escalate to Bwise if unable to resolve with internal resources

Application Support Process

Support Request
Hugps: //support.nerc.net

Registerad Entity Registered Entity Registered Entity

SERC TRE

Regional Entity Regional Entity Regional Entity
Support Support Support Support Support Support

Regional Entity Regional Entity Regional Entity

£

MERC Support Services
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NERC Helpdesk Ticket Submission System

NERC Helpdesk Ticket Submission System

* required fields | Home | Contact Us

Submit a new Ticket

Title * Region * Priority *

[Can't access Align :] | RF [ +1 | Medium [ +1
Service * Category *

| ERD Enterprise Applications [+ [ aLiGn [+

File Attachment (If you need fo send multiple files, please create a single zip file)

Erowse. ..
Your Personal Information
Last Name * First Name * Email Address *
[_Fnlt _] [_Ed: _] [_bob.ﬁ:llt@rﬁrst.org _]
User ID Phone * (Format: o000 Company *
= ) [ 123-456-7890 ] [RelizbilityFirst m|

Description * (1000 characters remaining)
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NERC Helpdesk Ticket Submission System

» NERC Support = https://support.nerc.net

NERC ___ NERC Helpdesk Ticket Submission System

NORTH AMERICAN ELECTRIC
Submit * required fields | Home | Contact Us

Submit a new Ticket

RELIABILITY CORPORATION

Title * Region ~ Priority *

[ = | select [+1 Medium *1
Service
; e

+ Select ) -
| please create a single zip file)
ERO Enterprise Applications

Standards

Multi-Factor Authentication (MFA)

|

NERC Datastores and Extranet Sites
|
|

NERC Email Distribution List
Other

First Name * Email Address *
Websites I ] ] [ ]
Software
Password Reset Phone * (Format: xoo-wooe-xo000) Company *

] ( ) ( )

Description

Description ™ (1000 characters remaining)

Submit
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https://support.nerc.net/

Section 1 — Slido Questions

» Login to Slido.com use the event code - #RFAlignTraining

» Optionally, viamobile device and scan the QR Code below

© Slido - Audience Interaction Mac X +

& c & sli.do/?utm_expid=.FbC-mOr6TqGUijiDcS_rOw.08wtm_referrer=hitps3%3A%2F%2Fwww.google.com%2F

@ ClesrCompany Login g Board Portal Relisbi.. () ReliabilityFirst Web.. @ Align Production €@ Slido - Audienc cint. P Host Analytics EPM.. [ Paycom Employee.. Mg Quick View: Sit

@ RELIABILITY FIRST C... Imported from [E & Google Sign in to Concur |

Slido Product Solutions Pricing Resources Enterprise Log In m

Join us and industry leaders as we unveil the biggest trends in online meetings. Learn more

Joining asa participant? # RFAlignTraining e) By using Slido you accept our Policy

Or Scan
QR Code

Say goodbye to _
boring meetings i i

support  team
Slido is an easy-to-use Q&A and polling app that will ’ ;
) Y ) ) poThe p? ) Jomn at s freedom  gryst
turn your silent listeners into engaged participants. slido.com A—
#TeamCall

honesty people- I

Try it free Schedule a demo transparency open Jill :
caring 1l

You can use Slido with
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Questions & Answers
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BREAK
10 MINUTES




SECTION 2

ALIGN SYSTEM — RELEASE 1 FUNCTIONALITY
ORIENTATION TO THE ALIGN SYSTEM DASHBOARD

SUBMITTING AND TRACKING A SELF-REPORT
SUBMITTING AND TRACKING MITIGATION ACTIVITIES AND PLANS
HOW TO VIEW AND TRACK OPEN ENFORCEMENT ACTIONS

AN
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Disclaimer on Registered Entity used as example

» The slides that follow use Benton County Wind Farm, LLC as an
example Registered Entity.

» The information contained In those slides is fictional and created
solely for the purpose of demonstration.

» RF thanks Benton County Wind Farm, LLC for permitting this use
of Its name.
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ORIENTATION & DASHBOARD

AN




32

Orientation & Dashboard

My Align Align For Entities v

NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

HH My Dashboard and Tasks
Assigned To Me

NEWS AND UPDATES

AN
TRAINING
Welcome to Release 1 of the Align systeml This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance

Monitering section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID peoon STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Except Benton County Wind Farm
E IR 2021-00102 | 235021- RF NCROD170 Loy e e CIP-004-6 RS 03/04/2021
Preliminary Screening
PNC Review
Enfercement Processing
Compliance Exception
page | 1 of 1 o 00 05 10 15 20 25 30 35 40 45 50 55 60 65 7.0
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Orientation & Dashboard

My Align Align For Entities v

NCR00170 Editor 1 Benton County Wind Farm, LLC C—)

H Iy Align
_ Compliance Monitoring
Assll
Enforcement Processing

IMitigation Management NEWS AND UPDATES

A Reports

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Meonitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

REGION

TYPE UNIQUE ID CRLAE STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Exception A Benton County Wind Farm
& 2021-00102 | 235021- RF Fecponee NCR00170 e ’ b CIP-004-6 RS 03/04/2021

Preliminary Screening

PNC Review

Enforcement Processing

Compliance Exception

page | 1 of 1 0.0 05 1.0 1.5 20 25 30 35 40 45 50 55 60 65 70
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CREATING & SUBMITTING
A FINDING

AN




Creating & Submitting a Finding

Dismissal
Preliminary . Enforcement

Szl Processing C“'"pia"':f Exception . Processing
Find, Fix, Track Complete
M Pending
i settlement completion of
Failed M Mitization and amy
Screen Confirmed Violation other Obligations

Finding Process Summary

Finding
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Creating & Submitting a Finding

My Align Align For Entities v

NCR00170 Editor 1 Benton County Wind Farm, LLC C—)

niorcement Processing

IMitigation Management NEWS AND UPDATES

A Reports

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Meonitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID SEGL';’E STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Except A Benton County Wind Farm
= onplEnee Eeepton 2021-00102 | 235021- RF et NCRO0170 ey e A CIP-0046 R5 03/04/2021
Preliminary Screening
PNC Review
Enforcement Processil‘lg
COmpHanCe EXCepUOn
Page 1 of 1 o 0.0 05 1.0 1.5 2.0 2.5 3.0 35 40 45 50 55 60 65 7.0
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Creating & Submitting a Finding

Compliance Monitoring v Align For Entities

- Create New Self-Report or Log NCRO00170 Editor 1 Benton County Wind Farm, LLC c—)

MY REGISTRATIONS INSTRUCTIONS

APPLICABLE

REGISTRATION

TS This is the Registered Entity Self Reporting and Logging page. On the lefi, you can view a set of Requiremenis applicable o a given Regisiration. Based on that, you can
NCRO0170 - Benton County Wind Farm, LLC in RF & 0 Create browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reporis or Logs you have
[EZ R o ’ o o Finding not yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper left
Page | 1 of1 =
MY DRAFTS
. B STANDARD AND APPLICABLE REGION(S) AND . " A
TYPE UNIQUE ID A4 REGISTRATION REQUIREMENT FUNCTIONS JURISDICTION START DATE CREATED ON
E—) Self-Report 2021-00056 NCR00170 - Benton County Wind Farm, LLC in RF CIP-002- RF-US 02/09
Page | 1 of1 5]
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Creating & Submitting a Finding

= [ SelutionApp x |+ = X
< C & httpsy//nerc-trn.bwise.net/bwise/page/solution-app/#solution/RE/Registered_Entity_Acts_CM/CreateEditSRSL 7 @ O v= e

Compliance Monitoring Align For Entities

PR~ Create Finding 2.0 .

e FORM PORTLET
o e oo -
BN o cipoo2sia R + ° g rou e
CIP-002-5.1a R2 + .
CIP-003-8 R1 + .
CIP-003-8 R2 + .
” CIP-003-8 R3 + .
] CIP-003-8 R4 + . .
P ciP-0 R + .
& o] CIP-0046 R2 + .
CIP-004-6 R3 + .
CIP-0046 R4 + .
CIP-0046 RS + .
CIP-005-6 R1 + .
ciP-0 R2 + .
CIP-006-6 R1 + .
CIP-006-6 R2 + .
ciP-0 R3 + .
CIP-007-6 R1 + . o
Page | 1 of6 » M O

M 4 Page [1 Jorl » M &
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Creating & Submitting a Finding

[ SolutionApp x |+ = X
< C & httpsy//nerc-tr.bwise.net/bwise/page/solution-app/#solution/RE/Registered_Entity_Acts_CM/CreateEditSRSL i @ 0 b= Q

Compliance Monitoring

FRysee Create Finding 2.0

R REQUIREMENT
REG] CREATE CREATE
STANDARD REQ SELF-REPORT SELF-LOG Standardand  GIP-004-6 | R5. VLD
Requirement S you have
By SR o, cipooesia R + ¢ )
Requirement Each Responsible Entity shall implement one or more documented access revocation program(s)
CIP-002-51a R2 + P Language that collectively include each of the applicable requirement parts in CIP-004-6 Table R5 — Access
Revocation.
. " + ¢ Time Horizon(s) Operations Planning Violation Risk  Medium
Same-Day Operations Factor (VRF)
CIP-003-8 R2 + . ) i -
Measure M5, Evidence must include each of the applicable documented programs that collectively include
. each of the applicable requirement parts in CIP-004-6 Table R5 — Access Revocation and additional
14 e + ° evidence to demonstrate implementation as described in the Measures column of the table.
‘ CIP-0 R4 + ° Requirement BA _
MDA Applicability TOP
CIP-{ 1 TO
TYP CIP R =+ . e
. . 1A
E Self CIP-004-6 R2 —+ . GOP
DP
CIP-004-6 R3 =+ ] GO
ClIP R4 + . Additional  4.1. Functional Entities: For the purpose of the requirements contained herein, the following list of
Applicability  functional entities will be collectively referred to as “Responsible Entities.” For requirements in this
N . Details standard where a specific functional entity or subset of functional entities are the applicable entity
CIP-{ R5 + . or entities, the functional entity or entities are specified explicitly
4.1.1. Balancing Authority
CIP-0 R1 —+ . 4.1.2. Distribution Provider that owns one or more of the following Facilities, systems. and
equipment for the protection or restoration of the BES:
cIP-0 n2 + . 4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage Load shedding (UVLS)
system that:
4.1.2.1.1. is part of a Load shedding program that is subject to one or more requirements in a
CIP-0 Ri + . NERC or Regional Reliability Standard: and
4.1.2.1.2 performs automatic Load shedding under a common control system owned by the
CIP-0 R2 + . Responsible Entity, without human operator initiation, of 300 MW or more:
4.1.2. 2. Each Special Protection System (SPS) or Remedial Action Scheme (RAS) where the SPS
cp R3 + . or RAS is subject to one or more requirements in a NERC or Regional Reliability Standard.
. ) 4.1.2 3. Each Protection System (excluding UFLS and UVLS) that applies to Transmission where
the Protection System is subject to one or more requirements in a NERC or Regional Reliability
R1 —+ . - Qiandard e
Page 1 of6 b M

4 4 Page 1 Jof1 > M &
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Creating & Submitting a Finding

[ SolutionApp x | +

6

MY

C (31 https://nerc-trn.bwise.net/bwise/page/solution-app/#solution/RE/Registered_Entity_Acts_CM/CreateEditSRSL s @ 0

Create a Self-Report

Instructions

Self-Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a Reliability Standard. Seli-Reports are encouraged regardless of whether the Reliability Standard requires reporting on a pre-defined schedule in the
Compliance Program or whether the violation is determined outside the pre-defined reporting schedule

Complete the information on this form and Save your Self-Report as a draft. You can access draft Self-Reports and Self-Logs under the My Drafts section of the Create Finding tab and continue editing until you are ready to submit

General Information

Registration* NCRO00170 - Benton County Wind Farm, LLC in RF

Applicable Requirement CIP-004-6 RS Region - Jurisdictionin RF-US
which the Potential
Applicable Part(s) CIP-004-6 R5.1 CIP-004-6 R5.2. CIP-004-6 R5.3 CIP-004-6 R5.4. - Noncompliance occurred
CIP-004-6 R5.5 Other Region —
Jurisdiction(s) where you
Applicable Reliability * | 5 GOoP - are reporting this Potential
Function(s) Noncompliance

Discovery and Description

When was the Potential When did the Potential

-

Forward Together * ReliabilityFirst




When was the Potential
Noncompliance
discovered?*

How was this Potential
Noncompliance
discovered? *

Please describe the
Potential Noncompliance
in detail *

41

Creating & Submitting a Finding

Discovery and Description

03/05/2021

Issue was discovered during a2 monthly internal control check of revocation
requests.

Employee terminated effective Friday, February 19, 2021. An access revocation
request was created that moming, but was not acted upon until the next business
day, Monday, February 22, 2021.

When did the Potential
Noncompliance start? *

What is the basis for your
selecting this start date? *

Is the Potential

Noncompliance still

occurring? *

When did you return to
compliance?

Forward Together * ReliabilityFirst

02/20/2021

Access should have been revoked within 24 hours of termination, which occurred at

5:00 pm on February 19th.

NO

03/05/2021
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discoverad >

How was this Potential
Noncompliance
discovered? ~

Please describe the
Potential Noncompliance

in detail *

Creating & Submitting a Finding

Issue was discovered during a monthly internal control check of revocation requests

Employee terminated effective Friday, February 19, 2021. An access revocation request
was created that morning, but was not acted upon until the next business day, Monday,
February 22, 2021

What is the basis for your
selecting this start date? *

Is the Potential

Noncompliance still

occurring? *

When did you return to
compliance?

Access should have been revoked within 24 hours of termination, which occurred at 5:00 pm
on February 19th

03/05/2021

Has an Extent of Condition
Review been performed? *

Extent of Condition and Root Cause

- None -
Yes
No

In Progress

Risk and Impact

o

What cause(s) led to the
Potential Noncompliance?
.

Forward Together * ReliabilityFirst




discovered?”

How was this Potential
Noncompliance
discovered? *

Please describe the
Potential Noncompliance

in detail *

Creating & Submitting a Finding

Issue was discovered during a monthly intemal control check of revocation requests

Employee terminated effective Friday, February 19, 2021. An access revocation request
was created that morning, but was not acted upon until the next business day, Monday,
February 22, 2021.

What is the basis for your
selecting this start date? *

Is the Potential

Noncompliance still

occurring? *

When did you return to
compliance?

Access should have been revoked within 24 hours of termination, which occurred at 5:00 pm
on February 19th.

No

03/05/2021

Has an Extent of Condition
Review been performed? *

If yes, what was/is the
Extent of the Condition?

Extent of Condition and Root Cause
Yes

Reviewed all revocation requests created in 2021, and found no additional instances.

.

What cause(s) led to the
Potential Noncompliance?
x

Employee responsible for created access revocation ticket set the due date for the next
business day, as opposed to 24 hours.

43
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Creating & Submitting a Finding

What do you think the
Potential Impact to BPS
was/is from this Potential

Noncompliance? *

Why do you believe that to
be the correct Potential

Impact? *

Please provide any
additional comments

44

Risk and Impact

Minimal - How likely is it that Impact Not likely
could have actually ’
occurred? *

Employee's access badge and company-issued laptop were confiscated upon termination,
limiting the employee's physical and electronic access.

Shared account passwords were changed immediately.
Was there any actual No

impact to the BPS? *

Additional Comments

Forward Together * ReliabilityFirst



Creating & Submitting a Finding

Evidence and Attachments

Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Self-Report.

Mitigation Information (optional - click to expand)

3 )

45 Forward Together - ReliabilityFirst



Creating & Submitting a Finding

Compliance Monitoring

Align For Entities v
4 Create New Seli-Report or Log NCR00170 Editor 1 Benton County Wind Farm, LLC C—)
MY REGISTRATIONS INSTRUCTIONS
REGISTRATION o APPLICABLE

REQUIREMENTS

This is the Registered Entity Self Reporting and Logging page.  On the |eft, you can view a set of Reguirements applicable to a given Registration. Based on that, you can
NCRO0170 - Benlon Counly Wind Farm, LLC in RF @ e) Create browse to a specific Requirement and create a Self Report {or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reports or Logs you have
E) e B e - : Finding not yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper left

Page | 1 of1 =

MY DRAFTS

, . STANDARD AND APPLICABLE REGION(S) AND . . .
TYPE UNIQUE ID 4 REGISTRATION REQUIRENENT FUNCTIONS JURISDICTION START DATE CREATED ON
= Se 2021-00206 find Farm, LLC in RF C GOP RF-US 03/20/2021
Se 2021-00056 find Farm, LLC in RF C GO, GOP RF-US
Page | A of 1 =
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Creating & Submitting a Finding

Evidence

Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https:/leusstg.eroenterprise.com/nerc-infrastructure with the following reference number:
Instructions
RFINCRO0170|VI2021-00206|VI2021-00206|CIP-004-6|R5.|5.3.,5.1.

IT you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.

Mitigation Information (optional - click to expand) \

Action

Instructions  Submit Finding: Select “Submit” on the Action dropdown, then click the Save and Action* | No Action -
Action button at the bottom of the screen. .
OPTIONAL - Submit Mitigations: Submit mitigations now by checking the box Submit
“Submit Mitigations for Review with Finding?” or later via the “My Mitigations Tab". Review with Finding?
By submitting the mitigating activities described above, | acknowledge that | have
authority to submit the mitigating activities on behalf of the Registered Entity.

Delete Finding: Select "Delete” on the Action dropdown, then click the Save and
Action button at the bottom of the screen.

Save a Draft: Click the Save button at bottom of the screen. The CEA will not see this
finding until the Registered Entity selects *Submit” on the Action dropdown and clicks
the Save and Action button.

Close: Click the Close button at the bottom of the screen to close the window.

Warning You have not selected an Action. If you click Save and Action, you will receive this error message. You can either click Save, or you can choose an Action (either Submit or Delete) and then click Save
and Action.

click here to print

Save and Action m Close
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Creating & Submitting a Finding

Action

Instructions  Submit Finding: Select “Submit” on the Action dropdown, then click the Save and Action* | Submit -
Action button at the bottom of the screen. e
OPTIONAL - Submit Mitigations: Submit mitigations now by checking the box Submit Mitigations for
“Submit Mitigations for Review with Finding?” or later via the “My Mitigations Tab". Review with Finding?

By submitting the mitigating activities described above, | acknowledge that | have
authority to submit the mitigating activities on behalf of the Registered Entity.

Delete Finding: Select "Delete” on the Action dropdown, then click the Save and
Action button at the bottom of the screen.

Save a Draft: Click the Save button at bottom of the screen. The CEA will not see this
finding until the Registered Entity selects “Submit” on the Action dropdown and clicks
the Save and Action button.

Close: Click the Close button at the bottom of the screen fo close the window.

click here to print

Soveanancion | s R
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Creating & Submitting a Finding

Compliance Monitori Align For Entities v

- Create New Self-Report or Log NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

MY REGISTRATIONS INSTRUCTIONS

REGISTRATION APPLICABLE

REQUIREMENTS This is the Registered Entity Self Reporting and Logging page.  On the left, you can view a set of Requirements applicable to a given Registration. Based on that, you can
NCROO170 - Benton County Wind Farm, LLC in RF 0 Create browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reports or Logs you have
g o o e . Finding not yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper left
Page | 1 of 1 S

& Action succeeded X
E3 [ . .
§ ., STANDARD AND APPLICABLE REGION(S) AND . . .
TYPE UNIQUE ID A REGISTRATION AEQUIREMENT CUNCTIONS JURISDICTION START DATE CREATED ON
Self-Report 2021-00056 MCRO0170 - Benton County Wind Famm, LLC in RF CIP-002-5.1a R1. RF-US 02/09/2021

Page | 1 of 1 &
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Creating & Submitting a Finding

= [ SelutionApp x |+ = X
< C & httpsy//nerc-trn.bwise.net/bwise/page/solution-app/#solution/RE/Registered_Entity_Acts_CM/CreateEditSRSL 7 @ O v= e

Compliance Monitoring Align For Entities

PR~ Create Finding 2.0 .

e FORM PORTLET
o e oo -
BN o cipoo2sia R + ° g rou e
CIP-002-5.1a R2 + .
CIP-003-8 R1 + .
CIP-003-8 R2 + .
” CIP-003-8 R3 + .
] CIP-003-8 R4 + . .
P ciP-0 R + .
& o] CIP-0046 R2 + .
CIP-004-6 R3 + .
CIP-0046 R4 + .
CIP-0046 RS + .
CIP-005-6 R1 + .
ciP-0 R2 + .
CIP-006-6 R1 + .
CIP-006-6 R2 + .
ciP-0 R3 + .
CIP-007-6 R1 + . o
Page | 1 of6 » M O

M 4 Page [1 Jorl » M &
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TRACKING SUBMITTED
FINDINGS THROUGH
PRELIMINARY SCREENING

AN




racking Submitted Findings Through Preliminary Screening

Compliance Monitoring Align For Entities v
Iy Align NCR0O0170 Editor 1 Benton County Wind Farm, LLC C—)
Compliance Monitorin
’ ’ NN NSTRUCTIONS
Enforcement Processing APPLICABELE
Mitigation Management REQUIREMENTS This is the Registered Entity Self Reporting and Logging page. On the left, you can view a set of Requirements applicable to a given Registration. Based on that, you can
CnRFE © Create browse to a specific Requirement and create a Self Report (or Self Log, if you are in the Self Logging program). Below you can edit any draft Self Reports or Logs you have
|:'> Reports I Finding not yet submitted. To see the status of a Finding that is already in progress, select the Enforcement Processing activity from the pull-down on the upper left
Page | 1 of 1 =
MY DRAFTS
. A STANDARD AND APPLICAEBLE REGION(S) AND N " A
TYPE UNIQUE ID A REGISTRATION REQUIREMENT FUNCTIONS JURISDICTION START DATE CREATED ON
E_) Self-Report 2021-00056 NCR00170 - Benton County Wind Farm, LLC in RF CIP-002-5.1a R1. GO, GOP RF-US 02/09/2021
Page | 1 of1 =
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Tracking Submitted Findings Through Preliminary Screening

My Align Align For Entities v

NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

HH My Dashboard and Tasks
Assigned To Me

NEWS AND UPDATES

e MITN|

TRAINING

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Mavigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Monitering section. In the Enforcement Processing section, you see the status of Findings (both these you created and those created by your Regions). In the Mitigation Management section, you

can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID eon STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Exception RF NCROD1T0 ELEE'.M County Wind Farm CIP-004-6 RS 03/04/2021

= Letter 2021-00102 | 235021-
Preliminary Screening

PNC Review

Enforcement Processing

Compliance Exception

Page | 1 of 1 00 05 10 15 20 25 30 35 40 45 50 55 60 65 7.0
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Tracking Submitted Findings Through Preliminary Screening

)

Dismissal
Preliminary Enforcement -
SCreening Processing Compliance Exception Processing
Complete

Find, Fix, Track !
M Pending
settlement completion of

Failed M Mitigation and amy

Screen Confirmed Violation other Obligations

k ) Finding Process Summary

54 Forward Together - ReliabilityFirst



Tracking Submitted Findings Through Preliminary Screening

My Align Align For Entities v

i) My Align NCRO0O0170 Editor 1 Benton County Wind Farm, LLC C—)

NEWS AND UPDATES

Al
A Reports

Welcome to Release 1 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Monitering section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID Reeen STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Excepti Benton County Wind Farm
B e 2021-00102 | 235021- RF NCRO0170 Loy e e CIP-004-6 RS 0310472021
Pre“mmary SCreening
PNC Review
Enforcement Processing
Compliance Exception
Page | 1 of 1 o 00 0.5 10 15 2.0 25 3.0 35 4.0 45 50 55 60 65 7.0
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Tracking Submitted Findings Through Preliminary Screening

Enforcement Processing v Align For Entities v
HH My Open Findings Y i NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)
MY OPEN FINDINGS
MONITORING REGION DATE , A P FINDING SEND P
ypehied UNIQUE ID P e — REGISTRATION STANDARD REQ START DATE s UEDATE MITIGATION
_—
Mitigating Activities
B s 2021-00206 RF 03/22/2021 find Farm, LLC in RF CIP-00 RS 021202021 + Lo RenE
Dt
Se 2021-00203 RF 0311712024 NCROD170 - Benton County Wind Famm, LLG in RF CIP-0046 R4 0371512021 Preliminary Scr + Mitigating Activities
Draft
Mitigating Activities
se 2021-00166 RF 031272021 find Farm, LLC in RF CIP-006-5 R1 PNC Revie + e e
Mitigating Activities
se 2021-00104 RF 0212572021 find Farm, LLC in RF CIP-004 R5 02/23/2021 t Processing + Lo RenE
Drat
Se 2021-00103 RF 02/25/2021 nd Fam, LLC in RF CIP-007-6 R1 0202312021 tP + Mitigaling Activities
Draft
Mitigating Activities
Seff-L 2021-00102 RF find Farm, LLC in RF CIP-00 RS 0212372021 tP + e e
. ~ - - . . . Mitigating Activities
se 2021-00055 RE nd Fam, LLC in RF CIP-00 a5 ¢ Frocessinc + iaing
Se 2021-00050 RF 02/0412021 nd Fam, LLC in RF CIP-002-5.12 R2 02/01/2021 P + Mitigating Acivities
In jcation
Mitigating Activities
se 2021-00015 RF 0111412021 find Farm, LLC in RF CIP-00 R 11312021 PNC Revie + o omnaneE
Mitigation P!
Se 2021-00014 RE 0111412021 NCROD170 - Benton County Wind Farm, LLC in RF CIP-0046 RS 01/09/2021 PNC Revien + vitgstien Fian
NERC Frocessing
Se 2021-00002 RF 0111212021 NCROD170 - Benton nd Fam, LLC in RF CIP-00 R1 ) + Mitigaling Activities
Draft
Mitigating Activities
se 2020-00790 RF NCRO0170 - Benton County Wind Fam, LLC in RF TOP-001-4 R3 PNC Revie + o mmaneE
Mitigation P!
ge 2020-00789 RF 017202021 find Farm, LLC in RF R1 PNC Revie + Hiioation an
Compiete .
Page | 1 of 1 =
INSTRUCTIONS
a
This is your Findings dashboard. From here, you can see the Dismissal
status of &ll the potential noncompliances associated with your Preliminary : Enforcement -
Registration(s). You can View those findings, and you can send a Screening Processi [ lte =2 L e
— . N N . - = r Complete
Finding Update to provide your Region with more information. . pending
You can also access your Mitigation from this screen. A summary Settlement “F_c'wlit:-dni'w
of the process a Finding goes through is shown on the right. . Confirmed Violation . other Obligations
Finding Process Summary -
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Tracking Submitted Findings Through Preliminary Screening

noreply@bwise.net

RE Notification that PNC has passed screening (2021-00206)
To M AlignR Testing@nerc.com

+ Get more apps

[WARNING: EXTERNAL EMAIL]: Please use CAUTION before replying or opening links/attachments. Please report any suspicious links/attachments or requests for sensitive information.

AHG.N Automatic email alert

Date Noncompliance Submitted: 2021-03-22
Region: RF

On 2021-03-22, RF has conducted a preliminary screen review of the noncompliance and made the determination that the noncompliance is not a duplicate of an existing Open Enforcement Action (OEA) and applies to entity during the time of noncompliance. The
unique ID associated with this noncompliance is 2021-00206.

The registered entity must preserve all documentation pertaining to this matter. Documentation includes, but is not limited to, operator logs, recorded voice communications, email and written correspondence, work orders, inspection records, patrol records, and
any other documents that may be directly or indirectly related to this matter.

To view the current status of 2021-00206, log into Align.
At this time, RF is still gathering information upon which to base a decision regarding the appropriate disposition method for the noncompliance.

If you have not already done so, RF encourages you to promptly communicate your mitigating activities to address noncompliance and prevent reoccurrence. To do so, please login to align and navigate to record 2021-00206, then click on the attached mitigation
record 2021-00206-M and fill out all mitigation information.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align

o7 Forward Together - ReliabilityFirst



Tracking Submitted Findings Through Preliminary Screening

Enforcement Processing Align For Entities v
Hl 1y Open Findings Y i - NCR00170 Editor 1 Benton County Wind Farm, LLC C—)
MY OPEN FINDINGS
MONITORING REGION DATE . e U FINDING SEND —
po UNIQUE ID A Gnie ShTieD REGISTRATION STANDARD REQ START DATE ! onare MITIGATION
Mitigaling Activities -
O serR 2021-00206 RF NCRO0170 - Benton County Wind Farm, LLC in RF CIP-0 RS 0212002 L e
Mitigaling Activities
Se 2021-00203 RF 0311712021 NCRO0170 - Benton C n, LLC in RF CIP-0046 R4 031151202 + L e R
Mitigaling Activities
se 2021-00166 RF 031212021 NCRO0170 - Benton n, LLC in RF CIP-C R PNC Revie + e R
Mitigating Activiies
Se 2021-00104 RF NCRO0170 - Benton Counly Wind Farm, LLC in RF CIP-0 RS + L anaEs
Mitigating Activiies
Se 2021-00103 RF 0212512021 NCRO0170 - Benton Courty Wind Farm, LLC in RF CIP-007-6 R1 0212312021 + L anaEs
Mitigating Activiies
Se 2021-00102 RF 0212512021 NCRO0170 - Benton Gounty Wind Farm, LLG in RF CIP-C R5 1212372021 Processin + e R
Mitigating Activities
Se 2021-00055 RF 02/09 - Benton County Wind Farm, LLC in RF CIP-0 RS 2 Processin + L mnanaE
Mitigating Activities
Se 2021-00050 RF 0210412021 - Benton Nind Farm, LLC in RF CIP-0 R2 02101 PNC Revie + L e
Mitigating Activities
se 2021-00015 RF 011422021 NCR00170 - Benton County Wind Farm, LLC in RF CIP-002 R 1171312021 PNC Revie + Hitioating Activies
Compiete
Mitigation P}
Se 2021-00014 RF 017142021 NCROD170 - Benton County Wind Farm, LLC in RF CIP-004-6 RS 0110972021 PNC Revie + vitiostion Fian
NERG Processing
Mitigating Activties
se 2021-00002 RF 011272021 NCR00170 - Benton County Wind Farm, LLC in RF CIP-0 R1 0 + L e
Drat
Mitigating Activties
Se 2020-00790 RF - Benton County Wind Farm, LLC in RF R3 PNC Revie + vitgaing Activies
Draft
Mitigation P}
s 2020-00789 RF 0112012021 NCRO0170 - Benton n, LLC in RF R1 0 PNC Revie + Hitioaton Fan
Compiete
Page | 1 of 1 =
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your i : Enforcement 5
J5 o i p ° P : ¥ e Compliance Exception Processing
Registration(s). You can View those findings, and you can send a M Complete
Finding Update to provide your Region with more information .'_’“". Perding
You can also access your Mitigation from this screen. A summary Settlement ST
) i .—. Mitigation and any
of the process a Finding goes through is shown on the right. Confirmed Violation other obligations
Finding Process Summary -
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BUILDING THE CASE FILE
IN THE PNC REVIEW STAGE

AN




Building the Case File in the PNC Review Stage

Dismissal
Preliminary . Enforcement

Screening Processing ' Compliance Exception S
Find, Fix, Track Complete
M F"EI'H’IFIE
i I settlement . completion of
Failed LT
— C other Obligations

onfirmed Violation

\ J Finding Process Summary
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Building the Case File in the PNC Review Stage

noreply@bwise.net
Review and Respond to RFI (RF21-000365)

To M AlignR ITesting@n: om ~

Phis V2 + Get more apps

[WARNING: EXTERNAL EMAIL]: Please use CAUTION before replying or opening links/attachments. Please report any suspicious links/attachments or requests for sensitive information.

AHGN Automatic email alert

Noncompliance ID: 2021-00206

RF has created a Request for Information (RFI) for the noncompliance record 2021-00206 in the Align System. The response for the RFI is due by 2021-04-21.
To see the RFI, please log into the Align system. If there are any questions regarding this notice, please contact patricko at Patrick.o'connor@rfirst.org.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

Sincerely,
Team Align
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Building the Case File in the PNC Review Stage

My Align Align For Entities v

NCROO0170 Editor 1 Benton County Wind Farm, LLC C—)

HH My Dashboard and Tasks

Assigned To Me

NEWS AND UPDATES

N
TRAINING
Welcome to Release 1 of the Align system! This is your Dashbeard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance

Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID e STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Exception Benton County Wind Famm
EY onpe ° 2021-00102 | 235021- RF NCR00170 [ e i CIP-004-6 RS 03/04/2021
Benton County Wind Farm Preliminary Screening
RF! for Finding 2021-00205 | RF21-000365 RF N Sl o e CIP-00 RS 0472112021

PNC Review

Enforcement Processing

Compliance Exception

Page | 1 of 1 = 00051015202530354045505560657075 80
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Building the Case File in the PNC Review Stage

Align For Entities

HH My Das 2021-00206 | RF21-000365 wue G

| Assigned
| Request for Information

A_( Original Finding  2021-00206 ( \
TRAI

Requestor Patrick O'Connor Respondent Comments
Welcome to
Monitoring Requestor Comments Where and how were the employee's access card and laptop stored over the weekend
can edit and before the revocation was officially completed?

Requestor Attachments RFl.docx

Request Sent On  March 22, 2021

MY TASKS Response Due By  April 21, 2021 -

TYPIL
S Evidence \ j

RFI1 Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https:/leusstg.eroenterprise.com/nerc-infrastructure with the following reference number:
Instructions

RF|NCR00170|VI2021-00206|VI2021-00206,RF21-000365]||

If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.
Action

Action Respond
Save and Action will acknowledge receipt of this Reguest and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge receipt of this Request nor send any response.

T

M 4 page E]On » N o 000510 1.5 2025 3.0 3.5 40 4.5 50 55 6.0 65 7.0 7.5 8.0
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Building the Case File in the PNC Review Stage

Align For Entities v
BH My Das 2021-00206 | RF21-000365 wue &3

| Assigned”
| Request for Information

A_| Original Finding  2021-00206
TRAI

Requestor  Patrick O'Connor Respondent Comments =2 Paragraph A Helvetica ... 14px = B 7 U W&
Welcome to — )
Monitoring Requestor Comments  Where and how were the employee's access card and laptop stored over the weekend = E & Timesamp
can edit and before the revocation was officially completed?

The employee's laptop and access card were secured in the security operations center

Requestor Attachments RFI.docx until the refvocation was formally completed.

Request SentOn  March 22, 2021

MY TASKS Response Due By  April 21, 2021 -

TYPE
Com| H
B| o Evidence
RF'* Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https:/feusstg.eroenterprise.com/nerc-infrastructure with the following reference number:

Instructions
RF|NCR00170|VI2021-00206|VI2021-00206,RF21-000365|||

If you are hosting your own SEL, please provide a hyperlink to your locker in the comment section above.

Action

Action Respond
Save and Action will acknowledge receipt of this Reguest and send back any response you have provided. Save will store any response you have provided, but will neither acknowledge receipi of this Request nor send any response

Save and Action Close

T

00051015202530354045505560657.07.580

@

4 4« Page 0f1 | |
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Building the Case File in the PNC Review Stage

My Align Align For Entities v
E My Dashboard and Tasks NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

Assigned To Me

NEWS AND UPDATES

P MITN
TRAINING
Welcome to Release 1 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance

Monitering section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

STATUS OF MY FINDINGS

+/ Action succeeded x
TYPE UNIQUE ID REGION STATUS NCR REGISTRATION STANDARD REQ DUE DATE )
CORLRE . . P[e“mmary SCreeﬂlng
Compliance Exception 2021-00102 | 235021- RF NCR00170 Effm County Wind Farm CIP-004-6 RS 03/04/2021

Letter

PNC Review

Enforcement Processing

Compliance Exception

Page | 1 of 1 o 0.0 0510 152025303540 45505560657075 80
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Building the Case File in the PNC Review Stage

My Align Align For Entities v

Iy Align NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

Compliance Monitoring

As
i Enforcement Processing

Iitigation Management NEWS AND UPDATES

A Reports

Welcome to Release 1 of the Align system! This is your Dashboard screen. Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Monitering section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

REGION

TYPE UNIQUE ID OR LRE STATUS MCR REGISTRATION STANDARD REQ DUE DATE
L omelience Bxcepton 2021-00102 | 235021- RF L eu NCRO0170 S Cou i e CIP-004-6 RS 0310412021
Preliminary Screening
PNC Review
Enforcement Processing
Compliance Exception
Page | 1 of 1 o 0.0 0510 15202530 354045505560657.07580
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Building the Case File in the PNC Review Stage

Enforcement Processing v Align For Entities v
HH My Open Findings ! d Fi NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)
MY OPEN FINDINGS
MONITORING REGION DATE N AR " . FINDING SEND . -
METHOD UNIQUE ID 4 GRLRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UPDATE MITIGATION
. - - - e . Mitigating Activities -
Self- - n Cin { 5 02021 Y]
Y B 2021-00206 RF LLC in RF C RS J2anz0z " + Drat
5 ~ 037172021 n. LLC in CIP-0 03
Se 2021-00203 RF 03 202 LLCin RF CIP-0 R4 03 + —_—
Mitigating Activities
Se - n, LLC in C
Se 2021-00166 RF LLC in RF C R - aei
-~ - - - Mitigating Activities
2021-00104 RF LLC in RF C R5 —+ —
2021-00103 RF 02/25/2021 n, LLC in RF R + Mitigating Activities
! U el - - ) Draft
Se 2021-00102 RF 0212512021 n, LLC in RF C RS 0212312021 + Mitoating Actiities
Active
- R _ Mitigating Activities
S - n, LLC in CIP-C 5
Se 2021-00055 RF LLCin RF CIP-0 R5 —+ P
se 2021-00050 RF 02/04/2021 n, LLC in RF CIP-0 R2 0210112021 PN + ating Activities
2021-00015 RF 011472021 n. LLC in RF fe R ) PN + Iv1|t|gat-\:g Activities
. . _ Mitigation Plan
. : 111412071 N Cin C 5 NC Revier
Se 2021-00014 RF 01/14/202 LLCin RF c s ' PNE Reve + NERG Pracessing
2021-00002 ar 011122021 e RE - a N + Mitigating Activities
] 01/12/20 G G - b Draft
- N . Mitigating Activities
g - n. LLC in 3 N
Se 2020-00790 RF LLC in RF R3 P + Draft
2020-00789 RF 01/20/2021 n. LLC in RF R PN + Mitigation Plan
Complete
Page | 1 of 1 S
INSTRUCTIONS
.
This is your Findings dashboard. From here, you can see the
status of all the potential nencompliances associated with your Preliminary : Enforcement -
: compliance Exceptio essi
Registration(s). You can View those findings, and you can send a Screeni Processing % Z:’;:::I:::
Finding Update to provide your Region with more information. .&. pending
You can also access your Mitigation from this screen. A summary Settlement ‘Comgpletion of
i .—. Mitigation and any
of the process a Finding goes through is shown on the right Confirmed Violation ather Obligations
Finding Process Summary -
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Building the Case File in the PNC Review Stage

Create Finding Update

Y Compliance Enforcement RF
Authority

Monitoring Method  Self-Report

ES Applicable Requirement  CIP-004-6 RS

Instructions  Provide additional information in the fields below. Only complete the areas you want to update. If you do not have additional information to provide or the information has not changed, please leave the field blank

summary of Finding * | 24 | Paragraph A - Helvelica .. 14px =- B I U MW

Update |

= &£ Timestamp

Dates

The date the Potential o

[z:3]

Noncompliance started &

The date you returned to
compliance

Your basis for selecting
the start date

Extent of Condition, Root Cause, and Risk

The Potential Impact to -

The Extent of the ; )
- Condition BPS of this Potential -

Noncompliance

This Your explanation why you
ctatul chose the Potential Impact
Regi
Findi
You
ofth

Update [sIlEY
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Building the Case File in the PNC Review Stage

Create Finding Update

( Compliance Enforcement RF
Authority

Monitoring Method  Seli-Report

' Applicable Requirement  CIP-004-6 R5.

7] Instructions  Provide additional information in the fields below. Only complete the areas you want to update. If you do not have additional information to provide or the information has not changed, please leave the field blank.

Summary of Finding During a regularly scheduled weekly check, we identified another instance where an access revocation request was submitted on a Friday, but not actioned until the following Monday. In this case, the employee was

Update transferring to another role and no longer needed the same level of access that was previously authorized. The issue was identified and corrected that Monday.
Dates
The date the Potential = . )
Noncompliance started L oo 1#2021 Yourbasis for selecting | 1o empioyee's transfer was effected on March 12, 2021, requiring access revacation to be
p the start date
— completed by the end of the day on March 12th.
The date you returned to 03/15/2021
compliance
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Building the Case File in the PNC Review Stage

Extent of Condition, Root Cause, and Risk

The Potential Impact to
Completed another review of any access revocation requests created since the last review BPS of this Potential
and determined that this was the only one that did not have the due date listed correctly. Noncompliance

The Extent of the Minimal -

Condition

Your explanation why you

The employee was merely transferring roles and was still in good standing. The employee had
chose the Potential Impact poy Y g g g Po)

up-to-date NERC CIP fraining and an active Personnel Risk Assessment.

The cause(s) that led to
the Potential
Noncompliance

In this case, the employee creating the request listed the date for the next business day,
not the next calendar day as required.

The likelihood the Impact

Mot likely
could have actually ’
occurred
The Actual Impact (Harm) None

to the BPS

Update [+ 113
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Building the Case File in the PNC Review Stage

Enforcement Processing v Align For Entities v
T My Open Findings NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)
MY OPEN FINDINGS
MONITORING R REGION DATE , . U FINDING SEND R
METHOD A SRiRE obTTED REGISTRATION STANDARD REQ START DATE b oo MITIGATION
Mitigating Activities -
& 2021-00206 RF 2021 NCRO0170 - Bento Nind Farm, LLC in RF R5 0212002021 . D;fa Habri b
Mitigating Activities
021-00203 RF 1 d Farm, LLC in RF C R4 Preliminar + fr:_ga ing Activities
Mitigating Activities
2021-00166 RF 2021 d Farm, LLC in RF c R PNC Revie: + viiesting Actiies
Actve
Se 2021-00104 RF 0212572021 d Farm, LLC in RF CIP-0 RS 0272372021 + Mitigeting Actvities
Draft
Mitigating Activities
2021-00103 RF 0212572021 d Farm, LLG in RF c Ri + S
Mitigating Activities
2021-00102 RF 0212512021 d Farm, LLC in RF CIP-004-6 RS 02/23/2021 - e R
Mitigating Activities
2021-00055 RF NC d Farm, LLC in RF c R5 + Vitgating Actities
omplete
se 2021-00080 RF 0210412021 d Farm, LLC in RF cIP-0 R2 1210112021 P + Miigating Actiities
In ication
2021-00015 RF 011472021 LG in RF C R 11372021 P +
R - _ Mitigation Plan
P e d N i C 5 N
2021-00014 RF 011141202 \CR d LLCinRF c R5 P + o
Miigating Activities
Se 2021-00002 RF 1212021 n, LLC in RF C R + Viligating Activiies
Draft
2020-00790 RF d n LLCin RF 4 R3 PN + Mitigating Activities
Draft
Mitigation P
2020-00789 RF 0112012021 Nind Farm, LLG in RF R 0 PNC Revie + e
Page | 1 of1 =
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the ] Dismissal
status of all the potential noncompliances associated with your > Enforcement

i i : i Compliance Exception Processi
Registration(s). You can View those findings, and you can send a Processing M rocessing
E Complete

Finding Update to provide your Region with more information. , Track
*You can also access your Mitigation from this screen. & summary

ind,
M PQM‘HE
Settlement «Completion of

- N N Mitigation and any
of the process a Finding goes through is shown on the right. Confirmed Violation other Obligations

Finding Process Summary
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Building the Case File in the PNC Review Stage

Enforcement Processing v Align For Entities

3 My Op 2021-00206

MY OPEN | Noncompliance? * Was there any actual No

MON Why do you believe thatto  Employee's access badge and company-issued laptop were confiscated upon impact to the BPS? *

MET| be the correct Potential  termination, limiting the employee's physical and electronic access.

—| Impact? * Shared account passwords were changed immediately. i o
£ Selr
g |
Sely Additional Comments
Seff| i
Please provide any
| additional comments |
e
Seli| . H
Evidence
Seff i

| Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https:/feusstg.eroenterprise.com/nerc-infrastructure with the following reference number:
Self| Instructions i
RF|NCRO0170|VI2021-00206|VI2021-00206|CIP-004-6|R5.|5.3.,5.1.

Selr

Selr Related Items 5

Sein SUBMITTED FINDING UPDATES REQUESTS FOR INFORMATION

Selr UNIQUE ID SENT D RESFOND BY

iei| [»  UF21-00035 03/2212021 >  RF21-000365

Seli|

M

INSTRUCT i

~ - =
This is your Fi Fage | ort =~ Page | 1 of 1 =

status of all th
Registration(s v
Finding Upda

You can also ¢ m
of the process

Finding Process Summary

4
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SUBMITTING MITIGATION

AN




Submitting Mitigation

Enforcement Processing vV Align For Entities v
My Align NCR00170 Editor 1 Benton County Wind Farm, LLC C—)
Compliance Monitorin
’ : I
REGION DATE FINDING SEND
o OR LRE SUBMITTED REGISTRATION STANDARD REQ  START DATE STATUS UPDATE MITIGATION
Mitigation Management
RF 031221202 NCRO0170 - Benton County Wind Farm, CIP.004-6 R5 03/01/202 E Mitigating Activities -
- 03199/ CIP.ONA 5 03701/
B Reports a2z LLC in RF R N S0 P + Draft
- N I NCRO00170 - Benton County Wind Farm, o - o _ Mitigating Activities
Self-Report 2021-00206 RF 03/22/2021 CinRF CIP-004-6 R5 02/20/2021 P -+ Draft
~ _ I NCRO00170 - Benton County Wind Farm, P ‘ o P Mitigating Activities
Self-Report 2021-00203 RF 03/17/2021 LLC in RF CIP-004-6 R4 03/15/2021 s + -
- N R NCRO00170 - Benton County Wind Farm, o _ Mitigating Activities
Self-Report 2021-00166 RF 03/12/2021 CinRF R1 03/08/2021 P -+ .
LLG - Active
- N o NCRO00170 - Benton County Wind Farm, o - R E Mitigating Activities
Self-Report 2021-00104 RF 02/25/2021 CinRE CIP-004-6 R5 02/23/2021 . -+ Draft
- N o NCRO00170 - Benton County Wind Farm, P R Er Mitigating Activities
Self-Report 2021-00103 RF 02/25/2021 CinRF CIP-007-6 R1 02/23/2021 . -+ Draft
- N o NCRO00170 - Benton County Wind Farm, P - R E Mitigating Activities
Self-Log 2021-00102 RF 02/25/2021 P — CIP-004-6 R5 02/23/2021 - -+ .
LLC in RF P Active
- N I NCRO00170 - Benton County Wind Farm, P - o Er Mitigating Activities
Self-Report 2021-00055 RF 02/09/2021 CinRF CIP-004-6 R5 02/05/2021 . -+
LLC F H Complete hd
Page | 1 of 1 =
INSTRUCTIONS
Fs
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your Enforcement . -
Registration(s). You can View those findings, and you can send a Processing Compliance Exception Processing
Finding Update to provide your Region with more information. Find, Fix, Track CUP::.F;'Ete
n|
You can also access your Mitigation from this screen. A .m Complation of -
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Submitting Mitigation

Align For Entities v

NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

RAFT MITIGATION INSTRUCTIONS

REGION REGION AND

TYPE UNIQUE ID REGISTRATION STANDARD REQ START DATE a~
ORLRE JURISDICTICN These are your Mitigation Management Screens. The Draft Mitigations screen
Mitioat siviti RE NCROD170-B by Wi _ LL RE 10 _ R RE-.US ~ L shows you all your draft Mitigating Activities, as well as those that have been
Mitigating Activities - d NCR00170 - Benton County Wind Farm, LLC in R CIP-008-5 RF-US 03/02/2020 I L
E'> ligating Activil 2020-00788 ounty " ! ‘ returned to you for more work or converted to a Mitigafion Plan {both indicated
with a yellow friangle). The Active Mitigations screen shows you all Mitigating
Mitigating Activities 2020-00790 RF NCRO0170 - Bent N n, LLC in RF TOP-001-4 R3 RF-US 09/28/2020 Activities and Mitigation Plans that have been submitted. Below is @ summary of
the Mitigation process.
Mitigating Activities 2021-00002 RF NCRO0170 - Benton County Wind Farm, LLC in RF CIP-006-6 R1 RF-US 10/05/2020
Mitigating Activities 2021-00103 RF NCR - Benton County Wind Farm, LLC in RF CIP-007-6 R1 RF-US 0212372021
Mitigation
Mitigating Activities 2021-00104 RF NCRO0170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5. RF-US 0212372021
Mitigating Activities 2021-00203 RF NCRO0170 - Benton County Wind Farm, LLC in RF CIP-004-6 R4 RF-US 03M15/2021 CEA
= Processing
Mitigating Activities 2021-00206 RF NCRO00170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5 RF-US 0272002021 I
o NERC
> .
Mitigating Activities 2021-00207 RF MNCRO00170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5. RF-US 0370172021 E Processing
[Mit Plan
an
£ Only)
&
£
e}
Page | 1 of 1 L% Verification v
RELATED DRAFT MITIGATION MILESTONES
TYFE OF UNIQUE NAME DUE
MILESTONE ID : DATE
2021-00014
E_) Remediating Action ~ Revocation of access 011172021 -
2021-000032
2021-00014
Preventative Control ~ 017222021
2021-000033
2021-00050
Remediating Action tes 02/05/2021
2021-000058
2021-00050
Preventative Contro test 021272021 N

S0 1-NNONES

Page | 1 of 1 =
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Submitting Mitigation

Mitigation

CEA
Processing

MNERC
Processing
[Mit Plan
Only)

Mitigating Activities Only

Verification

Complete

Mitigation Process Summary
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Submitting Mitigation

Mitigation Management Align For Entities v
< My Draft Mitigations b My iti 1 A t NCR0O0170 Editor 1 Benton County Wind Farm, LLC C—)
e NIaUED SEGCF?E FEGISTRATION STANDARD Fea Tjslgggﬁg“ STARTDATE These are your Mitigation Management Screens. The Draft Mitigations screen -

shows you all your draft Mitigating Activities, as well as those that have been

. Aind Farm Cin C 3. -us 2020
E'> 2020-00788 e d Farm, LLC in RF N R REUS 2l returned to you for more work or converted to a Mitigation Plan (both indicated
with a yellow friangle). The Active Mitigations screen shows you all Mitigating
2020-00790 RF d n, LLCin RF 01-4 R3 RF-US 09/28/2020 Activities and Mitigation Plans that have been submitted. Below is a summary of
the Mitigation process.
Mitigating Activities 2021-00002 RF NVind Farm, LLC in RF C R1 RF-US 10/05/2020
tigating Activities 2021-00103 RF NVind Farm, LLC in RF C R1 RF-US 022372021
Mitigation
t ties 2021-00104 RF Nind Farm, LLC in RF C R5 RF-US 021232021
tigat 2021-00203 RF Vind Farm, LLC in RF C R4 RF-US 03 CEA
= Processing
Mitigating Activities 2021-00206 RF Nind Farm, LLC in RF C R5 RF-US 0272002021 &
o NERC
= a
2021-00207 RF find Farm, LLC in RF CIP-004-6 R5. RF-US E Processing
[Mit Plan
an
£ Only)
&
£
|
Page | 1 of 1 L% Verification v
RELATED DRAFT MITIGATION MILESTONES
TYFE OF UNIQUE NAME DUE
MILESTONE D ' DATE
2021-00014 . P e
E3 — evocation of 5 0 202
2021-000032
~ 2021-00014 e
Preventative Contro u 1172272021
2021-000033
2021-00050 e
tes 12105/202
2021-000058
2021-00050 tes 02112/2021 =
202 1-000050
Page | 1 of 1 =
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Submitting Mitigation

Align For Entities

2021-00206 1, LLC C
-
General Information
TYPE -
S 5Creen
E) Mitigi Mitigating Activities Related PNC  2021-00206 CEA RF ﬁb:.:tr:ad
» ' Registration enion ounty Wind Farm, LLC in RF itigating
Mitigi mmary of
Applicable Requirement  CIP-004-6 R5. Registered Entity Contact  Please provide a point of contact for this mitigation.
Mitig
Applicable Part(s) CIP-004-6 R5.3.; CIP-004-6 R5.1. FIRST NAME LAST NAME
Mitig Applicable Reliability GOP; GO
Function(s) P This table is empty
Mitig
Region-Jurisdiction(s) in RF-US
Mitiai which the Potential
g Noncompliance occurred
Mitig Root Cause  Not available; PNC Review not yet complete.
Mitig| Interim Risk Reduction
L] -
RELATED | Mitigation Milestones i
TYPE
MILE
— MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
(3
+ This table is empty
h
4 »
Save and Action m Close
M 4 Page 0 ofd0 » M &
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Submitting Mitigation

Align For Entities

2021-00206 1, LLC C
-
General Information
TYPE
S 5Creen
E) Mitig| Type  Mitigating Activities Related PNC  2021-00206 CEA RF ::.:tr:ad
- Registration NCRO00170 - Benton County Wind Farm, LLC in RF itigating
Mitigi mmary of
| Applicable Requirement  CIP-004-6 R5. Registered Entity Contact  Please provide a point of contact for this mitigation.
Mitig|
Applicable Part(s) CIP-004-6 R5.3.; CIP-004-6 R5.1. FIRST NAME LAST NAME
Mitig Applicable Reliability GOP: GO
Function(s) o,") This table is empty
Mitig|
Region-Jurisdiction(s) in RF-US
Mitiai which the Potential
g Noncomplj T
Mitig| Root Cause  Not available; PNC Review not yet complete.
Mitig| Interim Risk
M =
RELATED | Mitigation Milestones I
TYPE
MILE
— MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
(3
+ This table is empty
b
4 »
Save and Action m Close
M 4 Page 0 ofd0 » M &
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Submitting Mitigation

Align For Entities

2021-00206

General Information

TYPI 'S
S 5Creen
i ati Tt been
itial e Mitigating Activities Related PNC  2021-00206 CEA RF
3 Mitigi Typ viitigating e
__ Registration NCRO00170 - Benton County Wind Farm, LLC in RF tigating
Mitigi mmary of
| Applicable Requirement  CIP-004-6 R5. Registered Entity Contact Please provide a point of contact for this mitigation.
Mitigj
Applicable Part(s) CIP-004-6 R5.3.; CIP-004-6 R5.1. FIRST NAME LAST NAME
Mitig Applicable Reliability GOP: GO _ :
Function(s) o}) This table is empty
Mitigj
Region-Jurisdiction(s) in RF-US
Mitiai which the Potential
| Noncompliance occurred
Mitig| Root Cause  Not available; PNC Review not yet complete.
Mitig| Interim Risk Reduction =2 | Paragraph A Helvetica ... 14px = B 7 VU W = & & Tmestamp
While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.
M =
RELATED | Mitigation Milestones |
TYPI
MILE
— MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
(3
+ This table is empty
h
4 »
Save and Action m Close
M 4 Page 0 of0 » M &
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Submitting Mitigation

Mitigation Management Align For Entities v

T 2021-00206 wue G

Applicable Reliability N
MY DRAF Function(s) P This table is empty I

TYPI Region-Jurisdiction(s) in RF-US

1 which the Potential o) [ screen
i - been
o Mitig} Noncompliance occurred e
Root Cause  Not available; PNC Review not yet complete. itigating
Mitig| mmary of
Interim Risk Reduction £% | Paragraph A Helvetica ... 14px = B 7 U W = E & Tmestamp
Mitig|
VWhile mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates|

Mitigi

Mitigi

Mitig|

Mitig Mitigation Milestones

Mitig|

| MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ This table is empty
L] v
RELATED | Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | )
acknowledge that | have authority to submit the mitigating activities on behalf of the Registered Entity.
TYPE
MILE _
—1 Action Mo Action v
(3
w
1 4
Save and Action m Close
" T
M 4 Page o0 ofd » M £
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Submitting Mitigation

Align For Entities

Milestone

TYP Milestone Information

E Fs
[ Mitig Type of Milestone Task & ” - jicate

Mitigf Milestone Name

Mitig| Description of action

Mitigf

Mitigf

Mitigf

Miﬁ% Planned Completion Date ..

— Actual Completion Date

v

Evidence and Attachments

Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.

7] Evidence Comments

TYP
MILE

IE

M 4 Page <@ ofo0 » M

@
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Submitting Mitigation

Align For Entities

Milestone

TYP! Milestone Information

-
Miti been
E g Type of Milestone Task @ * - ficated
- . itigafing
Mitig Milestone Name Remediating Action mary of
L ) Corrective Control
Mitig| Description of action
Preventative Control
Miti
“d Detective Control
Mitig| Other
Mitig|
Planned Completion Date . o
[=]
Mitig &l
Mitig Actual Completion Date
w

Evidence and Attachments

Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.

7] Evidence Comments

TYP|
MILE

IES

M 4 Page © of 0 | . |

Q
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Submitting Mitigation

ion Management Align For Entities v

e &

Milestone

TYP Milestone Information
S screen
. been
| g Type of Milestone Task -/ * | Remediating Action M icated
itigating
Mitig Milestone Name Revoked access for affected individuals mmary of
Mitig Description of action All access was revoked for the two individuals affected by this issue.
Mitig
Mitig
Mitig
Planned Completion Date . :
Wit 03/15/2021
Wit Actual Completion Date

Evidence and Attachments

Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.

M Evidence Comments
RELATED | !
TYP
MILE
E3
Update | el
4 4 Page 0 of0 » M £ '

84 Forward Together - ReliabilityFirst



Submitting Mitigation

ion Management Align For Entities v

o

2021-00206 e G
FIRST NAME LAST NAME N I

Applicable Reliability GOP; GO

TYPE Function(s) P This table is empty
S 5Creen
Region-Jurisdiction(s) in RF-US been
> Mitig which the Potential = Nicated
| Noncompliance occurred figating
Mitig|
= Root Cause  Not available; PNC Review not yet complete. I
Mitigi . . .
Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.

Mitigi

Mitigi

Mitigi

Miﬁg‘

Mitig Mitigation Milestones

MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ Remediating Action Rev d individuals 03/15/2021
M -

RELATED |

. Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action" below. By submitting the mitigating activities described above, |

MILE acknowledge that | have authority to submit the mitigating activities on behalf of the Registered Entity.
2 Action | No Action -

Save and Action m Close

@

M 4 Page 0 of0 » M
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Submitting Mitigation

Mitigation Management Align For Entities
Milestone

TYP) Milestone Information
| Mig Type of Milestone Task * | Preventative Control v

Mitigi Milestone Name Revised process for creating access revocation requests

Mitig| Description of action Process for creating access revocation requests was revised to ensure that if the due date would normally fall on a non-business day, the due date is automatically populated as the preceding business day.

Mitigi

Mitigi

Mitigi

Planned Completion Date . . -
Miﬁ% 06/30/2021
Mitig Actual Completion Date
Evidence and Attachments
Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.

14 Evidence Comments
RELATED |

TYP

MILE
(3

b
< » o
T
M 4 Page 0 of0 » M &
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Submitting Mitigation

E) Mitig
Mitig;
Mitigj
Mitigj
Mitigj
Mitigj
Mitig

Mitigj

M

TYPI
MILE

IE

M

87

Align For Entities v

2021-00206 wue &

FIRST NAME LAST NAME N I
Applicable Reliability GOP; GO _ -
Function(s) o/") This table is empty
S 5Creen
Region-Jurisdiction(s) in RF-US been
which the Potential %) R

Noncompliance occurred fiigating

Root Cause  Not available; PNC Review not yet complete. I
Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.

Mitigation Milestones
MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ )3/15/2021
. . 06/30/2021
.
Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below. By submitting the mitigating activities described above, |
acknowledge that | have authority to submit the mitigating activities on behalf of the Registered Entity.
Action No Action v
h
Save and Action m Close
" T
4 Page 0 of0 » M &
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Submitting Mitigation

Mitigation Management Align For Entities v
2021-00206 wue &
Applicable Reliability GOP; GO ) i
Function(s) P This table is empty - I
TYPI Region-Jurisdiction(s) in RF-US A
- which the Potential |- SEEE
| Noncompliance occurred ) been
E) Mitigj dicated
' Root Cause  Not available; PNC Review not yet complete. fitigating
Mitig| | mema
| Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.
Mitig|
Mitig|
Mitig|
Mitig|
Mitig Mitigation Milestones
Mitigi
- MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ MS21-00217 137152021
MS321-00218
I« -
RELATED I Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | |
_ acknowledge that | have authority to submit the mitigating activities on behalf of the Registered Entity.
TYPE
MILE )
— Action [ (YT -
g - None -
No Action -
< _ b
Submit for CEA Review
Save and Action | Save LS
M 4 Page o0 of0 » M &
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Submitting Mitigation

Mitigation Management Align For Entities
2021-00206
Applicable Reliability GOP, GO
Function(s) P This table is empty - I
TYPI Region-Jurisdiction(s) in RF-US “
1 which the Potential | FEEEEL
| Noncompliance occurred ‘ been
E) Mitigy dicated
' Root Cause  Not available; PNC Review not yet complete. fitigating
Mitigi [
' Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests fo ensure that they are created with correct due dates.
Mitigi
Mitigi
Mitigi
Mitigi
Mitig Mitigation Milestones
Mitigi
- MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ MS21-00217 Remediating Action Revoked a 13/15/2021
MS21-00218 06/30/2021
I« v
RELATED | Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | i
- acknowledge that | have authority to submit the mitigating activities on behalf of the Registered Entity.
TYPI
MILE )
—_— Action Submit for CEA Review| .
(3
h
4 »
Save and Action Close
M 4 Page o0 of0 » M &
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Submitting Mitigation

Mitigation Management Align For Entities v

< My Draft Mitigations / ) e I ; - Co >d M io / \ : NCRO0D170 Editor 1 Benton County Wind Farm, LLC C—)

MY DRAFT MITIGATIONS INSTRUCTIONS

+ Action succeeded
These are your Mitigation Management Screens. The Draft Mitigations screen

shows you all your draft Mitigating Activities, as well as those that have been

; REGION . REGION AND returned to you for more work or converted to a Mitigation Plan (both indicated
TYPE UNIQUE ID REGISTRATION STANDARD REQ START DATE
OR LRE " AREA JURISDICTION o " with a yellow triangle). The Active Mitigations screen shows you all Mitigating
Activities and Mitigation Plans that have been submitied. Below is a summary of
gating Activities 2020-00728 RF Nind Farm, LLC in RF R3 RF-US 2020 the Mitigation process.
gating Activities 2020-00790 RF NCR00170 - Bento Vind Farm, LLC in RF R3 RF-US 2020
gating Activities 2021-00002 RF Vind Farm, LLC in RF R1 RF-US 10/05/2020
Mitigation
2021-00103 RF NCR00170 - Bento find Farm, LLC in RF R1 RF-US 0212372021
CEA
gating Aclivities 2021-00104 RF NCR00170 - Bento find Farm, LLC in RF R5 RF-US 0272372021 [ Processing
5
2021-00203 RF NCRO0170 - Bento find Farm, LLC in RF R4 RF-US 03/15/2021 & NERC
i Processing
2021-00207 RF d Farm, LLC in RF R5 RF-US gy (MitPlan
£ Only)
&
£
fa |
Page 1 of 1 L] Verification -
RELATED DRAFT MITIGATION MILESTONES [ ]
TYFPE OF UNIQUE NAME DUE
MILESTONE D ' DATE
£
Page of 0 =
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Submitting Mitigation

Mitigation Management

< My Active Mitigations

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

Align For Entities v

NCRO0D170 Editor 1 Benton County Wind Farm, LLC C—)

TYPE UNIQUEID o RECION REGISTRATION Dﬁ;';ﬁc CEPLET'O“ STANDARD REQ RES'O“ AND START DATE STATUS
Bl witgating Activites 2021-00206 RF NCRO00170 - Bent 0, LLC in RF 0372212021 CIP-004-6 RS5 RF-US 02/20/2021
Mitigating Activities 2021-00166 RF NCRO0170 - Benton County Wind Farm, LLC in RF 0311212021 CIP-006-5 R1 RF-US 03/08/2021 Active
Mitigating Activities 2021-00102 RF NCRO0170 - Benton County Wind Farm, LLC in RF 0272512021 02/25/2021 CIP-004-6 RS5 RF-US 0212372021 Active
Mitigation Plan 2021-00014 RF NCRO0170 - Benton County Wind Farm, LLC in RF 0111412021 CIP-004-6 RS5 RF-US 01/09/2021
Page | 1 of 1 =

RELATED MILESTONES ACTIVE REQUESTS FOR INFORMATION

TYPE OF . A COMPLETION REQUEST . -
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
2021-00014 - e O -
E3 Remediating Actio 021000032 2 ation o 01/1172021 01/11/2021 E3
2021-00050
Remediating Action tes 021052021 021172021
2021-000058
Preventative Control 2021-00050 test 02122021 021172021
2021-000059
Corrective Control 2021-00102 tet 021252021 02/25/2021
2521-00080
2021-00102
Preventative Control test 021252021 02/25/2021
2521-00001
2021-00014
Preventative Control R Update revocation process 0172212021 —+
2021-000033
2021-00166
Remediating Action N test 0 2021 —+
MS21-00171 -
Page | 1 of 1 = Page of 0 =
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Tracking Mitigation

Mon 3/22/2021 11:06 PM

=

noreply@bwise. net
CEA has rejected a Mitigating Activities (2021-00206)
To M AlignR 1Testing@nerc.com A

Phish Alert V2 + Get more apps

[WARNING: EXTERNAL EMAIL]: Please use CAUTION before replying or opening links/attachments. Please report any suspicious links/attachments or requests for sensitive information.

A‘I:I'G’N Automatic email alert

Related Noncompliance: 2021-00206
Mitigation ID: 2021-00206

Subject: RF - Mitigating Activities Rejected Action Required

Upon reviewi, RF has rejected the Mitigating Activities associated with 2021-00206 submitted on 2021-03-22.

Please see the "Comments from Region and NERC" section for information regarding reasons for rejection and expectations for submitting a revised Mitigating Activities.
RF requests that the entity submit a revised Mitigating Activities by 2021-04-05.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.

Sincerehs.
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Tracking Mitigation

My Align Align For Entities v

HH My Dashboard and Tasks NCR0O0170 Editor 1 Benton County Wind Farm, LLC C—)

Assigned To Me

NEWS AND UPDATES

e MTIN|
TRAINING
Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance

Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID SETSEN STATUS NCR REGISTRATION STANDARD REQ DUE DATE
S Compliance Exception 2021001021 235001 RE Awaiting your NCRO0170 senton County Wind Farm CIP-004-6 R5 03/04/2021
- B Preliminary Screening
Mitigating Activities 2021-00206 RF tesubmit NCRO0170 E[.'” County Wind Fanm CIP-004-6 RS 047052021
PNC Review
Enforcement Processing
Compliance Exception
page | 1 of 1 o 0.0 051015202530 3540 4550 556065707580
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Tracking Mitigation

My Align Align For Entities v

o My Align NCR00170 Editor 1 Benton County Wind Farm, LLC C—)

_ Compliance Monitoring
Assi|

Mitigation Management NEWS AND UPDATES

T Reports

Welcome to Release 1 of the Align system! This is your Dashboard screen.  Navigate the system by selecting activities above. You can create Self Reports and Self Logs from the Compliance
Monitoring section. In the Enforcement Processing section, you see the status of Findings (both those you created and those created by your Regions). In the Mitigation Management section, you
can edit and manage Mitigating Activities and Mitigation Plans.

MY TASKS STATUS OF MY FINDINGS

TYPE UNIQUE ID EEGL'F?E STATUS NCR REGISTRATION STANDARD REQ DUE DATE
Compliance Exception BEenton County Wind Farm
E R 2021-00102 | 235021- RF NCR00170 o - CIP-004-6 RS5 03/0412021
Preliminary Screening
Benton County Wind Farm
Mitigating Activities 2021-00206 RF Resubmit NCR00170 L CIP-004-6 RS5 04/05/2021
PNC Review
Enforcement Processing
Compliance Exception
page | 1 of 1 o 000510 152025 3.0 3540 4550 556065 7.0 75 8.0
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Tracking Mitigation

Mitigation Management v Align For Entities v
- My Draft Mitigations - itigations A - e J d e NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)
MY DRAFT MITIGATIONS INSTRUCTIONS
TYPE UNIQUE ID REGION REGISTRATION STANDARD REQ REGION AND START DATE a
OR LRE JURISDICTION These are your Mitigation Management Screens. The Draft Mitigations screen
itioat it aF NCROD1T0 - B o ind £ " . P00 A fEUS . . shows you all your draft Mitigating Activities, as well as those that have been
Mitigating Activities - { NCRO00170 - Benton County Wind Farm CinR CIP-008-5 F-UsS 03/02/2020 - -
E'> figating Activiti 2020-00788 ounty Wi . ! ‘ returned to you for more work or converted to a Mitigafion Flan {both indicated

with & yellow triangle). The Active Mitigations screen shows you all Mitigafing

Mitigating Activities 2020-00790 RF NCR00170 - B n, LLC in RF TOP-001-4 R3 RF-US 0972812020 Activities and Mitigation Plans that have been submitted. Below is @ summary of
the Mitigation process.
Mitigating Activities 2021-00002 RF NCR00170 - Benton County Wind Farm, LLC in RF CIP-006-6 R1 RF-US 10/05/2020
Mitigating Activities 2021-00103 RF NCR00170 - Benton County Wind Farm, LLC in RF CIP-007-6 R1 RF-US 0212312021
Mitigation
Mitigating Activities 2021-00104 RF NCR00170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5 RF-US 0212312021
’_m;un alisiia 2004 nnono =15 MCDO0470 . Bonton Coyupb Wind Eorm L i DE Clonne s D4 pr o 03180004 CEA
- Processing
. . =
Mitigating Activities 2021-00206 RF N Benton County Wind Farm, LLC in RF CIP-004-6 R5 RF-US 0212012021 o
= NERC
> .
Hﬂ,aﬁ, pavu e i R e T 13t T e o oo TR 135 R DEU Al g Processing
o [Mit Plan
£ Only}
&
£
Page | 1 of 1 = -
RELATED DRAFT MITIGATION MILESTONES
TYFE OF UNIQUE NAME DUE
MILESTONE D ' DATE
2021-00014
E.) Remediating Action ~ ati fa 5 011172021 -
2021-000032
2021-00014
Preventative Control ~ 55 0172272021
2021-000023
2021-00050
Remediating Action tes 02052021
2021-000058
Preventative Control 2021-00050 test 021122021 7

202 1-n00N5SS

Page | 1 of 1 =
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Tracking Mitigation

Mitigation Management Align For Entities v

NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

4 My Draft Mitigations

MY DRAFT MITIGATIONS INSTRUCTIONS

97

TYPE UNIQUE ID REGION REGISTRATION STANDARD REQ REGION AND START DATE
ORLRE JURISDICTICN These are your Mitigation Management Screens. The Draft Mitigations screen
o . NCROD170- B o " . . A fEUS . shows you all your draft Mitigating Activities, as well as those that have been
Vit ties - 4 NCRO0170 - Bento nd Farm, LLC in R CIP-0 F-US 2020 . .
E') : : 2020-00738 ‘ returned to you for more work or converted to a Mitigafion Plan {both indicated
with a yellow triangle). The Active Mitigations screen shows you all Mitigafing
tigating Activities 2020-00790 RF NC nd Farm, LLC in RF R3 RF-US Activities and Mitigation Plans that have been submitted. Below is a summary of
the Mitigation process.
t 2021-00002 RF d Farm, LLC in RF C R1 RF-US
1 2021-00103 RF d N, LLC in RF CIP-007-6 R1 RF-US 122312021
Mitigation
t 2021-00104 RF d Farm, LLC in RF CIP-0 R5 RF-US
I ties 2021-00203 RF NCRO00170 - Bentol N, LLC in RF CIP-0 R4 RF-US 13M15/2021 CEA
Processing
tigating Activities 2021-00206 RF NCR00170 - Bento d Farm, LLC in RF CIP-004-6 R5. RF-US 1212002021
NERC
I d Farm, LLC in RF CIP-0 RS RF-US )3/01/2021 Processing

RELATED DRAFT MITIGATION MILESTONES

ES

Page | 1 of1

TYPE OF
MILESTONE

e Please address identified issues and Resubmit. (Sl

UNIQUE
ID

DUE
DATE

Preventative Contro

2021-00014
2021-000032
2021-00014
2021-000033
2021-00050
2021-000053

2021-00050
P02 1-D00N5R

202

Forward Together - ReliabilityFirst
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Tracking Mitigation

Align For Entities v
2021-00206 e 4

General Information

TYPE
S screen
e — been
itigi e Mitigating Activities Related PNC  2021-00206 CEA RF
& Mitigi Typ viitigating e
» Registration  NCRO00170 - Benton County Wind Farm, LLC in RF itigating
Mitigj mmary of
| Applicable Requirement  CIP-004-6 R5. Registered Entity Contact  Please provide a point of contact for this mitigation.
Mitig|
] Applicable Part(s) CIP-004-6 R5.3.; CIP-004-6 R5.1. FIRST NAME LAST NAME
Mitig Applicable Reliability GOP; GO _ ]
Function(s) o/") This table is empty
Mitig|
Region-Jurisdiction(s) in RF-US
Mitial which the Potential
= | Noncompliance occurred
Mitig;
— | Review Results and Due Date
Region Review Results Resubmit
CEA Comments  Please include milestone explaining how affected staff will be made aware of, and trained on, process updates
New Submission Due Date  April 5, 2021
M -
Root Cause and Interim Risk Reduction F
RELATED |
TYPE N i
| Root Cause  Not available; PNC Review not yet complete.
> Rem| Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.
Prev
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Tracking Mitigation

ion Management Vv Align For Entities v

2021-00206 wue G

Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.

s screen
. been
E) Mitigi dicated
| itigating
Mitigi mmary of

Mitig;
Mitigi Mitigation Milestones

Mitig;
MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE

Mitig;

- MS521-00217
Mitig:

MS521-00218

Mitig}

Requests for Information

RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY

M v
This table is empty

‘

LTEE[ Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below.

& | Action -

Previ

T
4 4 Page | 1 oft » M &
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Tracking Mitigation

Align For Entities v
Milestone e O
TYP) Milestone Information a
S screen

= been

[ g Type of Milestone Task @ * | Preventative Control - ficated
itigating

Mitig| Milestone Name Train affected staff on process update mmary of

Mitigi Description of action All affected staff will be trained on process updates prior to implementation.

Mitig|

Mitig|

Mitig|

Planned Completion Date . P om
Miﬁ% 06/30/2021
Mitig Actual Completion Date
Evidence and Attachments
Data Locker Instructions  Evidence and Attachmenis must be submitted via Data Locker with a reference number that will be generated when you save this Milestone and its parent Mitigation.
M Evidence Comments -

RELATED |

TYP

MILE
IE Rem|

Prev|

h
w
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Tracking Mitigation

Mitigation Managemen Align For Entities v

2021-00206 wue &

AI

Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.

s screen
. been
E) Mitigi dicated
| itigating
Mitigi mmary of

Mitigj

Mitig Mitigation Milestones

Mitigj
MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitigj

- MS21-00217 Remediating Action
Mitig

MS21-00218

Mitigj

Requests for Information

M RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY b

RELATED | This table is empty i

TYPE
MILE

IE Remi

Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below.

Action A
Prev|
-- None -- -
No Action

Submit for CEA Review
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Tracking Mitigation

Mitigation Management

- My Dra
MY DRAF

TYPI

S
Mitig;
Mitig;
Mitig;
Mitig;
Mitig)
Mitig

Mitigj

M

TYPI
MILE

IE Rem|

Prev

L}

102

4

2021-00206

Interim Risk Reduction While mitigation is being completed, we are completing weekly reviews of all revocation requests to ensure that they are created with correct due dates.

Align For Entities

1, LLC

AI

5§ s5Creen
been
fdicated
litigating
mmary of
Mitigation Milestones
MILESTCONE 1D TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
+ MS21-00217 1311512021
MS21-00218 ro 06/30/2021
Preventative Contro Tra process update 06/30/202
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY

This table is empty

Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below.

Action Submit for CEA Review

Save and Action Close

Forward Together - ReliabilityFirst
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Tracking Mitigation

Mitigation Management Align For Entities v

NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

RELATED DRAFT MITIGATION MILESTONES [ |

INSTRUCTIONS

These are your Mitigation Management Screens. The Draft Mitigations screen
shows you all your draft Mitigating Activities, as well as those that have been

. REGION . REGION AND returned to you for more work or converted to a Mitigafion Plan (both indicated
TYPE UNIQUE ID REGISTRATION STANDARD REQ START DATE
ORLRE " AREA JURISDICTION o " with a yellow triangle). The Active Mitigations screen shows you all Mitigating
o . o Activities and Mitigation Plans that have been submitted. Below is a summary of
tigating Activities 2020-00788 RF NCRO0170 - Benton arm, LLC in RF CIP-0 R3 RF-US )3/02/2020 the Mitigation process.
t ties 2020-00790 RF arm, LLC in RF TOP-001-4 R3 RF-US
t ties 2021-00002 RF NCRO0170 - Benton arm, LLC in RF CIP-0 R1 RF-US 0/05/2020
Mitigation
t 2021-00103 RF NCRO0170 - Bentol arm, LLC in RF CIP-0 R1 RF-US 212312021
CEA
tigating Activities 2021-00104 RF NCRO0170 - Benton arm, LLC in RF CIP-004-6 R5. RF-US 212312021 M Processing
5
t 2021-00203 RF NCRO0170 - Bentol arm, LLC in RF CIP-0 R4 RF-US )3/15/2021 E
=
tigating Activities 2021-00207 RF ton arm, LLC in RF CIP-0 R5. RF-US )3/01/2021 E, (Mit Plan
£ Only}
&
£
Page | 1 of 1 = -

TYPE OF
MILESTONE

UNIQUE
ID

NAME

103

Page

of 1

2021-00206
MS21-00217

2021-00206
MS521-00218

Re
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Tracking Mitigation

Mitigation Management v Align For Entities v

- My Active Mitigations A ONSO ' ons / ) Y ons NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)

MY MITIGATING ACTIVITIES AND MITIGATION PLANS
IYEE UNIQUE 1D REGION REGISIRATION DATE COMPLETION SIANDARD BEQ REGION AND SIARTDATE SLATUS
— e == e
B || Mmitigating Activities 2021-00206 RF NCRO0170 - Benton am, LLC in RF 03/22/2021 CIP-004-6 R5 RF-US 02/20/2021

STV 3 T 000 134 T T sl T ™ LR DRl pavuipc
Mitigating Activities 2021-00102 RF NCR00170 - Benton County Wi rm, LLC in RF 02/25/2021 027252021 CIP-004-6 R5 RF-US 0212372021 Active
Mitigation Plan 2021-00014 RF NCR00170 - Benton County Wind Farm, LLC in RF 01/14/2021 CIP-004-6 R5 RF-US 01/09/2021

Page | 1 of 1 =
RELATED MILESTONES ACTIVE REQUESTS FOR INFORMATION
TYFE OF . A COMPLETION REQUEST . o
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
2021-00014 . . i R — - e
E3 Remediating Action 02100003 Revocation o 5 0171172021 0171172021 E}
Remediating Action 2021-00050 tes 0210572021 0211172021
2021-000058
2021-00050
Preventative 021122021 0211172021
2021-000058
Corrective Control 2021-00102 tet 0212572021 0272572021
2521-00000
2021-00102
Preventative Control 027252021 027252021
2521-00081
2021-00014
Preventative ~ Update revocation process 0112272021 =+
2021-000033
2021-00166
Remediating Action N 0372602021 +
MS21-00171 =
Page | 1 of 1 = Page of 0 =
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Tracking Mitigation

Mon 3/22/2021 11:18 PM

noreply@bwise.net
Mitigating Activities Acceptance (2021-00206)

To M AlignR 1Testing@nerc.com

Phish Alert V2 + Get more apps

[WARNING: EXTERNAL EMAIL]: Pleaze use CAUTION before replying or opening lmks/attachments. Please report any suspicious links/attachments or requests for sensitive information.

AE}G.N Automatic email alert

Related Noncompliance: 2021-00206
Mitigation ID: 2021-00206

Subject: RF- Mitigating Activities Acceptance - For Your Awareness Only
RF received the mitigating activities associated with 2021-00206 submitted on 2021-03-22.
Upon review, RF determined the mitigating activities submitted are sufficient and accepted. The entity is not expected to submit a formal Mitigation Plan.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.
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Tracking Mitigation

Mitigation Management Align For Entities v
4 My Active Mitigations A. - ine A. e NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)
MY MITIGATING ACTIVITIES AND MITIGATION PLANS
. REGION N DATE COMPLETION N . REGION AND . . .
TYPE UNIQUE ID A SRLRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
E—) Mitigating Activities 2021-00206 RF NCRO0170 - Bento n, LLC in RF 037222021 CIP-004-6 R5 RF-US 0272002021 Active
Mitigating Activities 2021-00166 RF NCR00170 - Bento n, LLC in RF 031212021 CIP-006-6 R1 RF-US 03/08/2021 ACIVE
Mitigating Activities 2021-00102 RF NCR00170 - Benton County Wind Farm, LLC in RF 021252021 02/25/2021 CIP-004-6 R5 RF-US 0272372021 Active
Mitigation Plan 2021-00014 RF NCRO00170 - Bent n, LLC in RF 0171472021 CIP-004-6 R5 RF-US 01/09/2021
Page | 1 of 1 =
RELATED MILESTONES ACTIVE REQUESTS FOR INFORMATION
TYPE OF . A COMPLETION REQUEST . -
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
2021-00014
E} Remediating Action 02100003 2 ation of 55 0171172021 0171172021 - E3
Remediating Action 352211;-5(3]5510 tes 0210572021 02/11/2021
352211;_5?55590 test 0211272021 0211172021
e Contro 532:332252 tet 02/25/2021 02/25/2021
2021-00102
Preve P — 0212572021 02/25/2021
Preve 202100014 [ 01/22/2021
2021000023
Remediating Action 2021_001,56 test 03/26/2021
MsS21-00171 -
Page | 1 of 1 = Page of 0 =
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UPDATING MITIGATION
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Updating Mitigation

Mitigation Management Align For Entities v
- My Active Mitigations L 2 J NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)
TYPE uniQuED  a HESION REGISTRATION o reD CoMPLETION STANDARD REQ e START DATE STATUS
[>| Migating Activifes 2021-00206 RF NCR 1, LLC in RF 037222021 CIP-C RS RF-US 02/20/2021 Active
Mitigating Activities 2021-00166 RF NCRO0170 - Benton County Wind Farm, LLC in RF 0311212021 CIP-C R RF-US 0310872021 Active
2021-00102 RF NCRO0170 - Benton County Wind Farm, LLC in RF 0202512021 0212512021 CIP-C RS RF-US 0202372021 Active
2021-00014 RF arm, LLC in RF 0111412021 CIP-004-6 RS RF-US 01/09/2021
Page | 1 of 1 =
e UNIQUE ID NAME DUE DATE COMPLETION e DUEDATE ID COMMENT
E3 Rem 22?::?:21?6 Revoked access for affected individuals 03/15/2021 - E3
Preven 0 20;?5;12126 Revised  ACCESS rey -+
Proventaive Conirol 2000 +
Page | 1 of 1 = Page of 0 S
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Updating Mitigation

Create Milestone Extension Request

MY Milestone Extension Request
Mitigation ~ 2021-00206 Proposed New Planned
Completion
B Related Milestone ~ 2021-00206 | MS21-00219
Explanation
Milestone Name  Train affected staff on process update
Compliance Enforcement RF
Authority
REL
>
-
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Updating Mitigation

Create Milestone Extension Request

MY Milestone Extension Request
Mitigation  2021-00206 Proposed New Planned | (7/942021 -
= Completion
_) i i hA -
Related Milestone  2021-00206 | MS21-00219 pranation <z | Paregrann A | revetn . < 1 =18 7 U =

Milestone Name  Train affected staff on process update

= | &  Timestamp

Compliance Enforcement RF

Authority Due to vacation schedules, it will take an additional two weeks to ensure all affected staff

receive the required training.
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Updating Mitigation

Mitigation Management v Align For Entities v
- My Active Mitigations / n Miti ; A : NCRO0170 Editor 1 Benton County Wind Farm, LLC C—)
TYPE uniQUED & SESION REGISTRATION OETTED CompLETIen STANDARD REQ St START DATE STATUS
[.) Mitigating Activities 2021-00206 RF MNCR ¥ind Farm, LLC in RF 0372212021 CIP-00 RS, RF-US 0272002021 Active
Mitigating Activities 2021-00166 RF NCR00170 - Benton County Wind Farm, LLC in RF 03/12/2021 CIP-0 Ri RF-US 03/08/2021 Active
Mitigating Activities 2021-00102 RF NCRO00170 - Eento y Wind Farm, LLC in RF 0212512021 02/25/2021 CIP-004-6 RS RF-US 02/23/2021 Active
Mitigation Plan 2021-00014 RF NCRO0170 - Bent rm, LLC in RF 01/14/2021 CIP-004-6 RS RF-US 01/09/2021
Page | 1 af 1 =
e e UNIQUE ID NAME DUE DATE CompLETIen o DUEDATE ID COMMENT
= Remediating Action izijfii?s Re 0311512021 =+ =
+
Preventative Control izijfiigs Train affected staff on process update 06/30/2021 +
Page | 1 af 1 = Page of 0 =
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Updating Mitigation

021 12:13 AM
noreply@bwise net
Mitigation Milestone date changed (2021-00206)

To M AlignR 1Testing@nerc.com ~

Phish Alert V2 + Get more apps

[WARNING: EXTERNAL EMAIL]: Please use CAUTION before replying or opening links/attachments. Please report any suspicious links/attachments or requests for sensitive information.

A‘l:l‘G‘N Automatic email alert

Related Noncompliance: 2021-00206
Mitigation ID: 2021-00206
Milestone Subject to Request: Train affected staff on process update

Original Completion Date: 2021-06-30
Proposed Completion Date: 2021-07-14

On 2021-03-22, the entity requested an extension of Milestone Train affected staff on process update associated with 2021-00206 to 2021-07-14. This notice is to inform
you that RF has accepted the requested extension. Therefore, the expected completion date of Milestone Train affected staff on process update is 2021-07-14.

This e-mail has been generated automatically. Do not reply to this address.
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Updating Mitigation

Mitigation Management Align For Entities v
- My Active Mitigations 4 Con gations / 0 : NCROD170 Editor 1 Benton County Wind Farm, LLC C—)

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

REGION DATE COMPLETION REGION AND

TYFE UNIQUE ID A ORLRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
E—) Mitigating Activities 2021-00206 RF NCR00170 - Benton County Wind Farm, LLC in RF 03/22/2021 CIP-004-6 R5. RF-US 0212002021 Active
Mitigating Activities 2021-00166 RF NCRO0170 - Bento n, LLC in RF 03M12/2021 CIP-0 R1 RF-US 03/08/2021 Active
Mitigating Activities 2021-00102 RF NCRO00170 - Benton County Wind Farm, LLC in RF 02/25/2021 02/25/2021 CIP-004-6 R5 RF-US 021232021 Active
Mitigation Plan 2021-00014 RF NCRO0170 - Bent y Wind Farm, LLC in RF 01/14/2021 CIP-004-6 R5 RF-US 01/09/2021
Page | 1 of 1 =
LJ'LPEES?;NE UNIQUE ID NAME DUE DATE SE;*‘EPLET'O“ EE?SME;B“ DUEDATE ID COMMENT
E Remediating Action izijfii?s 03/15/2021 =+ E
Preventative Control iﬁjfﬁgs g cation requ 0673002021 +
Preventative Control iﬁjfﬁgs Train affected staff on pr 07/14/2021 —+
Page | 1 of 1 = Page of 0 =
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Updating Mitigation

igation Management Align For Entities

2021-00206

MY MITIG

Mitigation Milestones

TYPE
> Mitig| MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitigi MS21-00217 Remediating Action 131152021
Mitigi MS21-00218 Preventative Contro
» 9
Mitigi MS21-00219 771412021
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
M This table is empty
RELATED Has the scope of this . i
TYPE issue expanded as a result
MILE of these mitigation steps?
= Rem| Explanation
Prev
Prev
Action* | No Action v
h
—y— Y cose
4 4 Page | 1 oft  » M & 4 4 Page o0 ofd0 » M &

114 Forward Together * ReliabilityFirst



SUBMITTING EVIDENCE
OF MITIGATION COMPLETION
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities v
- My Active Mitigations 4 Con gations / 0 : NCROD170 Editor 1 Benton County Wind Farm, LLC C—)

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

REGION DATE COMPLETION REGION AND

TYFE UNIQUE ID A ORLRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
E—) Mitigating Activities 2021-00206 RF NCR00170 - Benton County Wind Farm, LLC in RF 03/22/2021 CIP-004-6 R5. RF-US 0212002021 Active
Mitigating Activities 2021-00166 RF NCRO0170 - Bento n, LLC in RF 03M12/2021 CIP-0 R1 RF-US 03/08/2021 Active
Mitigating Activities 2021-00102 RF NCRO00170 - Benton County Wind Farm, LLC in RF 02/25/2021 02/25/2021 CIP-004-6 R5 RF-US 021232021 Active
Mitigation Plan 2021-00014 RF NCRO0170 - Bent y Wind Farm, LLC in RF 01/14/2021 CIP-004-6 R5 RF-US 01/09/2021
Page | 1 of 1 =
LJ'LPEES?;NE UNIQUE ID NAME DUE DATE SE;*‘EPLET'O“ EE?SME;B“ DUEDATE ID COMMENT
E Remediating Action izijfii?s 03/15/2021 =+ E
Preventative Control iﬁjfﬁgs g cation requ 0673002021 +
Preventative Control iﬁjfﬁgs Train affected staff on pr 07/14/2021 —+
Page | 1 of 1 = Page of 0 =
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities

2021-00206

1, LLC

MY MITIG

Mitigation Milestones

TYPE
£ Mitig; MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitig| MS21-00217 03/15/2021
Mitig; MS21-00218 Preve o 06/30/2021
o ) . R 19
Mitig| MS21-00219 o rocess update 06/30/2021 07/14/2021
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
I This table is empty
RELATED Has the scope of this - i
TYPE issue expanded as a result
MILE of these mitigation steps?
IE Rem| Explanation
Previ
Action*® | No Action -
b
— Y cose
4 4 Page E] oft » M £ 4 4 Page o0 ofd » M &
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities
2021-00206 | MS21-00217 piLC
MY MITIGA [~
TYP) Milestone Information
B - Type of Milestone Task  Remediating Action
Mitig| Milestone Name  Revoked access for affected individuals
Miig Description of Task  All access was revoked for the two individuals affected by this issue.
4 Planned Completion Date  March 15, 2021 g
Mit
Revised Completion Date
Actual Completion Date
Evidence
M Secure Evidence Locker  Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https://eusstg.eroenterprise.com/nerc-infrastructure with the following reference number:
Instructions
RF|NCR00170|VI2021-00206|VI2021-00206,MI2021-00206,MS21-00217|R5.|5.3.,5.1.
RELATED |
py Evidence Comments
MILE
£ Rem
Prev|
h
o
< Page [1 Jof1 » M & | M 4« Page 0 of0 » M o
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Mitigi
Miti

Miti

M

TYP
MILE

IE Rem|

Prev|

119

Submitting Evidence of Mitigation Completion

Align For Entities

2021-00206 | MS21-00217

Type of Milestone Task
Milestone Name
Description of Task
Planned Completion Date
Revised Completion Date

Actual Completion Date

Secure Evidence Locker
Instructions

Evidence Comments

Milestone Information

Remediating Action

Revoked access for affected individuals

All access was revoked for the two individuals affected by this issue.
March 15, 2021

03/15/2021

Evidence

Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https:/leusstg.eroenterprise.com/nerc-infrastructure with the following reference number:

RF|NCRO00170|VI2021-00206|VI2021-00206,MI2021-00206,MS21-00217|R5.|5.3.,5.1.

=2 | Paragraph A Helvetica ... 14px = B 7 VU W@ = kE & Timestamp

Evidence of completion uploaded to SEL using above reference string

4

M 4 Page 0o ofo0 » M

@
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities

2021-00206 1, LLC

Mitigation Milestones

TYPL
> Mitigj MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitigi MS21-00217 Remediating Action ndividuals 03/15/2021 03715/2021
Mitig) MS21-00218 613012021
o . g
Mitigi MS21-00219 711412021
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
M This table is empty
RELATED Has the scope of this . i
TYPI issue expanded as a result
MILE of these mitigation steps?
IE Rem| Explanation
Prev
Action* | No Action v
b
——TY oo
14 4 Page E oft » M & 4 4 pPage © of0 » M &
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities v

2021-00206 e O

MY MITIG

Mitigation Milestones

TYPL
= Mitig) MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ‘ ACTUAL COMPLETION DATE ‘
Mitig| MS21-00217 )3/15/2021 03/15/2021
Mitigy MS21-00218 Preventative Contro 03/22/2021
i
Mitig| MS21-00219 )6/30/2021 71412021 0372212021 3
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
M This table is empty
RELATED Has the scope of this .
TYPI issue expanded as a result
MILE of these mitigation steps?
IE Rem| Explanation
Prev
Action* | No Action v
b
—— Ty cos
4 Page | 1 oft » M & M 4 Page o0 ofd » M £
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities
2021-00206 1, LLC

Mitigation Milestones

TYPE
IE Mitigj MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitigi MS21-00217 Remediating Actio 0371572021 037152021
Mitig| MS21-00218 06/30/2021 312212021
o i . e S 19
Mitigi MS21-00219 06/30/2021 0714/2021 131222021
Requests for Information
RFI 1D REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
7 This table is empty
RELATED Has the scope of this . I
TYPI issue expanded as a result
MILE of these mitigation steps? — None -
ES Rem| Explanation Yes
Prewv| No

Action* | No Action

Save and Action m Close
I« <  Page E0f1 | B S M 4 i

Page | 0 of0 » M

@
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Submitting Evidence of Mitigation Completion

Mitigation Management Align For Entities

2021-00206

MY MITIG

Mitigation Milestones

TYPI
> Mitig MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Mitig MS21-00217 )315/2021 )3/15/2021
Mitigi MS21-00218 Preventative Contro 03/22/2021
Mitig MS21-00219 o 07/14/2021 03/22/2021 [
Requests for Information
RFIID REQUESTOR CONTACT RESPONDENT CONTACT RESPONSE DUE BY
7 This table is empty
RELATED Has the scope of this No - I
TYPE issue expanded as a result
MILE of these mitigation steps?
IE Rem| Explanation
Prev
YL R NG Action| -
b
Submit for CEA Verification
Save and Action | Save QeI
4 4 Ppage E oft  » M & M 4 Page 0O of0 » M &
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Submitting Evidence of Mitigation Completion

Align For Entities
NCRO0170 Editor 1 Benton County Wind Farm, LLC

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

+ Action succeeded X
B3 .
. REGION . DATE COMPLETION T REGION AND N N N
TYPE UNIQUE ID A SRLRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
Mitigating Activities 2021-00166 RF NCR00170 - Benton County Wind Farm, LLC in RF 031212021 CIP-0 R1 RF-US 03/08/2021 Active
Mitigating Activities 2021-00102 RF MNCR00170 - Benton County Wind Farm, LLC in RF 0212572021 021252021 CIP-004-6 R5. RF-US 027232021 Active
Mitigation Plan 2021-00014 RF NCR00170 - Benton County Wind Farm, LLC in RF 0171472021 CIP-004-6 R5 RF-US 01/09/2021
Page | 1 of 1 =
RELATED MILESTONES | N ACTIVE REQUESTS FOR INFORMATION
TYFPE OF . A COMPLETION REQUEST N -
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
2021-00014 R — R —
E} Remediating Action 02100003 01/11/2021 01/11/2021 E3
2021-00014
Preventative Control ~ Update revocation process 017222021 +
2021000033
Page | 1 of 1 = Page of 0 =
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COMPLETED MITIGATION
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Tracking Completed Mitigation

Mitigation Management Align For Entities

Iy Align NCRO0170 Editor 1 Benton County Wind Farm, LLC

 Mitigations

Compliance Monitoring

Enforcement Processing REGION DATE COMPLETION REGION AND

— A SRLRE REGISTRATION SUBMITTED DATE STANDARD REQ JURISDICTION START DATE STATUS
- Mitigation Management
RF NCRO0170 - Benton County Wind Farm, LLC in RF 03/12/2021 CIP-0 R1 RF-US 03/08/2021 Active
B Rrepors : ‘ ‘ ‘
Mitigating Activities 2021-00102 RF NCR00170 - Benton County Wind Farm, LLC in RF 0212572021 02/25/2021 CIP-004-6 R5 RF-US 0212372021 Active
Mitigation Plan 2021-00014 RF NCR00170 - Benton m, LLC in RF 0171472021 CIP-00 R5 RF-US 01/09/2021
Page | 1 of 1 =
RELATED MILESTONES ACTIVE REQUESTS FOR INFORMATION
TYPE OF . A COMPLETION REQUEST . -
MILESTONE UNIQUE ID NAME DUE DATE DATE EXTENSION DUEDATE D COMMENT
2021-00014 . ; - - e
E3 Remediating Action 031000032 vocation of 5 01/11/2021 011172021 =
Remediating Action 2021-00050 tes 0210572021 0271172021
2021-000058
2021-00050
Preventative Control test 02/12/2021 0271172021
2021-000058
2021-00102
Corrective Control tet 02/25/2021 021252021
2521-00080
2021-00102
Preventative Co test 021 021252021
2521-00081
Remediating Action 2021-002?6 031572021 031152021
MS21-00217
Preventative Co 2021-00208 5 VO uests 06/30/2021 037222021
MS21-00218 =
Page | 1 of 1 S Page of 0 =
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Enforcement Processing v

HH My Open Findings

MY OPEN FINDINGS

Tracking Completed Mitigation

NCRO0170 Editor 1 Benton County Wind Farm, LLC

Align For Entities

'

G

MONITORING REGION DATE . A A N N FINDING SEND . p
METHOD UNIQUE ID A ORLRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UPDATE MITIGATION
Mitigating Activities
> Audt 2021-00207 RF 0312212021 n, LLC in RF CIP-004-6 RS + v :-’ g -
Draft
Sel 2021-00206 RF 037222021 NCRO0170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5. 0272002021 PNC Revie + :'\.jitlgah:-g;‘\dl\flt\es
Mitigating Activities
Se 2021-00203 RF 03172021 n, LLC in RF CIP-004-6 R4 0371572021 Preliminan g + :;Lga e
Mitigating Activities
Se 2021-00166 RF 03/12/2021 n, LLC in RF R 3 PNC Revie + ‘“__i_i 9
Mitigating Activities
Se 2021-00104 RF 022572021 n, LLC in RF CIP-00 R 0212372021 tP + jm_g a
Se 2021-00103 RF 02/25/2021 n, LLC in RF CIP-007-6 R 0212312021 tP + riigatlng,-\dwlt\es
Mitigating Activities
Self-Log 2021-00102 RF n, LLC in RF CIP-0 R 021232021 + e
Mitigating Activities
se 2021-00055 RF 0, LLC in RF CIP-004-6 RS 210512021 + .
Mitigating Activities
Se 2021-00050 RF 02/04/2021 n, LLC in RF CIP-002-5.1a R2 0210172021 PNC Revie + I‘i'- 9 s-g:;r-
Se 2021-D0015 RF 0111472021 0, LLC in RF C R 0171312024 PNC Revie + TE%T:{‘JMWES
Mitigation Pl
Se 2021-00014 RF 0111472021 n, LLC in RF CIP-0 RS ) PNC Revie - U;:‘i‘lt
Mitigating Activities
2021-00002 RF 11272021 find Farm, LLC in RF R 0/05/2020 + Lo
s il
Page | 1 of 1 S
INSTRUCTIONS
Fs
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential nencompliances associated with your m Prefiminary Enforcement -
g . . Compliance Exception -es5i
Registration(s). You can View those findings, and you can send a Screening Review Processing f' - - Z:’:;:::
Finding Update to provide your Region with more information. .M. Pending
‘You can also access your Mitigation from this screen. A summary Eailed ' Settlement 2 MFF‘“"?'IE':i:"'“"a'w
of the process a Finding goes through is shown on the right. Confirmed Violation other Obligations
b

Findina Process Summarv
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Tracking Completed Mitigation

2021 12:30 AM
noreply@bwise net
Completed Mitigation Verification (2021-00206)

To M AlignR 1Testing@nerc.com A

Phish Alert V2 + Get more apps

[WARNING: EXTERNAL EMAIL]: Please use CAUTION before replving or opening links/attachments. Please report any suspicious links/attachments or requests for sensitive information.

A‘l:l‘G‘N Automatic email alert

Related Noncompliance: 2021-00206
Mitigation ID: 2021-00206

RF received the completion of Mitigating Activities associated with 2021-00206 submitted on 2021-03-23
After a thorough review, RF has verified completion of the Mitigating Activities.

To access Align, go to the ERO portal, navigate to the Align landing page and click on the link to log in.

This e-mail has been generated automatically. Do not reply to this address.
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Tracking Completed Mitigation

Enforcement Processing v Align For Entities v

Iy Align : NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

Compliance Monitorin
pare i
eI FTEeEEy REGION DATE FINDING SEND
tioation 1 . D A ORLRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UPDATE MITIGATION
itigation Managemen
¢ ¢ T4 RE 2071 A LLC in RE CIP-0 R5 0909 ~ + Mitigating Activities ~
: 202 nd Farm, LLC in R CIP-0 5 03/01/202 t Processing
B | | repors ‘ Dt
Self- 2021-00206 RF NCRI - Ber Nind Farm, LLC in RF CIP-0 RS 1212012021 PNC Revie + Mitigating Activties
Mitigating Activities
Se 2021-00203 RF 031772021 NCRO0170 d n, LLC in RF CIP-0 R4 131572021 Preliminar; + j {-g ’
Uran
Mitigating Activities
Sel 2021-00166 RF 03122021 NCRO0170 d n, LLC in RF R1 PNC Revie —+ \.' _g 9
Aclive
Mitigating Activities
Se 2021-00104 RF 02/125/2021 NCR00170 d Farm, LLC in RF R5 02/23/2021 + LomneneE
Uran
Mitigating Activities
Sel 2021-00103 RF 0212512021 NCRO0170 d n, LLC in RF R 122312021 =+ jm_g o
Mitigating Activities
Seli-Log 2021-00102 RF 02/25/2021 CRO0170 - Be find Farm, LLC in RF R5 0272312021 —+ \.' .g ¢
Aclive
Mitigating Activities
Se 2021-00055 RF 02/09/2021 NCRO0170 find Farm, LLC in RF CIP-0 R5 —+ :I gating
omplete
Se 2021-00050 RF 0210412021 CR00170 - Be find Farm, LLC in RF CIP-C a R2 1210112021 PNC Revie + Ir“m'ga“ngmwmes
nv anon
Mitigating Activities
Se 2021-00015 RF 01/1412021 CRO00170 - Be find Farm, LLC in RF R 111312021 PNC Revie + Hitgating
omplete
. - . P - - . Mitigation Plan
Se 2021-00014 RF 01/14/2021 NCR nd Famm, LLC in RF 5 o NG Revie + - Processing
. . - X - Mitigating Activities
s 2021-00002 RF 011212021 d Farm, LLC in RF R 0 + e
shEn b
Page | 1 of1 %
INSTRUCTIONS
Fs
This is your Findings dashboard. From here, you can see the Tl
status of all the potential noncompliances associated with your m. Preliminary Enforcement -
q - . Compliance Exception -essil
Registration(s). You can View those findings, and you can send a Screening Review Processing f' - - l;f:;:::
Finding Update to provide your Region with more information. .w. Pending
You can also access your Mitigation from this screen. A summary Failed ' Settlement . MFF;""?'IE':':,"_"':HY
of the process a Finding goes through is shown on the right. Screen Confirmed Violation other obligations
b

Findina Process Summarv
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Tracking Completed Mitigation

Mitigation Management v Align For Entities v

NCRO00170 Editor 1 Benton County Wind Farm, LLC C—)

. REGION . AT REGION AND DATE COMPLETION B
TYPE UNIQUE ID OR LRE REGISTRATION STANDARD REQ JURISDICTION SUBMITTED DATE STATUS

Nind Farm, LLC in RF CIP-0

2020-00736 RF

R2 RF-US 1211712020 1211712020 Col

=}

1Plan 2020-00787 RF NCRO00170 - Benton County Wind Farm, LLC in RF CIP-0

R3 RF-US 01/08/2021 01/08/2021 Complete

2020-00739 RF Nind Farm, LLC in RF VAR-002-4.1 R1 RF-US 01/20/2021 01/20/2021 Complete

tigating Activities 2021-00015 RF Nind Farm, LLC in RF CIP-0 R1 RF-US 011472021 0171412021 Complete
tigating Activities 2021-00055 RF NCR00170 - Benton County Wind Farm, LLC in RF CIP-004-6 R5 RF-US 02/09/2021 02/09/2021 Complete
tigating Activities 2021-00206 RF find Farm, LLC in RF CIP-004-6 R5 RF-US 03r22/2021 0372212021 Complete
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TRACKING FINDING
THROUGH DISPOSITION

AN




Tracking Finding Through Disposition

Align For Entities v

My Align \ : ! ¢ Vit _ A~ Completed Mitigations NCR00170 Editor 1 Benton County Wind Farm, LLC C—)

Compliance Monitorin

Enforcement Processing y
TYPE REGION REGISTRATION STANDARD REQ REGION AND DATE COMPLETION STATUS

OR LRE JURISDICTION SUBMITTED DATE

Mitigation Management

Mitigatig Reports RF NCR00170 - Benton County Wind Farm, LLC in RF R2. RF-US 12172020 121712020 Complete
Mitigation Plan 2020-00787 RF NCRO00170 - Benton County Wind Farm, LLC in RF R3. RF-US 01/08/2021 01/08/2021 Complete
Mitigation Plan 2020-00789 RF NCRO00170 - Benton County Wind Farm, LLC in RF VAR-002-4.1 R RF-US 01/20/202 01/20/202 Complete
Mitigating / 2021-00015 RF NCR Benton County Wind Farm, LLC in RF C R RF-US 01/14/202 01/14/202 Complete
Mitigating Activities 2021-00055 RF NCR Benton County Wind Farm, LLC in RF CIP-004-6 RS RF-US 02/09/202 02/09/202 Complete

2021-00206 RF NCR Benton County Wind Farm, LLC in RF CIP-004-6 RS. RF-US Complete
Mitigation Plan 2021-00207 RF NCRO00170 - Benton County Wind Farm, LLC in RF CIP-004-6 RS RF-US 03/23/2021 03/23/202 Complete

Q

Page | 1 of 1
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Tracking Finding Through Disposition

Enforcement Processing Align For Entities v
B My Open Findings : inas NCR00170 Editor 1 Benton County Wind Farm, LLC C—)
MY OPEN FINDINGS
MONITORING REGION DATE FINDING SEND
| G ) ) ]
METHOD UNIQUE ID A oR\RE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UPDATE MITIGATION
- . - . _ _ _ Mitigation Plan
Audit E RF M 70 - Benton County Wind Farm, LLC in RF R5
3 Audit 2021-00207 2 D - Bentor " nd Far N -- Compiete
Self-Report 2021-00206 RF 03/22/2021 NCRO00170 - Benton County Wind Farm, LLC in RF CIP-004-6 RS PNC Review + Mitigating Activities
Complete
Mitigating Activiti
Seir-Report 202100203 RF enton County Wind Farm, LLC in RF R4 + rang Aciviies
Draft
Mitigating Activities
Selt-Report 2021-00166 RF 03/12/2021 NCRO0170 - Benton County Wind Farm, LLC in RF R1 PNC Review + 19aing
Active
Self-Report 2021-00104 RF 0 - Benton County Wind Farm, LLC in RF RS + Mitigating Activities
: Draft
Self-Report 2021-00103 RF N - Benton County Wind Farm, LLC in RF R - Mitigating Activiies
: Draft
- 202100102 - N L Benton County Wind Farm L i AE - + Mitigating Activities
2 { Benton County Wind ,LLCinR 2 ctive
Self-Report 2021-00055 RF 70 - Benton County Wind Farm, LLC in RF RS + Mitigating Actvities
: Complete
Self-Report 2021-00050 RF 0 - Benton County Wind Farm, LLC in RF R2 PNC Review -|- "““'“9?_“”9 Activities
: In Verification
Mitigating Activiti
Self-Report 2021-00015 RF 0 - Benton County Wind Fam, LLC in RF R1 01 PN + HgEing Acivies
Complete
b
h Aitiration Mlan
Page | 1 of 1 <
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your m_. ] Enforcement =
: Compliance Exce n essi
Registration(s). You can View those findings, and you can send a Processing pia . — He=tae
Finding Update to provide your Region with more information. .M'
You can also access your Mitigation from this screen. A summary Failed Settlement C .
of the process a Finding goes through is shown on the right. Screen . Confirmed Violation l other Obligations -

133 Forward Together * ReliabilityFirst



Tracking Finding Through Disposition

Align For Entities

NCR00170 Editor 1 Benton County Wind Farm, LLC

MY OPEN FINDINGS

MONITORING REGION DATE FINDING SEND
| G ) ) ]
METHOD UNIQUE ID A OnlRE SUBMITTED REGISTRATION STANDARD REQ START DATE STATUS UPDATE MITIGATION
_— _ I - ) _ - - - - ) Mitigation Plan
Audit E RF 037221202 - Benton County Wind Farm Cin RF CIP R5 03/01/202 E ement Processing
3 Audit 2021-00207 i 03/22/2021 Benton County Wind Farm, LLC in R 1 I nt Processing - Complete
Mitigating Activities
Self-Report 2021-00206 RF nton County Wind Farm, LLCin RF CIP RS + Ll
Complete
Mitigating Activities
Sel-Report 2021-00203 RF 031712 70 - Benton County Wind Farm, LLC in RF CIF R4 03 + gating
Draft
Mitigating Activities
Self-Report 2021-00166 RF 03 nton County Wind Farm, LLCin RF~ C R1 + 199
Active
Mitigating Activities
Self-Report 2021-00104 RF 02 0 - Benton County Wind Farm, LLCinRF  CIP R5 Enforcement Processing - gating
Draft
Mitigating Activities
Self-Report 2021-00103 RF nton County Wind Farm, LLCinRF~ Cl R1 Er ent Processing gating
Draft
Mitigating Activities
2021-00102 RF nton County Wind Farm, LLCinRF~ C RS ent Processing = 199
Active
Mitigating Activities
Self-Report 2021-00055 RF 02 nton County Wind Farm, LLCinRF ~ CIP R5 Er ent Processing - gating
Complete
Mitigating Activities
Sel-Report 2021-00050 RF 02 nton County Wind Farm, LLC in RF Cl R2 Ph + g__ g
In Verification
Mitigating Activities
Self-Report 2021-00015 RF 01/1 nton County Wind Farm, LLCInRF  C R1 01 Ph + gatng
Complete
v
h Aitirntion DNlan
Page | 1 of 1 %]
INSTRUCTIONS
This is your Findings dashboard. From here, you can see the Dismissal
status of all the potential noncompliances associated with your m_. ] Enforcement £
: Compliance Exception essi
Registration(s). You can View those findings, and you can send a Processing - . ‘:::;slz::
Finding Update to provide your Region with more information. .M' Pending
You can also access your Mitigation from this screen. A summary Failed Settlement Completion af
of the process a Finding goes through is shown on the right. Confirmed Violation other Obligations -
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Section 2 — Slido Questions

» Login to Slido.com use the event code - #RFAlignTraining

» Optionally, viamobile device and scan the QR Code below

© Slido - Audience Interaction Mac X +

& c & sli.do/?utm_expid=.FbC-mOr6TqGUijiDcS_rOw.08wtm_referrer=hitps3%3A%2F%2Fwww.google.com%2F

@ ClesrCompany Login g Board Portal Relisbi.. () ReliabilityFirst Web.. @ Align Production €@ Slido - Audienc cint. P Host Analytics EPM.. [ Paycom Employee.. Mg Quick View: Sit

@ RELIABILITY FIRST C... Imported from [E & Google Sign in to Concur |

Slido Product Solutions Pricing Resources Enterprise Log In m

Join us and industry leaders as we unveil the biggest trends in online meetings. Learn more

Joining asa participant? # RFAlignTraining e) By using Slido you accept our Policy

Or Scan
QR Code

Say goodbye to _
boring meetings i i

support  team
Slido is an easy-to-use Q&A and polling app that will ’ ;
) Y ) ) poThe p? ) Jomn at s freedom  gryst
turn your silent listeners into engaged participants. slido.com A—
#TeamCall

honesty people- I

Try it free Schedule a demo transparency open Jill :
caring 1l

You can use Slido with
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Questions & Answers
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BREAK
10 MINUTES




Section 3

ERO Secure Evidence Locker (SEL) Access
Orientation to the SEL Web-based Interface
Submitting Evidence to the SEL
Use and validation of unique Evidence Reference IDs
Information on Evidence file types, and size

AN
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What I1s the ERO SEL?

ERO Enterprise Evidence Analysis

Locker
Secure File Enterprise Analysis
Transfer Content Environment
Management
. Auditor Session
* guditor tools
* disposable
Registered
Entity User Auditor Session

+ auditor tools
+ disposable

Management Utilities

System
Administrator
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ERO Secure Evidence Locker Portal

From Portal to Secure Evidence Locker (High Level Overview)

Verify Evidence

Fal
(and ingest)
External Portal Verify Valid File
. Format /
~—Submit— B X
. ‘ 0 Generate

SHA3-512 Hash
per each File

i)

Ingest into SEL

(Documentum)
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ERO Secure Evidence Locker Access

» Google Chrome or Microsoft Edge are the preferred browsers.
Internet Explorer is NOT supported!
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough

Sign in

| Username % |

| Password ﬂ |

Forgot username or password?

This is a North American Electric Reliability Corporation (NERC) information
system restricted to authorized individuals. You have no reasonable expectation
of privacy regarding co icati or data transiting or stored on NERC's
information system. At any time and for any lawful purpose. NERC may
meoniter, intercept. record, and search any communications or data transiting or
stored on this information system. At NERC’s sole discretion, NERC may disclose
pertinent information to the U.S. Government and its authorized
representatives to protect the security of critical infrastructure and key
resources, ensure information security, or to comply with any applicable law,
regulation, legal process, or enforceable governmental request. By continuing.
you acknowledge that you understand and consent to the terms and conditions
described in this notice. The actual or attempted unauthorized access, use, or
modification of this system is strictly prohibited and may subject viclators to
criminal, civil, and/or administrative action.
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ERO Secure Evidence Locker Walkthrough

For security reasons, we require additional information to verify your account

Choose an authentication method

Send Me a Push
What is this? C§

Add a new device
My, Settings & Devices
Need help?

Call Me

Enter a Passcode

[J Remember me for 10 hours
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ERO Secure Evidence Locker Walkthrough

Reference ID: RF|[NCR00170|VI2021-00206|V12021-00206|CIP-004-6|R5.|5.3.,5.1.
T @ ®  Ocerc  wTEXASRE W wece

Secure Evidence Locker

Step 1 - Validation
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ERO Secure Evidence Locker Walkthrough

Reference ID: RFINCR00170|VI2021-00206|VI2021-00206|CIP-004-6|R5.|5.3.,5.1.

NERC AV :
NERC —  NWN p @  Osepc  WTEXASRE W wece
Secure E\fidence LOCkeI' Submitter3 Entity (seltesting@nerc.com) v

Step 1 - Validation

id new evidence to your submissi

RF|NCRO0170|VI2021-00206|VI2021-00206|C
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ERO Secure Evidence Locker Walkthrough

Secure Evidence Locker

Step 1 - Validation

Enter a Reference ID and click "Validate" to add new evidence to your submissicn.

RFINCRO0170[VI2021-00206|VI2021-00208... Validate ()

~ Valid Reference ID

Region: RF

NCR: NCR0O0170

CMEP Activity: VI12021-00206
Tags: V12021-00206
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ERO Secure Evidence Locker Walkthrough

Step 1 - Validation

Enter a Reference ID and click *Validate® to add new evidence to your submission

RFINCR00170]Vi2021-00206[Vi2021-00206 Validate &

! Invalid Reference ID

The Reference ID you entered is invalid.

Please find a valid Reference ID and try

again.
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149

ERO Secure Evidence Locker Walkthrou

Upload a single file  step2- uploadFiles

Click "Upload” to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!
Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, AR), 7Z, TZX) as well as a number of files types that can contain executable malware are prohibited from upload.

If you experience any problems uplcading evidence, contact your Region for assistance.

@ open =
<« v > ThisPC > Documents » Align » Testing v o O Search Testing
Organize »  New folder - m @
2~ [0 Neme Date modified Type Size
[Mla | Mitigation Plan.docx 3/23/2021 11:23 AM Microsoft Word Document 12KB
-
File name: | Mitigation Plan.docx ~| |AllFiles ) ~
Open Cancel

Step 2 - Upload Files

Click "Upload" to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!
Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, TZ, 77X} as well as a number of files types that can contain executable malware are prohibited from upload.

If you experience any problems uploading evidence, contact your Region for assistance.

Mitigation Plan.docx )
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150

ERO Secure Evidence Locker Walkthrough

Upload multiple files

Step 2 - Upload Files

Click "Upload” to add evidence to your submission.

Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, AR), 7Z, TZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uplcading evidence, contact your Region for assistance.

@ Open * ‘
T > ThisPC » Documents > Align » Testing v | O O Search Testing }
Organize New folder = @ @
"‘ [ Mame Date modified Type Size
[Aa | Additienal Information.docx 4/5/2021 2:04 PM Microsoft Word Document 12KB
a Mitigation Plan.doox 3/23/2021 11:29 AM Microsoft Word Document 12KB
(]
1
Ll
i
g
-
N
& v
File name: | "Mitigstion Plan.docx" "Additional Information.dock” ~| | AllFiles =) ~
Open Cancel

Step 2 - Upload Files

Click "Upload™ to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.q., ZIP, ZIPX, SIT, GZ TAR, RAR, AR), 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload

ct your Region for assistance

If you experience any ems uploading evidence, cont

Upload

Additional Information.docx ®

Mitigation Plan.docx ®
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ERO Secure Evidence Locker Walkthrough

NERC — m @ ésenc #TEXASRE Wf wECC

Hel Walti LR R SR o aeuaTY — S TTIEES
Secure EVideI‘ICE LOCker Submitter3 E testing@nerc.com) v

Step 1 - Validation

Enter a Reference ID and click "Validate” to add new evidence to your submission.

RFINCROQ170|VI2021-00206(V12021-00206...

~/ Valid Reference ID

Region: RF

NCR: NCRO0170

CMEP Activity: VI2021-00206
Tags: VI2021-00206

Step 2 - Upload Files

Click "Upload" to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g. ZIP, ZIPX, SIT, GZ TAR, RAR, AR, 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
I you experience any problems uploading evidence, contact your Region for assistance.

Upload (8

Mitigation Plan.docx ®

Step 3 - Submit Evidence

Verify all documents meet submission standards then click "Submit” to complete.

Filesizelimitis 2 GB
Total sessionlimitis 8 GB total
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ERO Secure Evidence Locker Walkthrough

Step 3 - Submit Evidence

Verify all documents meet submission standards then click "Submit” to complete.

%¢ Submitting...

For larger files, this may take some time. Please do not refresh your browser.
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ERO Secure Evidence Locker Walkthrough

Success!

Your evidence has been successfully
submitted for processing.You will
receive an eMail notification when the

processing is complete.

@ Do you want to submit more evidence for
the same activity?
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ERO Secure Evidence Locker Walkthrough

Incorrectfile type submission

Step 2 - Upload Files

Click "Upload"” to add evidence to your submission.
Do NOT include any sensitive information in the file names that you are uploading!

Compressed files (e.g., ZIP, ZIPX, SIT, GZ, TAR, RAR, ARJ, 7Z, 7ZX) as well as a number of files types that can contain executable malware are prohibited from upload.
If you experience any problems uploading evidence, contact your Region for assistance

Upload ®

Upload Error

o ==

The files you are uploading contains
one or more invalid files, please check
again

Test.zip (The type of the uploaded file is
invalid)

Please upload valid file type and size.

Compressed files and executablefiles cannot be uploaded!
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ERO Secure Evidence Locker Walkthrough

Manifest email upon successful upload

Mon 4/5/2021 232 PM

do-not-reply@nerc.com

Submission Receipt 04/05/2021 14:32:19
To seltesting@nerc.com

04-05-2021 Submitted CMEP Manifest143219079.csv _
u 867 bytes

NERC

L T ,.. p ﬁ,m e 6 SERC “*TEXASRE W WECC

Attached is the submission manifest receipt for your submission as of 04/05/2021 14:32:19

You are currently subscribed to seltesting as:

To unsubscribe click here: http://listserv.nerc.com/u?id=2325575.edb9ed803b8361bf4052 1 88d00968ebb&n=T&I~seltesting&o=1622408

(It may be necessary to cut and paste the above URL if the line is broken)

or send a blank email to leave-1622408-2325575.edb9ed803b8361bf4052188d00968ebb@nerc.com
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ERO Secure Evidence Locker Walkthrough

Manifest attachment upon successful upload

B C D E F G H
1 |File Name |nCR CMEP Activity SELID SHA3-512 Signature Pass/Fail Failure Reason
2 |Additional Information.docx NCROO170 VI2021-00206 0902f2cf80065f9a px49cKIdVONORNIy3Rr30FLRTAROF/zbso5SWvlinuexcelmBNnpBnKPXZxurSN/LASaFQdD1+T4jv8pdVgEzbQ==  Pass
3 Mitigation Plan.doex NCRO0170 VI2021-00206 0902f2cf80065f9b PKyMBvdsWRwrlweHbGXelBwvsYICOOk1CVLasYBSmx+c05psAvTL+82fzhYr5Zkas2mNFvHZEIIkVjpVgAArw== Pass
4
5
6
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» Registered Entity ERO SEL Portal Guide
e https://trn.nerc.com/User%20Guide/RE NERC SEL Portal.pdf
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https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf

Section 3 — Slido Questions

» Login to Slido.com use the event code - #RFAlignTraining

» Optionally, viamobile device and scan the QR Code below

© Slido - Audience Interaction Mac X +

& c & sli.do/?utm_expid=.FbC-mOr6TqGUijiDcS_rOw.08wtm_referrer=hitps3%3A%2F%2Fwww.google.com%2F

@ ClesrCompany Login g Board Portal Relisbi.. () ReliabilityFirst Web.. @ Align Production €@ Slido - Audienc cint. P Host Analytics EPM.. [ Paycom Employee.. Mg Quick View: Sit

@ RELIABILITY FIRST C... Imported from [E & Google Sign in to Concur |

Slido Product Solutions Pricing Resources Enterprise Log In m

Join us and industry leaders as we unveil the biggest trends in online meetings. Learn more

Joining asa participant? # RFAlignTraining e) By using Slido you accept our Policy

Or Scan
QR Code

Say goodbye to _
boring meetings i i

support  team
Slido is an easy-to-use Q&A and polling app that will ’ ;
) Y ) ) poThe p? ) Jomn at s freedom  gryst
turn your silent listeners into engaged participants. slido.com A—
#TeamCall

honesty people- I

Try it free Schedule a demo transparency open Jill :
caring 1l

You can use Slido with
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Questions & Answers
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Align Release 1 — Self Service Training Resources

» All registered entity Align users should visit the NERC
Training site at https://training.nerc.net/

v'The site includes Align Training Videos and End User Guides which will

help familiarize you with the Align and ERO SEL systems

NNNNNNNNNNNNNNNNNNN

CORES

CORES & the ERCPS Loal for submilting &
At entity registration réquest and
managing your entity's registration

infoemnation

Select Role

GADS Wind

This coursa includés GADS Wind

nitroductony lraning &8 well as FAQS
arewered by GADS Wind guru, Fred
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https://training.nerc.net/

Align Release 1 — Information Resources

> Https://rfirst.org/align

@ Home % @ Align Project x +

C @ rfirstorg/align

[D RELIABILITY FIRST C... Imported From [E G Google [E] Sign into Concur|.. [ ClearCompany LogIn g Board Portal Reliabi.. Q) ReliabilityFirst Web... @ Align Production @ Slido - Audience Int. P Host Analytics EPM... [ Paycom Employee.. |
» RELIABILITYFIRST ABOUT US PROGRAM AREAS ~ KNOWLEDGE CENTER  COMMITTEES < Q

HOME = ABOUT US = ALIGN PROJECT

ALIGN PRUJECT BOARD OF DIRECTORS

GOVERNANCE
Align is an ERO Enterprise common platform developed to support compliance monitoring and enforcement (CMEP) activities and business
processes. The tool provides a standardized and consistent interface for Registered Entities conducting CMEP activities. The Align rollout CAREERS
consists of three releases with full implementation by the end of 2021. BENEFITS
All Registered Entities seeking to access Align must register for an ERO Portal account and complete the steps for Multi-Factor JOB POSTINGS
Authentication that automatically appear when attempting to log into the ERQ Portal for the first time.

INTERNSHIPS
Align Rollout LEADERSHIP
The rollout of Align Release 1 will be staggered with Registered Entities in the MRO and Texas RE Regions piloting the Align tool and ERO MEMBERSHIP
Secure Evidence Locker (SEL) starting on March 21, 2021. The remaining Regions, including RF, will rollout R1 starting on May 24.

NEWSROOM

Each release will introduce new functionality to the platform.

PUBLIC REPORTS
Release 1 Functionality

TOOLS & PORTALS

Create and submit Self-Reports and Self-Logs

Create and manage mitigating activities and Mitigation Plans

Generate a report of Standards and Requirements applicable to your entity
Receive notifications and view dashboards on new/open action items
Manage user access for your specific entity

Receive 2nd respond to Reguests for Information

View and track Open Enforcement Actions

ALIGN

Release 2 Functionality
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https://rfirst.org/align

Feedback

»Please direct all feedback and questions
regarding this Align and ERO SEL Training

session to:

* RF Align Change Agent — Ray Sefchik
— Ray.sefchik@rfirst.org
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