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Anti-Trust Statement

 It is ReliabilityFirst’s policy and practice to obey the antitrust laws and to 

avoid all conduct that unreasonably restrains competition. This policy 

requires the avoidance of any conduct which violates, or which might 

appear to violate, the antitrust laws. Among other things, the antitrust laws 

forbid any agreement between or among competitors regarding prices, 

availability of service, product design, terms of sale, division of markets, 

allocation of customers or any other activity that unreasonably restrains 

competition.

 It is the responsibility of every ReliabilityFirst participant and employee 

who may in any way affect ReliabilityFirst’s compliance with the antitrust 

laws to carry out this policy.
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SESSION AGENDA & LOGISTICS
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Session Agenda 

Align Access and User Roles

Align System – Release 1 Orientation and Functionality

ERO Secure Evidence Locker (SEL) Access and 

Functionality
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Session Presenters 

Ray Sefchik – Director, Entity Engagement

Bob Folt – Principal Analyst

Patrick O’Connor – Senior Counsel

Ron Ross – Principal Reliability Consultant
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Session Interaction 

 Submittal of Questions and Audience Polling handled via Slido

 All feedback is anonymous, but we will show the aggregate group feedback in real-time

 Login to Slido.com use the event code - #RFAlignTraining

 Optionally, via mobile device and scan the QR Code below

7
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QR Code
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What is Align?
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 Align is a system which moves all ERO compliance monitoring and enforcement 

business processes to a common standardized platform, resulting in a consistent 

application of the ERO Enterprise CMEP and a more secure method of 

managing and storing CMEP evidence and data

The objectives and benefits of the Align Project are:

• Single, common portal for registered entities, enabling consistency of experience

• Real-time access to information, eliminating delays and manual communications

• Improved capability to support the Risk-Based Compliance Oversight Framework

• Enhanced quality assurance and oversight, enabling consistent application of the CMEP

• Improved analytics, including visibility into compliance and reliability risks

• Increased capability to implement audit best practices and processes (planning, fieldwork, 

reporting, quality assurance)

• Standardization and implementation of common business processes and workflows, 

enabling increased productivity
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What is the ERO Secure Evidence Locker (SEL)

 Highly secure, isolated, on-premises 

environments

• Collect and protect evidence

• Enable submission by authorized and 

authenticated entity users

• Provide compartmentalized analysis of 

evidence in temporary, isolated, disposable 

environments

• Does not interface with any other systems

 Evidence in these environments is: 

• Encrypted immediately upon submission

• Securely isolated per entity

• Never extracted

• Never backed up

• Subject to proactive and disciplined 

destruction policy

9
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Align Release 1 – What to expect?
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Align Releases 2 and 3 – What to Expect?
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ALIGN ACCESS AND USER ROLES

ERO PORTAL ACCOUNT ACCESS

ADMINISTRATION OF REGISTERED ENTITY USERS

ALIGN SYSTEM ACCESS

ALIGN SUPPORT

12



Forward Together • ReliabilityFirst 

ERO Portal Access

Access requires an ERO Portal Account

 Set-up ERO Portal Account:

 Navigate to https://eroportal.nerc.net

 Select “Register” in upper right-hand corner

 Complete the registration form and click “Submit”

 Verify ERO Portal Account:

 Navigate to https://eroportal.nerc.net

 Select “Sign In” in the upper left hand corner

 Enter your credentials to confirm access to ERO Portal

13

https://eroportal.nerc.net/
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Access to Align

Access to Align

All Align users MUST have an ERO Portal Account

ERO Portal Registration (pgs. 4-8,15-18)

Multi-Factor Authentication set-up required for ERO Portal Account 

(pgs. 9-14)

ERO Portal login process (pgs. 19-24)

Requesting access to Align (pgs. 25-31)

Approving access Requests (pgs. 32-34)

https://nerc.bwise.net/

ERO Portal/My Applications tab/Align 

Reference – Registered Entity User Access Guide

14

https://nerc.bwise.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
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Align Account Access

Account Access Levels (page 28)

• Align Registered Entity Reader

Reader can log into Align and see everything for their registered entity, but 

cannot make changes.

• Align Registered Entity Editor

Editor can log into Align, see everything for their registered entity and make 

changes, but cannot submit anything to the CEA for review or processing.

• Align Registered Entity Submitter

Submitter can log into Align, see everything for their registered entity, make 

changes, and submit items to the CEA for review or processing.

- PCCs will have Align Submitter Role at Go-Live.

Reference – Registered Entity User Access Guide
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https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
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Align Account Access

PCC Approves/rejects access for their entity user request for 

Align in the ERO Portal

16

PCC

Align Registered Entity

Submitter and Entity Administrator

Align Registered Entity 
Reader

Align Registered Entity 
Editor

Align Registered Entity 
Submitter

Reference – Registered Entity User Access Guide

https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
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Setting up PCC Accounts for Align

Prior to go-live, all PCCs with ERO Portal Accounts will be 

assigned the Align Registered Entity Submitter, SEL Submitter 

and Entity Administrator roles and this person will be responsible 

for approving Align access requests 
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Requesting Align Account Access

 Requesting Access (pgs. 25-31)

 From ERO Portal (https://eroportal.nerc.net), navigate to “My Applications” and select “Request 

Application Access” from the dropdown menu

 Select “Create New Application Access Request”

 Complete appropriate information for request and submit

Reference – Registered Entity User Access Guide
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https://eroportal.nerc.net/
https://trn.nerc.com/User%20Guide/RE_TTT_User_Access.pdf
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Approving Align Account Access

 Approving Access (pgs. 32-34)

 As Entity Administrator from ERO Portal (https://eroportal.nerc.net) navigate 

to NEW Notifications or “Entity Application Access requests”

 Select dropdown arrow next to desired request and “Approve or Reject”
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Entity Application Access Request Management

Open Requests from “My Entity” Tab

Approve/Reject requests
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User Management in ERO Portal

Manage Entities in ERO Portal
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Align Support Model

 ERO Support Model and Process for Registered Entities 
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Entity Support: What to Expect
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NERC Helpdesk Ticket Submission System
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NERC Helpdesk Ticket Submission System

NERC Support – https://support.nerc.net

25

https://support.nerc.net/
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Section 1 – Slido Questions 

 Login to Slido.com use the event code - #RFAlignTraining

 Optionally, via mobile device and scan the QR Code below

26

Or Scan

QR Code
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Questions & Answers

Forward Together         ReliabilityFirst 
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BREAK

10 MINUTES
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SECTION 2

ALIGN SYSTEM – RELEASE 1 FUNCTIONALITY

ORIENTATION TO THE ALIGN SYSTEM DASHBOARD

SUBMITTING AND TRACKING A SELF-REPORT

SUBMITTING AND TRACKING MITIGATION ACTIVITIES AND PLANS

HOW TO VIEW AND TRACK OPEN ENFORCEMENT ACTIONS
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Disclaimer on Registered Entity used as example

The slides that follow use Benton County Wind Farm, LLC as an 

example Registered Entity.

The information contained in those slides is fictional and created 

solely for the purpose of demonstration.

RF thanks Benton County Wind Farm, LLC for permitting this use 

of its name.

30



Forward Together • ReliabilityFirst 

ORIENTATION & DASHBOARD
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Orientation & Dashboard
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Orientation & Dashboard
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CREATING & SUBMITTING 

A FINDING
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding

45



Forward Together • ReliabilityFirst 

Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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Creating & Submitting a Finding
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TRACKING SUBMITTED 

FINDINGS THROUGH 

PRELIMINARY SCREENING
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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Tracking Submitted Findings Through Preliminary Screening
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BUILDING THE CASE FILE

IN THE PNC REVIEW STAGE
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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Building the Case File in the PNC Review Stage
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SUBMITTING MITIGATION
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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Submitting Mitigation
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TRACKING MITIGATION
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation

96



Forward Together • ReliabilityFirst 

Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation

99



Forward Together • ReliabilityFirst 

Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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Tracking Mitigation
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UPDATING MITIGATION
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Updating Mitigation
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Updating Mitigation
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Updating Mitigation
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Updating Mitigation
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Updating Mitigation
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Updating Mitigation
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Updating Mitigation
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SUBMITTING EVIDENCE 

OF MITIGATION COMPLETION
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Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion

119



Forward Together • ReliabilityFirst 

Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion

121



Forward Together • ReliabilityFirst 

Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion
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Submitting Evidence of Mitigation Completion
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TRACKING 

COMPLETED MITIGATION
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Tracking Completed Mitigation
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Tracking Completed Mitigation

127



Forward Together • ReliabilityFirst 

Tracking Completed Mitigation
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Tracking Completed Mitigation
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Tracking Completed Mitigation
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TRACKING FINDING 

THROUGH DISPOSITION
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Tracking Finding Through Disposition
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Tracking Finding Through Disposition
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Tracking Finding Through Disposition
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Section 2 – Slido Questions 

 Login to Slido.com use the event code - #RFAlignTraining

 Optionally, via mobile device and scan the QR Code below

135

Or Scan

QR Code
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Questions & Answers

Forward Together         ReliabilityFirst 
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BREAK

10 MINUTES
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Section 3

ERO Secure Evidence Locker (SEL) Access

Orientation to the SEL Web-based Interface

Submitting Evidence to the SEL

Use and validation of unique Evidence Reference IDs

Information on Evidence file types, and size
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What is the ERO SEL?
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ERO Secure Evidence Locker Portal
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ERO Secure Evidence Locker Access

Google Chrome or Microsoft Edge are the preferred browsers.  

Internet Explorer is NOT supported!
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough

145

Reference ID: RF|NCR00170|VI2021-00206|VI2021-00206|CIP-004-6|R5.|5.3.,5.1.
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough

149

Upload a single file
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ERO Secure Evidence Locker Walkthrough

150

Upload multiple files
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ERO Secure Evidence Locker Walkthrough

151

File size limit is 2 GB

Total session limit is 8 GB total
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough
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ERO Secure Evidence Locker Walkthrough

154

Incorrect file type submission

Compressed files and executable files cannot be uploaded!
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ERO Secure Evidence Locker Walkthrough

155

Manifest email upon successful upload
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ERO Secure Evidence Locker Walkthrough

156

Manifest attachment upon successful upload
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User Guide

Registered Entity ERO SEL Portal Guide

• https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
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https://trn.nerc.com/User%20Guide/RE_NERC_SEL_Portal.pdf
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Section 3 – Slido Questions 

 Login to Slido.com use the event code - #RFAlignTraining

 Optionally, via mobile device and scan the QR Code below
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Or Scan

QR Code
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Questions & Answers

Forward Together         ReliabilityFirst 
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Align Release 1 – Self Service Training Resources

All registered entity Align users should visit the NERC 

Training site at https://training.nerc.net/

The site includes Align Training Videos and End User Guides which will 

help familiarize you with the Align and ERO SEL systems

160

https://training.nerc.net/
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Align Release 1 – Information Resources

Https://rfirst.org/align

161

https://rfirst.org/align
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Feedback

Please direct all feedback and questions 

regarding this Align and ERO SEL Training 

session to:
• RF Align Change Agent – Ray Sefchik

‒ Ray.sefchik@rfirst.org

162

mailto:Ray.sefchik@rfirst.org


Forward Together • ReliabilityFirst 

Questions & Answers

Forward Together         ReliabilityFirst 


