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Tech Talk Reminders
Please keep your information up-to-date 

• CORES, Generation Verification Forms, Entity Profile Questionnaires (quarterly)

Following an event, send EOP-004 or OE-417 forms to disturbance@rfirst.org 
CIP-008-6 incident reports are sent to the E-ISAC and the DHS CISA

Check our monthly CMEP update and quarterly newsletter for: 
• 2023 ERO Periodic Data Submittal schedule
• Timing of Standard effectiveness

BES Cyber System Categorization (CIP-002-5.1a)
• Assess categorization (low, medium, or high) regularly and notify us of changes

CIP Evidence Request Tool V7.0 is online, see website

mailto:disturbance@rfirst.org
mailto:operations@eisac.com
https://us-cert.cisa.gov/forms/report
https://rfirst.org/ProgramAreas/COMO/
https://rfirst.org/about/Newsroom/
https://www.nerc.com/pa/comp/CAOneStopShop/2023%20ERO%20Enterprise%20Periodic%20Data%20Submittal%20Schedule.pdf
https://rfirst.org/ProgramAreas/COMO/CIP/Pages/CIP.aspx
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Tech Talk Announcement
Certification Reminder
This reminder is to ensure Entities registered as a Balancing Authority (BA), Reliability Coordinator (RC), and/or Transmission 
Operator (TOP) are aware of the Organization Certification Review and Readiness Evaluation processes. Readiness Evaluations may 
be required for Entities taking on responsibilities for certified Entities (e.g., Transmission Owners (TO-LCCs) in the PJM footprint). 
The decision to certify and evaluate changes to an already operating and certified Registered Entity is a collaborative decision
between the affected Regional Entity and NERC. Items that are to be considered in this decision include one or more of the 
following:
• Changes to Registered Entity’s footprint (including de-certification changes to existing JRO/CFR assignments or subset list of 

requirements): 
• Relocation of the Control Center: 
• Modification of the Energy Management System (EMS) which is expected to materially affect CIP security perimeters or the 

System Operator’s: 1) situational awareness tools, 2) functionality, or 3) machine interfaces.

If you are planning a change that falls into one of these categories, an Organizational Certification Review or Readiness Evaluation 
may need to be performed. Please complete the form titled “RF Certification Notification and Preliminary Questionnaire” that is 
located here.
In order to allow for time in scheduling, it is requested, if possible, that you provide 12 months advance notice of your                
changes to allow sufficient time for RF to review the changes and begin the process.

https://rfirst.org/ProgramAreas/RegCert/Certifications/Pages/Certifications.aspx
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Tech Talk Announcement

The California Mobility Center (CMC), the North American Electric 
Reliability Corporation (NERC) and the Western Electricity Coordinating 
Council (WECC) developed the joint report, “Electric Vehicle Dynamic 
Charging Performance Characteristics during Bulk Power System 
Disturbances” to highlight the need for ongoing collaboration between 
electric utilities, electric vehicles (EVs), and electric vehicle equipment 
industries to ensure electric system reliability.

The report, undertaken as part of the joint EV Grid Reliability Working 
Group, focuses on EV charging behavior during infrequent disturbances that 
originate from the high-voltage bulk power system. These events last no 
more than a few seconds, but if left unchecked they have the potential to 
cause catastrophic consequences for electric system reliability such as 
cascading blackouts and widespread power interruptions. 

https://www.nerc.com/comm/RSTC/Documents/Grid_Friendly_EV_Charging_Recommendations.pdf
https://www.nerc.com/comm/RSTC/Documents/Grid_Friendly_EV_Charging_Recommendations.pdf
https://www.nerc.com/comm/RSTC/Documents/Grid_Friendly_EV_Charging_Recommendations.pdf
https://www.nerc.com/comm/RSTC/Documents/Grid_Friendly_EV_Charging_Recommendations.pdf
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Tech Talk Announcement

Security Working Group:
CIP-002 Categorization Practices to 
Build on Lessons Learned

Technical Reference Document

https://www.nerc.com/comm/RSTC_Reliability_Guidelines/TRD_FERC_CIP-002_Lessons_Learned.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/TRD_FERC_CIP-002_Lessons_Learned.pdf
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Tech Talk Announcement

Electromagnetic Transient (EMT)
Modeling for BPS-Connected 
Inverter-Based Resources Webinar

May 16, 1:00 – 2:00 PM Eastern

Webinar Registration

https://nerc.webex.com/webappng/sites/nerc/meeting/register/830e4b40be434affa9e86c5f2b037dc2?ticket=4832534b0000000621a78c9fe738acb825ac899fe0586a2a7390ec9eda9ebf90baf019dcbbb7dfd2&timestamp=1681711692837&RGID=rce51b4b8779c3019a7a2f8ac349c6dc6
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline-EMT_Modeling_and_Simulations.pdf


PUBLIC

Forward Together • ReliabilityFirst 

Tech Talk Announcement

NATF/EPRI/NERC 
Transmission Resilience Summit

May 17-18, Tempe, AZ

Event Registration
Agenda

https://www.eventbrite.com/e/537880704667
https://www.natf.net/docs/natf/documents/2023-05-17-natf_epri_nerc-transmission-resilience-summit---agenda.pdf
https://www.natf.net/docs/natf/documents/2023-transmission-resilience-summit-registration-flyer.pdf
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Tech Talk Announcement

ERO Enterprise Facility Rating 
Management Webinar

May 24, 1:00 – 4:30 PM Eastern

Webinar Registration

https://nerc.webex.com/webappng/sites/nerc/meeting/info/766a676e2ab348bfbb2740d38078c134?siteurl=nerc&MTID=me0268488a3057e638738eb06de0bd053
https://www.nerc.com/comm/RSTC/Documents/ERO%20Enterprise%20Themes%20and%20Best%20Practices%20for%20Sustaining%20Accurate%20FR%20-%20Final%20-%20Oct-20-22.pdf


PUBLIC

Forward Together • ReliabilityFirst 

Tech Talk Announcement

GridSecCon 2023
• October 17-20 Save the Dates

NERC, the E-ISAC, and Northeast Power Coordinating Council (NPCC) are 
co-hosting the 12th annual grid security conference on October 17–20, 
2023 in Québec City, Canada. 

GridSecCon brings together cyber and physical security leaders from 
industry and government to deliver expert training sessions, share best 
practices and effective threat mitigation programs, and present lessons 
learned. Conference and hotel registration will open in May and more 
details will be available on the E-ISAC, NERC and NPCC websites.



Spring Standards, Security, and 
Reliability Workshop
• April 27 (Link)

Talk with Texas RE 
2022 Assessment of Reliability 
Performance
• May 23 (Link)

https://www.texasre.org/pages/calendar/events/2023/april/springstandardssecurityandreliabilityworkshop
https://www.texasre.org/pages/calendar/events/2023/may/talkwithtexasre2022assessmentofreliabilityperformance


WECC Summer Outlook
• April 26-27 (link)

• Summer conditions 
overview, system overviews, 
microgrid spotlight, and 
wildfire preparation 
discussion

Resource Adequacy 
Discussion Series
• May 4 (link)

https://www.wecc.org/_layouts/15/WopiFrame.aspx?sourcedoc=/Administrative/Summer%20Outlook%202023%20Announcement.pdf&action=default&DefaultItemOpen=1
https://www.wecc.org/Lists/WECCMeetings/DispForm.aspx?ID=16676


MRO Hybrid Reliability 
Conference
• May 17 (Link)
MRO 2023 Regional Summer 
Assessment Webinar
• June 29 (Link)

https://www.mro.net/event/2023-mro-hybrid-reliability-conference/
https://www.mro.net/event/2023-regional-summer-assessment-webinar/


SERC LTRA Webinar
• April 18 (Link)
Physical Security Workshop
• In-person May 1-2 (Link)

E-Learning Online Courses

https://serc1.org/outreach/events-calendar/event-details?id=c9903cf7-0f8a-4079-8795-bcb0eb732930
https://serc1.org/outreach/events-calendar/event-details?id=cd22714e-a05a-4501-8d2a-655e1e351366
https://www.serc1.org/outreach/resource-library


NPCC Spring 
Compliance and 
Reliability Webinar
• May 18 (Link)
NPCC Distributed / 
Variable Energy 
Resources Forum
• April 27 (Link)

https://www.npcc.org/events/detail/npcc-2023-spring-compliance-and-reliability-webinar
https://www.npcc.org/news/detail/npcc-distributed-energy-resources-variable-energy-resources-forum-derver-april-27-2023


Next Tech Talk with RF
• May 15, 4:00 – 5:00 PM

RF Services
• Cyber Resilience Tool
• Insider Threat Assessment
• Incident Response Tabletops 
• Assist Visits and Appraisals

https://rfirst.org/services
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Tech Talk Announcement
Tech Talk for May is our regularly 
scheduled date (third Monday of the 
month) however, we are starting at 
4:00 PM Eastern with a special guest 
presentation from our friends in 
Southern Australia talking about their 
transition to renewable energy.

No Registration Required
• Calendar Link
• Webex Link

https://rfirst.org/eventdetail?EventId=257
https://reliabilityfirst.webex.com/reliabilityfirst/j.php?MTID=m1ca9970f1a2eb522f8eda14ce9852565
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Monday, April 17, 2023
2:00 – 3:30 p.m.
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Tech Talk Reminders

Tech Talk with RF announcements are posted on our calendar 
on www.rfirst.org under Upcoming Events

http://www.rfirst.org/


PUBLIC

Forward Together • ReliabilityFirst 

Anti-Trust Statement

It is ReliabilityFirst’s policy and practice to obey the antitrust 
laws and to avoid all conduct that unreasonably restrains 
competition. This policy requires the avoidance of any conduct 
which violates, or which might appear to violate, the antitrust 
laws. Among other things, the antitrust laws forbid any 
agreement between or among competitors regarding prices, 
availability of service, product design, terms of sale, division of 
markets, allocation of customers or any other activity that 
unreasonably restrains competition. 

It is the responsibility of every ReliabilityFirst participant and 
employee who may in any way affect ReliabilityFirst’s 
compliance with the antitrust laws to carry out this policy. 
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Tech Talk Agenda
Substation Physical Security

• Mike Hughes – Manager, Entity Engagement

Physical Security Common Failure Points
• Mike Hattery – Counsel, Enforcement
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