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Introduction

• AEP Key Statistics:
– 16,800 employees
– 5.5 million regulated customers
– 30,000 MW generation capacity
– 40,000 miles of transmission line (including 765kV)
– Operates in 11 different states
– Headquartered in Columbus, Ohio



AEP Transmission Network



AEP Regional Entities



New Technologies



Grid Transformation



Challenges

• Protection system technology changes
• Decentralized renewable generation
• Inverter based generation vs traditional inertia
• Younger experience level in the industry
• Large capital investment workplans
• FACTs transmission devices (series capacitors, 

SVCs, PSTs, etc…)



Reliability

• All these challenges lead to increased 
complexity which if not properly accounted 
for can lead to protection system 
misoperations

• Misoperations are a key risk to the Bulk 
Electric System’s (BES) reliability

• AEP has a goal of ZERO protection system 
misoperations



Path to Zero Misoperations

• Leverage automation

• Embrace industry best practices

• Simplify protection and control schemes 

• Incorporate lessons learned from system 
misoperations into key engineering processes



Identifying Misoperations

• AEP has a separate team outside of 
engineering (TFS P&C) that first reviews the 
operation

• TFS P&C reviews all available data
• If an operation is determined a misoperation, 

then engineering (PCE) gets involved



Cause Identification

• A group of experienced technical engineers 
representing all regions and departments of 
PCE meet to analyze the event

• Very important to find the true root cause so 
that the appropriate corrective action plan 
(CAP) can be developed (ex: Z1P overreaches; 
is setting bad or is model bad)

• The formal group setting helps raise 
awareness



Corrective Action Plan

• Develop a CAP
• Implement CAP within 2 

weeks (avoid repeats)
• Express Settings when 

applicable
• Prioritize model 

verification



Assessing Applicability

• Group determines if 
misoperation is isolated 
event

• Does CAP have applicability 
to other protection systems

• If so, filter and define list of 
affected assets

• Create mitigation project 
(proactive way to reduce 
risk & prevent future 
misoperations)

• Express Settings method 
speeds up mitigation



Modelling

• Formalized how power 
elements such as lines and 
transformers are modelled

• Dedicated short circuit 
modelling group

• Modelling process includes 
a peer review before given 
to engineering

• All settings work requires a 
verified model even if an 
existing asset and no 
planned changes



Formalized Settings Peer 
Reviews

• Human error is a top driver of settings related 
misoperations

• Peer review adds extra layer of protection
• Past reviews were not performed consistently and not 

well documented
• Have a peer review process document, defines 

expectations
• Review is now integrated with setting issue workflow
• BES line settings need reviewed by qualified peer 

reviewer



Formalized Settings Peer 
Reviews

• Reviews are stored electronically, and 
reviewer name is included

• Instituted a Line Settings Robust Checklist
• This checklist includes items that may often 

get overlooked and items that past 
experiences have deemed need extra 
attention from the setter and also the peer 
reviewer. 



Formalized Settings Peer 
Reviews



Line Settings Robust Checklist



Automated Relay Settings

• PCE has worked with an 
outside consultant to 
development an Automated 
Relay Settings (ARS) tool  

• ARS has many different 
benefits, but the three most 
important are its ability to 
reduce human error, its 
ability to reduce 
engineering labor 
time/cost, and its ability to 
enforce consistent setting 
criteria/philosophies



Automated Relay Settings



Automated Relay Settings



Automated Relay Settings

• Interfaces with short circuit software
• Interfaces with raw setting files
• Promotes consistent settings
• Easy to update software
• Is a tool, not a complete solution, still requires 

some engineering and sanity checks



PRC-027 Area Coordination 
Reviews

• One of the standard’s requirements calls for 
performing a periodic relay system coordination review 
every six‐calendar years. 

• PCE has taken the approach of completely resetting all 
of its BES terminal so that they are up to modern 
criteria/philosophies “The Great Reset”

• 500-765kV complete, 345kV expected complete by end 
of 2022, 100-161kV complete by end of 2023

• Heavily proactive approach that requires a lot of 
resources, but will pay off in reducing risk and 
misoperations



Relay Failures

• Trending misoperation cause for AEP
• AEP still has a lot of Electromechanical relays 

that we are upgrading via capital projects
• Older first generation IED relays are now 

starting to reach the end of their lives and we 
are starting to proactively replace with newer 
hardware



Relay Failures

• IED relays from a particular vendor have 
periodically suffered from a memory 
corruption also referred to as a “bit flip” which 
results in the relay asserting protection 
elements during non-fault conditions.

• AEP has worked with this vendor to prevent 
future misoperations from “bit flips” by 
implementing a change in the relay firmware



Relay Settings Criteria / 
Philosophy Improvements

• No longer set phase or ground instantaneous 
overcurrents if distance elements are available

• Enhanced its directional settings guidance for 
carrier-based schemes that are  very reliant on 
correct direction assessments.  Rely heavily on 
negative sequence, force one common 
method at all terminals of line

• Increased carrier coordination timer to 24 
milliseconds for all carrier relays



Relay Settings Criteria / 
Philosophy Improvements

• Desensitize carrier forward ground 
overcurrent elements so that the schemes 
aren’t being tested as much.  The guidance is 
to try to set at 600 Amps primary and only 
reduce if you have sensitivity issues

• Delay carrier forward ground overcurrent 
elements by 8 cycles, to allow carrier forward 
ground distance elements to act first



Relay Settings Criteria / 
Philosophy Improvements

• Desensitize current differential schemes by 
settings at 5A secondary and only lowering if 
needed

• No longer use negative sequence differential for 
lines

• Moving towards all line schemes using individual 
currents and summing internally as opposed to 
externally

• Changed our capacitor bank design from 
ungrounded wye to grounded wye



CT Saturation

• Trending misoperation 
cause for AEP

• Often when dealing 
with multiple CTs that 
sum external

• Have not been 
consistent in past on 
how CT ratios are 
selected



Scoping CT Sizing Calculator

• PCE has developed a 
formal CT sizing 
calculator for scoping

• Helps get correct max 
ratio CTs ordered

• Identifies potential 
problems way in 
advance



Detailed CT Ratio Selection 
Calculator



Advanced Misoperation 
Metrics Dashboard



Advanced Misoperation 
Metrics Dashboard



Advanced Misoperation 
Metrics Dashboard



Advanced Misoperation 
Metrics Dashboard
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