CIP LOW IMPACT FROM THE GROUND UP

August 19t, 2025
CIP Low Impact Workshop

RF Offices, Independence, OH
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MEET THE PRESENTERS

David Sopata Ron Ross

Principal Reliability Principal Reliability

Consultant, Entity Consultant, Entity

Engagement, RF Engagement, RF

Lew Folkerth

Principal Reliability
Consultant, Entity
Engagement, RF

Chris Holmquest

Senior Reliability and
Security Advisor, Outreach
and Training, SERC
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PART 1 8:15-10:00
"

INTRODUCTION TO NERC AND THE
RELIABILITY STANDARDS - LEW

INTRODUCTION TO THE LOW IMPACT
STANDARDS - CHRIS

OVERVIEW OF COMPLIANCE STEPS - DAVE

IDENTIFYING YOUR CIP SENIOR MANAGER
(CIP-003 R3, R4) - RON



PART 2 10:15-

12:00
]

IDENTIFYING BES ASSETS CONTAINING LOW
IMPACT BCS (CIP-002) - RON

GOVERNANCE AND POLICY (LOW IMPACT
ONLY) - CHRIS
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PART 3 1:00-2:30
-]

DEVELOPING YOUR LOW IMPACT CYBER
SECURITY PLANS - LEW/RON
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PART 4 2:45-4:45
-]

CIP-012 - DAVE
CIP-014 - CHRIS

FUTURE STATE - -10,-11,-12, CATEGORY 2 -
CHRIS

QUALITY EVIDENCE/RSAW/ERT - LEW
CLOUD - LEW

WRAP-UP - REFERENCES, WEBINARS



Slido Questions!!!

* What is your Role within the Organization?

* How!"New" are you to NERC and NERC CIP*
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PART 1 8:15-10:00
7

INTRODUCTION TO NERC AND THE
RELIABILITY STANDARDS - LEW

INTRODUCTION TO THE LOW IMPACT
STANDARDS - CHRIS

OVERVIEW OF COMPLIANCE STEPS - DAVE

IDENTIFYING YOUR CIP SENIOR MANAGER
(CIP-003 R3, R4) - RON



INTRODUCTION TO NERC
AND THE RELIABILITY
STANDARDS

=+ Guiding entities through NERC

. CIP Standards for low impact

= BES Cyber Systems.

71"« Emphasis on practical advice
and discussion—not binding
Interpretations.

* We cannot tell you how to be
compliant.

FORWARD TOGETHER @ RELIABILITYFIRST



Electric Utilities Electric Utilities

/
Voluntary
Reliability

® . o @ Standards y ® ° . o ®
Regional ® — Regional
Reliabi!ity ® Reliabi!ity
1965 o COTCHS' o Capgdiqn o Co:ncns‘ o 2003
Northeast ° Participation ° Blackout

Blackout Recognized
1 1968 1 1981

National Electric Reliability Council  North American Electric Reliability Council

NERC NERC

FORWARD TOGETHER @ RELIAB

1965-2003



Energy )
Pofli% (’)A‘SCt gl Federal Energy Regulatory Commission (FERC)
0] S

2007 Electric Reliability Organization (ERO) l

North American Electric Reliability Corporation
NERC

Regional Delegation Agreements l

ERO
Enterprise

Regional
Entities

Compliance Monitoring and Enforcement Program l
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Electric Utilities
Present




FORWARD TOGETHER @ RELIABILITYFIRST

STANDARD FAMILIES

Topic Area Acronym Topic Area

Acronym

Resource and Demand Balancing Modeling, Data, and Analysis

Critical Infrastructure Protection Nuclear

Communications Personnel Performance, Training, and
Qualifications

Emergency Preparedness and Operations mProtection and Control

Facilities Design, Connections and Transmission Operations
Maintenance
Interchange Scheduling and Coordination INT Transmission Planning

Interconnection Reliability Operations and Voltage and Reactive
Coordination

Operations & Planning (O&P or 693) Standards

CIP (706) Standards




FORWARD TOGETHER @ RELIABILITYFIRST

FERC
Orders

Reliability Standards

Enforceable Components

Applicability

Effective Date
Requirements

Interpretations

NERC Glossary
of Terms

Reliability Standard
Implementation Plan

Not Enforceable
Purpose
Background
Measures
Guidelines & Technical Basis
Compliance
Etc.

Standards
Development
Process

COMPLIANCE

Compliance
Monitoring and
Enforcement
Program (CMEP)

Implementation
Guidance

CMEP Practice
Guides

Articles
Workshops
Tech Talk
Webinars
Websites
Training

Advice

NERC

Guidance

Policy

Reliability Standards Document Relationships



NERC CIP STANDARDS
(THE SECURITY PROTECTIONS)

CIP-002: Cyber Asset and Cyber System Categorization

CIP-003: Security Management Controls /\

CIP-004: Personnel and Training ' 4 s They are the only “mandatory and
CIP-005: Electronic Security Perimeters ! enforceable” cyber security
CIP-006: Physical Security of Cyber Systems standards and are the only explicitly
CIP-007: Systems Security Management OT cyber security standards publicly
CIP-008: Incident Reporting and Response Planning available.

CIP-009: Recovery Plans for Cyber Assets and Systems —

CIP-010: Configuration Management and Vulnerability Assessments

CIP-011: Information Protection

CIP-012: Communications between Control Centers

CIP-013: Supply Chain Risk Management

CIP-014: Physical Security (Critical substations and associated Control Centers)
CIP-015: Internal Network Security Monitoring
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The NERC CIP Standards establish a minimum-security framework that must
be implemented for all applicable Bulk Electric System Cyber Assets.




FOUNDATIONAL VS. ASPIRATIONAL

NIST CSF, NIST 800-53, IEC 62443, etc.

)

Great Performance

CIP Medium Impact

Compliance

4=
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E | Risk

Q| Reliability
O | Security
Q
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CIP Low Impact

|_
wn
(a4
m
>
=
-
m
<
—
L
o
o
L
I
=
L
O
O
-
(a]
a4
<
=
o
o
TR

Unacceptable Performance
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GOOD PERFORMANCE

Great Performance

NERC CIP - Baseline

Unacceptable Performance
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POOR PERFORMANCE

Great Performance

NERC CIP - Baseline .

Unacceptable Performance




DRIFT INTO FAILURE

Great Performance

NERC CIP - Baseline
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Unacceptable Performance
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Slido Questions!!!

What are the skillsets you are looking for in

an OT/IT professional?

What are. some characteristics o

Technology?

formation

What are some characteristics of Operational

Technology?
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DIFFERENCES BETWEEN IT AND OT

.

é Information Control

é Less sensitive to availability Very sensitive to availability

i Dynamic environment Static environment

é Shorter technology lifecycle Longer technology lifecycle

E Software errors are normal Software errors can kill people
§ Human errors are routine Human errors can kill people
o




WHAT IS OPERATIONAL TECHNOLOGY (OT)?
(PURDUE MODEL)

> Level 5 - Internet-facing systems

e Email servers, web servers

> Level 4 - Enterprise/business systems

e Email client, web browser, word processing, spreadsheets

> Level 3 - Operations systems

e Historian

> Level 2 - Supervisory control
e SCADA, DCS, HMI

> Level 1 - Control systems
e Milliseconds - Relays, RTUs, PLCs, Safety systems
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> Level 0 - Physical interfaces

e Temperature and pressure sensors, valve actuators, circuit breakers
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2002

2003

2006

2008

2008

2009
2010

First appearance of the standards that
would eventually become the CIP
Standards in Appendix G of a FERC
NOPR.

First standards approved as voluntary
“Urgent Action” standards.

Draft 4 of CIP version 1 approved by
NERC. Industry training begins.

FERC approves CIP Standards and
requires modifications. The required
modifications range from simple to
complex.

CIP version 1 becomes mandatory and
enforceable.

CIP audits begin.

CIP version 2 addresses the simple
FERC-required changes, acceptance of
risk, etc.

2010

2013

2015

2016

2017
2020
2022

2024
2028

CIP STANDARDS MAJOR MILESTONES

CIP version 3 adds visitor control
provisions.

FERC remands two Interpretations of the
CIP Standards.

CIP-014 adds physical security provisions
for major substations and Control
Centers.

CIP “version 5," the first major revision of
the CIP Standards, becomes enforceable;
CIP versions are no longer kept in sync.

Low impact provisions become effective.
CIP-013 adds supply chain requirements.

CIP-012 adds protection for data
transmission.

BCSI revisions permit limited use of cloud.

CIP-015 effective for network monitoring.
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PART 1 8:15-10:00
"

INTRODUCTION TO NERC AND THE
RELIABILITY STANDARDS - LEW

INTRODUCTION TO THE LOW IMPACT
STANDARDS - CHRIS

OVERVIEW OF COMPLIANCE STEPS - DAVE

IDENTIFYING YOUR CIP SENIOR MANAGER
(CIP-003 R3, R4) - RON
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https://www.nerc.com/news/Documents/NERCHistoryBook.pdf

The History of the
North American
Electric Reliability
Corporation
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° Helping Owners, Operators,
and Users of the Bulk Power System
J o I n at Assure Reliability and Security
for More Than 50 Years
o
s I I d o o Co By David Nevius
Senior Vice President 1979-2012
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IMPACT RATINGS

» The CIP impact ratings are a measure of th
risk of an asset’s BES Cyber Systems to ’&we
stability and reliability of the Bulk Electric
System (BES).

« High impact
« Large control centers (RC, BA, TOP, GO“)T

* Medium impact

* Large generators (GO)
« Large or high voltage substations (TO)
 Mid-size control centers (TOP, GOP)

* Low impact
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« Everything else




WHY “LOW IMPACT" MATTERS

« Aggregated risk: small systems can collectively

pose significant threats.

« Importance of securing even low-impact assets.

Review Report ~+ Low-impact systems can be pivot points for
NERC Low Impact Criteria Review Team L.
White Paper malicious actors.

October 2022
* Remote access is commonplace for low-impact

assets.

« See the Low Impact Criteria Review Report for
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more detail:

3353 Peachtree Road NE
Suite 600, North Tower
Atlanta, GA 30326

st el ol  NERC Low Impact White Paper



https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NERC_LICRT_White_Paper_clean.pdf
https://www.nerc.com/pa/comp/SupplyChainRiskMitigationProgramDL/NERC_LICRT_White_Paper_clean.pdf

CIP-003 OVERVIEW

« Establishes Management Buy-In and involvement

(Policies, processes, plans, procedures)
 States how you take security seriously

« There is an expectation of a compliance program

document that sets the tone of a strong culture of

M

SECURITY POLICY

compliance
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CIP-003 Security Management Controls

Specify consistent and sustainable security
management controls that establish responsibility and
accountability to protect BES Cyber Systems against
compromise.

» Establish responsibility and accountability.

> Include: Emergency procedures, accessibility to
procedure guidelines, a frequent review process
(minimum yearly basis), management involvement,
documentation of changes, information protection
policies, limited access (designating personnel),
and a clear cyber security policy.

» Designate a CIP Senior Manager who will act as
the liaison both internally, between departments,
and externally, and help formulate future CIP
program plans.

> Affects high, medium and low BES Assets

CIP-003 Low Impact Assets

Establish responsibility, accountability and plans to secure
Low Impact assets specified in CIP-003 Attachment 1



CIP-003 SECURITY
MANAGEMENT CONTROLS

Standard CIP-003 outlines the responsibilities critical to
safeguarding high and medium BES cyber systems from security

risks that could compromise the reliability of the BES.

« Stakeholders of BES assets are required to implement security
controls focused on:

* Training personnel on appropriate security implementations

* Maintaining electronic security perimeters

« Enforcing physical security of assets :
* Reporting security incidents and initiating appropriate i

Incident
response protocols l Response
« Safeguarding sensitive information associated with BES LOW IMPACT
assets CONTROLS
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» Creating cybersecurity awareness

* Documentation of all security controls will help streamline
the safeguards implemented across assets on the BES.




CIP-003 LOW IMPACT REQUIREMENTS

CIP-003-9 has specific requirements to protect Low Impact BES
Cyber Systems and requires that registered entities develop one or
more security plans that address each of these risk areas detailed in
Attachment 1:

« Section 1. Cyber Security Awareness

» Section 2. Physical Security Controls

e Section 3. Electronic Access Controls Firewalls

» Section 4. Cyber Security Incident Response

» Section 5. Transient Cyber Asset and Removable Media Malicious
Code Risk Mitigation

I‘riciidienit
! Response
« Section 6. Vendor Electronic Remote Access Security Controls LOW IMPACT
Additionally, requirement 1.2.6 requires a plan for declaring and CONTROLS

responding to CIP Exceptional Circumstances.
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More details on developing your security plans coming later in this
workshop.




GO/GOP CATEGORY 2

« Operates (GOP) or owns and maintains (GO) “non-BES inverter
based generating resources that either have or contribute to an
aggregate nameplate capacity of greater than or equal to 20
MVA, connected through a system designed primarily for
delivering such capacity to a common point of connection at a
voltage greater than or equal to 60 kV.” [NERC Rules of Procedure
Appendix 2, Definitions]

 lIdentification and registration of Category 2 GO/GOP entities is
underway.

« Standards needed for Category 2 are identified*. Some are in
development.
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*Reliability Standards Compliance Dates for Generator Owners &
Generator Operators



https://www.nerc.com/pa/Stand/202401%20Rules%20of%20Procedure%20Definitions%20Alignment%20GO/ComplianceDatesforGOs_GOPS.pdf
https://www.nerc.com/pa/Stand/202401%20Rules%20of%20Procedure%20Definitions%20Alignment%20GO/ComplianceDatesforGOs_GOPS.pdf
https://www.nerc.com/pa/Stand/202401%20Rules%20of%20Procedure%20Definitions%20Alignment%20GO/ComplianceDatesforGOs_GOPS.pdf

PART 1 8:15-10:00
"

INTRODUCTION TO NERC AND THE
RELIABILITY STANDARDS - LEW

INTRODUCTION TO THE LOW IMPACT
STANDARDS - CHRIS

OVERVIEW OF COMPLIANCE STEPS - DAVE

IDENTIFYING YOUR CIP SENIOR MANAGER
(CIP-003 R3, R4) - RON
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OVERVIEW OF THE COMPLIANCE STEPS

There is a certain order imposed on these steps by
the CIP Standards. For example, you don’t know
which set of cyber security policies you must
develop until you know the impact ratings of your
cyber systems.

The following slides are recommendations for the
order of developing your initial CIP compliance
program.

* Note... that this is just an overview, and each step in the

outline will receive its own section throughout the workshop.

N’ * Note... Each of the items marked with an asterisk (*) also
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contains a periodic element that will need to be reviewed on

an appropriate schedule.




DESIGNATE YOUR CIP SENIOR MANAGER

This should be done first because it is the CIP Senior

Manager who is responsible for all of the following
steps. (CIP-003 R3, Cyber Security — Security
Management Controls)

Should:

* Understand compliance responsibilities.

*  Know how to manage delegated tasks.
Responsible for:

Approving CIP policies *

« Approving List of BES Assets containing Low Impact BES
Cyber Assets *
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*  Ensuring compliance

Overseeing implementation




IDENTIFY YOUR PHYSICAL BES ASSETS

* |dentify your physical BES assets.

» Perform a preliminary classification of r =
your BES assets (CIP-002-5.1a -
Attachment 1, Cyber Security — BES
Cyber System Categorization)
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Note: As we move to the other steps, we will be revisiting and
updating this classification of BES Assets as we learn more and
gather more information about our BES Assets.
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DEVELOP AND APPROVE* CYBER
SECURITY POLICIES

(CIP-003-9 R1 Part 1.2, Cyber Security — Security
Management Controls):

« Cyber security awareness;
* Physical security controls;
 Electronic access controls;

« Cyber Security Incident response;

* Transient Cyber Assets and Removable Media Note: Developing Cyber Security Policies is not a

malicious code risk mitigation; and one and done process. They must be reviewed,

« Vendor Electronic Remote Access Security Controls — updated, and implemented and communicated on

an annual basis.
« Declaring and responding to CIP Exceptional

Circumstances.
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DEVELOP CYBER ASSET PROTECTION

STRATEGY

For each BES asset that contains a low impact BES
Cyber System, decide whether you will be protecting
all Cyber Assets at the BES asset or only the low
impact BES Cyber Systems at the asset (you can
make this determination for each BES asset):

* All Cyber Assets at the BES asset

* Develop™* the list of BES assets containing low

impact BES Cyber Systems (CIP-002-5.1a R1
Part 1.3, Cyber Security — BES Cyber System
Categorization).




CONTINUED- DEVELOP CYBER ASSET
PROTECTION STRATEGY

* Onlythe low impact BES Cyber Systems at the asset

» Develop* the list of BES assets containing low impact BES Cyber Systems (CIP-
002-5.1a R1 Part 1.3, Cyber Security — BES Cyber System Categorization).
|dentify all Cyber Assets associated with the BES asset.

« Develop* the list of low impact BES Cyber Systems at each BES asset. This list will

be needed later when you develop your physical and electronic access controls.

* Note... that, according to CIP-002-5.1a R1 Part 1.3 (Cyber Security — BES
Cyber System Categorization), you only need to identify the BES asset

containing the low impact BES Cyber Systems. This remains true, but since you
are not protecting all of the Cyber Assets at the BES asset, you must be able to
identify those Cyber Assets you are protecting (i.e., a discrete BES Cyber System

list is not required for low impact to demonstrate compliance. However, it
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should be done to know “what” you are protecting and "how".)




DEVELOP AND IMPLEMENT ONE OR MORE CYBER
SECURITY PLANS

« (CIP-003-9 R2, Cyber Security — Security
5 Management Controls). These plans
must include the Sections in CIP-003-9
Attachment 1:

« Cyber Security Awareness*

* Physical Security Controls

« Electronic Access Controls

« Cyber Security Incident Response*

» Vendor Electronic Remote Access Security
Controls
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* Transient Cyber Asset and Removable
Media Malicious Code Risk Mitigation




IF YOU OWN OR OPERATE A CONTROL
CENTER...

..per the NERC Glossary

def|n|t|on determine if you send or receive

= Real-time Assessment or Real-time monitoring
data to another Control Center. If so, you need
e to protect the data being communicated in

| accordance with CIP-012-2 ( Cyber Security -
& Communications between Control

Centers).
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Note... Regardless of BES Cyber System Impact
Rating, CIP-012 is applicable to Control Centers that
send or receive Real-time Monitoring/Assessment
data

NERC Glossary of Terms



https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
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PART 1 8:15-10:00
7

INTRODUCTION TO NERC AND THE
RELIABILITY STANDARDS - LEW

INTRODUCTION TO THE LOW IMPACT
STANDARDS - CHRIS

OVERVIEW OF COMPLIANCE STEPS - DAVE

IDENTIFYING YOUR CIP SENIOR MANAGER
(CIP-003 R3, R4) - RON
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#2071 969¢
Passcode:
tzy1n4

Slido Questions!!!

At what level within your organization does |
your CIP Senior Manager reside? ("Don't
Know" is an OK'response too.)
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WHAT MUST THE ORGANIZATION DO?

Identify a CIP Senior Manager
« Designate one individual by name as the CIP Senior Manager.
* Include a date of designation in the documentation.

Grant Responsibility and Authority
« Responsibility is not enough—authority must also be granted.
« CIP Senior Manager must have:
« The power to make decisions.
« Adequate resources (staff, budget).

Initial Implementation

The CIP Senior Manager must lead:
 Initial implementation of the NERC CIP program.

vl « Development of the program, if not already in place.
~ * Revisions as standards evolve or new ones apply.
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Ongoing Compliance
Compliance is a continuous process, not a one-time task.




WHAT SHOULD THE ORGANIZATION DO?

* A strong CIP compliance program is designed to
monitor the OT (Operational Technology) cybersecurity

program.

* Ensures that all security processes are carried out

properly and on time.

* The CIP Senior Manager should have authority over the
( OT cybersecurity program.
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WHO IS THE CIP SENIOR MANAGER?

Defined in the NERC Glossary of Terms

“A single senior management official with overall authority
and responsibility for leading and managing
implementation of and continuing adherence to the
requirements within the NERC CIP Standards, CIP-002
through CIP-011."

Responsible for:

« Approving CIP policies

_ « Approving List of BES Assets containing Low Impact
<. BES Cyber Assets
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* Ensuring compliance

« Overseeing implementation
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Understand compliance responsibilities.
« Know how to manage delegated tasks.

KEY QUALIFICATIONS
Must have the necessary resources and oversight

Senior-level authority in the organization.

capabilities.
Should

1SdI4ALIT1GVITIY @ 43H13IDO01l ddVMIOA



SELECTING THE RIGHT PERSON

Should be someone who:
* Has executive backing.
« Can influence cross-functional teams
(IT, OT, compliance, etc.).
Ideally in roles like:
 Director of Compliance
* IT/OT Executive

» Security Program Manager

* Plant Manager
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DELEGATION VS

Tasks can be delegated.

Accountability cannot!

The CIP Senior Manager:
* Must own the program.

* Isresponsible to regulators (NERC,
FERC, etc.).

Delegation changes must be documented
within 30 days of the change

ACCOUNTABILITY
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COMMON MISSTEPS

* Assigning someone too inexperienced
» Designation of a “non-senior” person

* Treating the role as a "checkbox"

» Lack of clarity in responsibilities

« Lack of authority for the role and

responsibilities




REQUIREMENTS AND BEST PRACTICES

« Formalize the appointment

« Regularly review roles and responsibilities,

especially if delegating
« Provide training and support

« Ensure visible executive support
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FINALLY...

The right CIP Senior Manager =

Stronger compliance posture.

This role sets the tone at the top and communicates

that tone to the organization (i.e., EVERYONE).
Make the decision carefully and intentionally.

For more information see Lew Folkerth’s Lighthouse article “CIP low impact from the
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ground up - Part 4, Identifying your CIP Senior Manager”

The Lighthouse: CIP low impact from the ground up - ReliabilityFirst



https://www.rfirst.org/resource-center/the-lighthouse-cip-low-impact-from-the-ground-up/
https://www.rfirst.org/resource-center/the-lighthouse-cip-low-impact-from-the-ground-up/
https://www.rfirst.org/resource-center/the-lighthouse-cip-low-impact-from-the-ground-up/
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PART 2 10:15-

12:00
]

IDENTIFYING BES ASSETS CONTAINING
LOW IMPACT BCS (CIP-002) - RON

GOVERNANCE AND POLICY (LOW IMPACT
ONLY) - CHRIS



WHAT IS AN IMPACT RATING?

Impact ratings measure the importance of assets to the
Bulk Electric System (BES).

CIP-002-5.1a defines three levels:

High: Major Control Centers

Medium: Large substations, large generators, some Control
Centers

Low: All other applicable BES assets

—
(92]
o
L
P
=
-l
m
<
-l
L
o
o
L
I
=
L
O
o
[
a]
o
<
=
o
O
(18




UNDERSTANDING LOW IMPACT RATINGS

Low impact = low effect on BES reliability/stability

However, can still cause significant local disruption

For example, Heathrow Airport substation outage

Impact ratings are contextual to BES reliability, not

public/industry impact
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BES CYBER SYSTEMS & PHYSICAL
ASSETS

Impact ratings technically apply to BES Cyber Systems

But in practice, discussed in terms of physical assets

CIP-002-5.1a Part 1.3:

Requires identification of physical assets with low

impact BES Cyber Systems
Does not require listing individual BES Cyber

Systems
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WHAT IS A BES CYBER SYSTEM?

Cyber Asset: "Programmable electronic devices, including the hardware, software,
and data in those devices. ”

Programmable electronic device (anything with a CPU)

BES Cyber Asset: "A Cyber Asset that if rendered unavailable, degraded, or
misused would, within 15 minutes of its required operation, misoperation, or non
operation, adversely impact one or more Facilities, systems, or equipment[...]."

BES Cyber System: “One or more BES Cyber Assets logically grouped by a

responsible entity to perform one or more reliability tasks for a functional entity.”

Examples:
Relay: Milliseconds impact g’

PLC controlling boiler: Seconds impact
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Billing meter: Not BES Cyber Asset




REDUNDANCY DOESN'T EXCLUDE IMPACT

* Do not discount Cyber Assets due to redundancy
e Even one operator console, if compromised, can be used maliciously

« Every Cyber Asset must be assessed on its potential impact

—
(92]
o
L
P
=
-l
m
<
-l
L
o
o
L
I
=
L
O
O
[
a]
o
<
=
o
O
(18




GROUPING BES CYBER ASSETS

|__.___|i A BES Cyber System = group of BES Cyber Assets

One per system

Grouping is flexible: Entire site
Any logical configuration
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Use CIP-002-5.1a Application Guide (esp. pg. 14) for
methodology




IDENTIFY & DOCUMENT LOW IMPACT ASSETS

\/ Create a list of assets with low impact BES Cyber Systems
Document your identification process

-4 Get approval from CIP Senior Manager
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Retain list and documentation for audits

1S $ SN




Slido Questions!!!

\ ~
\ /

Do you maintain an inventory of your
Low Impact-BES Cyber Systems/Cyber
Assets?
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CHOOSE YOUR
PROTECTION APPROACH

TWO OPTIONS:

1. PROTECT ENTIRE PHYSICAL ASSET

2. PROTECT ONLY LOW IMPACT BES CYBER
SYSTEMS

« Requires identifying those systems

(even if not required by standard)

e Needed for audit assurance and

effective protection
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ASSET-BY-ASSET

DECISIONS
-]

YOU MAY CHOOSE PROTECTION METHOD PER
ASSET

NO NEED TO APPLY ONE METHOD ACROSS
THE WHOLE ORGANIZATION

CONSIDER:
* Time sources (GPS clocks)
* Stability systems (PMUs)

« Other critical support devices



GENERATOR SEGMENTATION

gelgie[shpl=lE=lilolgi i o Use Impact Rating Criterion 2.1 for
> 1500 MW: segmentation

e ‘| essons Learned” document on
o i lecleM shared BES Cyber Systems

resources: » Generation Segmentation CMEP
Practice Guide
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https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-002-5.1_Generation_Segmentation_LL.pdf
https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-002-5.1_Generation_Segmentation_LL.pdf
https://www.nerc.com/pa/comp/guidance/EROEndorsedImplementationGuidance/CIP-002-5.1_Generation_Segmentation_LL.pdf
https://www.nerc.com/pa/comp/guidance/CMEPPracticeGuidesDL/ERO%20Enterprise%20CMEP%20Practice%20Guide%20-%20CIP-002-5.1a%20R1%20-%20Generation%20Segmentation.pdf
https://www.nerc.com/pa/comp/guidance/CMEPPracticeGuidesDL/ERO%20Enterprise%20CMEP%20Practice%20Guide%20-%20CIP-002-5.1a%20R1%20-%20Generation%20Segmentation.pdf
https://www.nerc.com/pa/comp/guidance/CMEPPracticeGuidesDL/ERO%20Enterprise%20CMEP%20Practice%20Guide%20-%20CIP-002-5.1a%20R1%20-%20Generation%20Segmentation.pdf

PART 2 10:15-

12:00
]

IDENTIFYING BES ASSETS CONTAINING LOW
IMPACT BCS (CIP-002) - RON

GOVERNANCE AND POLICY (LOW IMPACT
ONLY) - CHRIS
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GOVERNANCE AND POLICY

Compliance and Security are both continuous processes, NOT end states

5 CSECURITY.Y -

Can we state withlCedtaiadis that L compliant?

N

'

L
y
4

Can we state wit ( secure?

Tomorrow?
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POLICIES

“The term policy refers to one or a collection of written documents that
are used to communicate the Responsible Entities’ management
goals, objectives and expectations for how the Responsible Entity will
protect its BES Cyber Systems. The use of policies also establishes an
overall governance foundation for creating a culture of security and

compliance with laws, regulations, and standards.”
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Defined in CIP-003-6 Section A.6, Background




POLICY ORGANIZATION

* You may have one policy for your entire organization and for all required policy topics

* You may separate each required topic into its own policy

* You may have different policies for different asset types (e.g., control centers, generators,
substations).

As you can see, it's your choice!

We recommend an overarching Master Policy if you have multiple policies that:

 ldentify each individual policy POLICY

» Describe the applicability of each

» Describe how they cover all the required topics for ALL
required assets

« Communication is key*
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*Real-life example of issues with mis- or non-
communication




Slido Questions!!!

How are your policies structured
" in your organization?

Join at
slido.c
#2071 969
Passcode:
tzy1n4
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FOUNDATIONAL VS. ASPIRATIONAL

NIST CSF, NIST 800-53, IEC 62443, etc.

)

Great Performance

CIP Medium Impact

Compliance

4=
(-

)

E | Risk

Q| Reliability
O | Security
Q

£

CIP Low Impact
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Unacceptable Performance
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ABOVE VS “JUST AT" THE BASELINE

Policies can allow and encourage you to aspire to go above the baseline

Example 1:
* Your cyber security incident response plans must be tested once every 36 months for
low impact
* Isthat really adequate?
* You can state in your policy that you will have your incident response team receive
regular training and your response plan will be tested annually

Example 2 :
* Your Cyber Security Awareness program must reinforce cyber security practices every
15 months
* Isthat really adequate for your organization?
* You can state in your policy that you will reinforce your cyber security practices
every 3 months



DRIFT INTO FAILURE

Great Performance

NERC CIP - Baseline
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Unacceptable Performance




FORWARD TOGETHER () RELIABILITYFIRST

POLICY SUGGESTIONS

The golden rule: Do not simply replicate or paraphrase the language of the requirement!
We have seen entities state "All physical access to assets must be controlled” in a physical access policy.
A much better way to state this might be:

“Access to assets will be granted only on demonstrated and
documented need. Access to the control center will be by key
card and PIN. Access to substations will be by physical key, with
all keys managed by the Key Inventory Management Program.”

Advantages:
« States how you view the requirement and how you will
approach implementation
* No specifics such as vendor names are stated, as those
can change with time
* Risk to the protected systems is addressed, with higher
risk systems receiving greater protection

* The scope is also addressed 0

B S



SUMMARY

A well written cyber security policy will accomplish the following:

dransmission Lines Residential Meter

Articulate goals

Define objectives

State expectations

Encourage “"above the baseline” aspirations
Ensure consistency across facilities and
business units

This also clearly demonstrates a tone from the top that security and
compliance are high priorities for everyone and not options.

|_
wn
(04
n
>
=
-
m
<
-
L
o
o
L
u
=
L
O
O
-
(@]
o
<
=
o
O
TR




PART 3 1:00-2:30
-]

DEVELOPING YOUR LOW IMPACT CYBER
SECURITY PLANS - LEW/RON
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READING THE STANDARDS

« Make sure you're reading the correct version of the Standard

*  https://www.nerc.com/pa/Stand/Pages/ReliabilityStandards.aspx

* Inactive

« Subjectto Enforcement

« Subject to Future Enforcement

« Filed and Pending Regulatory Approval
« Pending Regulatory Filing

« Capitalized terms are defined in the NERC Glossary

*  https://www.nerc.com/pa/Stand/Glossary%200f%20Terms/Glossary of Terms.pdf

« Subjectto Enforcement
* Pending Enforcement
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» Filed and Pending Regulatory Approval
* Retired Terms



https://www.nerc.com/pa/Stand/Pages/ReliabilityStandards.aspx
https://www.nerc.com/pa/Stand/Pages/ReliabilityStandards.aspx
https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
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CYBER SECURITY PLANS
CIP-003 R2

If you have one or more assets containing low
impact BES Cyber Systems, you must:

« Develop, document and implement
« Atleast one cyber security plan

* For low impact BES Cyber Systems
* As specified in Attachment 1

“Note: An inventory, list, or discrete
identification of low impact BES Cyber Systems
or their BES Cyber Assets is not required. Lists
of authorized users are not required.”




CIP-003-9 ATTACHMENT 1

« Called into scope by R2

 Six Sections:

Cyber Security Awareness
Physical Security Controls
Electronic Access Controls

Cyber Security Incident Response

ok Wb -

Transient Cyber Asset and Removable Media Malicious Code Risk
Mitigation
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6. Vendor Electronic Remote Access Security Controls




CYBER SECURITY PLANS

E 2lvare * May have one plan to cover all low impact assets
< « May have multiple plans
2 PhyS
€ EIe Plan 3 « May group as needed or desired
= S4 « Each asset must have a plan for each of the six
0 IRP .
- Sections
o S5
< TCA . L
2 « May use plans from high or medium impact BES
O S6
VRA Cyber Systems

Notional low impact plan organization




A CHOICE

Asset-level protection BES Cyber System-level

protection
Implement physical or electronic Implement physical or electronic
access controls at the asset (plant, access controls at the device
substation, Control Center) level. (computer, relay, RTU, etc.) level.

GT1

Control

Control

House

GT2

—
wn
(04
n
>
=
-
o0
<
-l
1T}
o
3
1T}
u
=
1T}
O
O
=
(@]
4
<
=
o
o
TR

Te
/\ﬁ/\@ House




—
(92]
o
L
P
=
-l
m
<
-l
L
o
o
L
I
=
L
O
o
[
a]
o
<
=
o
O
(18

A CONTRADICTION?

BES Cyber System-level
protection

Must control access to each
low impact BES Cyber System
and electronic access control
system

Must know what and where the
systems are in order to protect
them

Must be able to provide
evidence of protection for each
system

No list of BES Cyber Systems
required

Auditors must have reasonable
assurance of compliance

Auditors cannot require a list of
systems

If auditors cannot obtain
reasonable assurance of
compliance, they will write a
violation based on non-
performance of Section 2 or
Section 3, not absence of list



SECTION 1

Each Responsible Entity shall
Cyber Security Awareness reinforce, at least once every 15
calendar months, cyber security
practices (which may include
associated physical security
practices).

* Awareness/reinforcement is not training

« Asset or group oriented, not individual
« Training is direct person-to-person or teaching-system-to-person

« Awareness/reinforcement may be direct or indirect (e.g., poster, email, etc.)
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SECTION 1

Cyber Security Awareness

* What you must do:

« Document that you have performed reinforcement of cyber security practices
(which may include physical security practices) at least once every 15 calendar
months.

« What you could do:
* You could fold it into your annual HR policy review.
* You could include a cyber tip in your pre-job safety briefings.

* You could get creative - posters, quizzes, even a “phish of the month” club.

* The key is to make it stick. If your team can't remember the last time they
heard about cyber security, it's time to rethink your approach.

—
(92]
o
L
P
=
-l
m
<
-l
L
o
o
L
I
=
L
O
o
[
a]
o
<
=
o
O
(18




SECTION 2

Physical Security Controls

Each Responsible Entity shall control physical access, based on need as determined by the
Responsible Entity, to

(1)

the asset or

the locations of the low impact BES Cyber Systems within the asset, and
(2)

the Cyber Asset(s), as specified by the Responsible Entity, that provide electronic
access control(s) implemented for Section 3.1, if any.
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SECTION 2

Physical Security Controls

* What you must do:

« Control physical access - preventive control

* Monitoring is a detective control and is insufficient to control

physical access by itself

* On an asset-by-asset basis, choose to either protect the asset as a

whole, or the individual BES Cyber Systems and electronic control
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systems within the asset

« Note that a Physical Security Perimeter (PSP) is not required
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SECTION 3

Electronic Access Controls (network)

For each asset containing low impact BES Cyber System(s) identified pursuant to CIP-002,
the Responsible Entity shall implement electronic access controls to:

3.1 Permit only necessary inbound and outbound electronic access as determined by the
Responsible Entity for any communications that are:

i. between alow impact BES Cyber System(s) and a Cyber Asset(s) outside the asset
containing low impact BES Cyber System(s);

ii. using a routable protocol when entering or leaving the asset containing the low
impact BES Cyber System(s); and

lii. not used for time-sensitive protection or control functions between intelligent
electronic devices (e.g., communications using protocol IECTR-61850-90-5

R-GOOSE).



SECTION 3

Electronic Access Controls (network)

v [l
GT1

Control

Internal to asset - out of scope
Internal to external - in scope

House

GT2
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SECTION 3

Electronic Access Controls (network)

* What you must do:
* Deny by default (implied)
« “[Plermit only necessary”

* How do you document what is necessary?
* Source & destination addresses

e Protocol
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e Business need




SECTION 3

Electronic Access Controls (network)

* What you should do:

« Firewall change management

e Periodic reviews

* Note that an Electronic Security Perimeter (ESP) is not required
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SECTION 3

Electronic Access Controls (dial-up)

For each asset containing low impact BES Cyber System(s) identified pursuant to CIP-002,
the Responsible Entity shall implement electronic access controls to:

3.2 Authenticate all Dial-up Connectivity, if any, that provides access to low impact BES
Cyber System(s), per Cyber Asset capability.
* What you must do:
 Use some form of authentication, such as:
» |D/password
» Dial-back mechanism.

« Dial-up is usually non-routable, but if the traffic is routable, you must also use a firewall
or filter.
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SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.1 |dentification, classification, and response to Cyber Security Incidents;

* What you must do:

« Develop a Cyber Security Incident response plan (CSIRP) for each asset containing a low impact
BES Cyber System - a single CSIRP may cover multiple assets, but each asset must have a CSIRP.

« Each CSIRP must contain provisions to identify Cyber Security Incidents.
« Each CSIRP must contain provisions to classify Cyber Security Incidents.
« Each CSIRP must contain provisions to respond to Cyber Security Incidents.
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SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.2 Determination of whether an identified Cyber Security Incident is a Reportable Cyber
Security Incident and subsequent notification to the Electricity Information Sharing and
Analysis Center (E-ISAC), unless prohibited by law;

* What you must do:

* Include provisions in your CSIRP to determine if a Cyber Security Incident meets the definition
of a Reportable Cyber Security Incident.

* Include provisions in your CSIRP to report a Reportable Cyber Security Incident to the E-ISAC.

« Ifthere are legal concerns about reporting to the E-ISAC, they must be documented in your
CSIRP.
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SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.3 |dentification of the roles and responsibilities for Cyber Security Incident response by
groups or individuals;

* What you must do:
* Your CSIRP must identify roles and responsibilities for the incident response team.

*  What you should do:

« Ensure your incident response team has all of the skill sets the team is likely to need.

* Anincident response team is a team. They need to practice their incident response skills and
they need to practice working as a team.



SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.4 Incident handling for Cyber Security Incidents;

* What you must do:
* Include incident handling provisions in your CSIRP.
* Ensure your CSIRP covers each BES Cyber System at the asset.

*  What you should do:

» Ensure your CSIRP covers likely threat scenarios (cyber threat intelligence can help with this).
« Ensure your CSIRP includes good practices from one or more of the reference sources.

References:
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls

https://www.cisa.gov/sites/default/files/2024-
08/Federal Government Cybersecurity Incident and Vulnerability Response Playbooks 508C.pdf
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.sans.org/white-papers/five-ics-cybersecurity-critical-controls
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf

SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.5 Testing the Cyber Security Incident response plan(s) at least once every 36 calendar
months by:
(1) responding to an actual Reportable Cyber Security Incident;
(2) using a drill or tabletop exercise of a Reportable Cyber Security Incident; or
(3) using an operational exercise of a Reportable Cyber Security Incident; and

* What you must do:

* Your CSIRP must include provisions to test the CSIRP at least once every three years. If
a CSIRP covers more than one asset, you do not need to test the CSIRP for each asset.

l_
wn
o
Z
>
l—
|
@
<
|
W
P
x
W
T
l—
L
O
0]
=
(@]
x
<
=
x
o)
L.

« If asingle CSIRP covers assets at multiple Registered Entities, you must test the CSIRP
for each Registered Entity.

* You must test a Reportable Cyber Security Incident to be considered a valid test.
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SECTION 4

Cyber Security Incident Response

Each Responsible Entity shall have one or more Cyber Security Incident response plan(s),
either by asset or group of assets, which shall include:

4.6 Updating the Cyber Security Incident response plan(s), if needed, within180 calendar
days after completion of a Cyber Security Incident response plan(s) test or actual
Reportable Cyber Security Incident.

* What you must do:

*  Your CSIRP must contain provisions for updating itself with lessons learned within 180
days of a test or actual response.

*  What you should do:
« Don'tletit go half a year. You'll forget what needs to be updated.

« Consider using a checklist for the major steps in the CSIRP. Leave space to note
suggestions for improvement. The completed and dated checklist can then become
your evidence of completion of the test.



Transient Cyber Assets and Removable Media

e Objective

Understand the risks and best practices for managing Transient
Cyber Assets (TCAs) and Removable Media (RM) for Low Impact

entities.
e Why It Matters

TCAs and removable media are common entry points for

malware and cyberattacks on critical infrastructure.

e Regulatory Context

CIP-003-8 mandates control of these devices for Low Impact

entities.
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Transient Cyber Asset (TCA)

A Cyber Asset that is:

—_
.

capable of transmitting or transferring executable code,

2. notincluded in a BES Cyber System,

3. not a Protected Cyber Asset (PCA) associated with high or medium impact BES Cyber Systems, and

4. directly connected (e.g., using Ethernet, serial, Universal Serial Bus, or wireless including near field or Bluetooth

communication) for 30 consecutive calendar days or less to a:
® BES Cyber Asset,

e network within an Electronic Security Perimeter (ESP) containing high or medium impact BES Cyber Systems,

or

e PCA associated with high or medium impact BES Cyber Systems. Examples of Transient Cyber Assets
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include, but are not limited to, Cyber Assets used for data transfer, vulnerability assessment, maintenance, or

troubleshooting purposes.
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Removable Media (RM)

Storage media that:

1. are not Cyber Assets,
2. are capable of transferring executable code, (o”
3. can be used to store, copy, move, or access data, and

4. are directly connected for 30 consecutive calendar days or less to a BES Cyber Asset, network
within an Electronic Security Perimeter (ESP) containing high or medium impact BES Cyber Systems,

or Protected Cyber Asset associated with high or medium impact BES Cyber Systems.

Examples of Removable Media include, but are not limited to, floppy disks, compact disks, USB flash

drives, external hard drives, and other flash memory cards/drives that contain nonvolatile memory.



RISKS OF TCAs &
REMOVABLE MEDIA

* Malware introduction (e.g., ransomware,

keyloggers)
 Unauthorized access or data exfiltration

* Propagation of threats to BES Cyber
Systems (BCS)

« Compliance violations and fines
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ISSUES SEEN WITH

TCA AND RM
]

» Third-party TCAs - entity does not ensure they are

being checked before use
* Documentation of TCAs and RM

* Training of personnel on use of RM and

implementation of processes
* Scanning TCAs - AntiVirus (AV) not up-to-date

« Vendor attestation that they performed the

requirements, but no verification from entity
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« Lack of scanning RM for those plugging into BCS

* Lack of retention of evidence for scans, such as forms,

screenshots, etc.




ISSUES SEEN WITH

TCA AND RM
]

» Scans of device that fails checks, entity lacks controls

to prevent bypassing failures for scanning TCAs or RM

» Lack of methods to mitigate introduction of malicious

code

« Lack of consistent and repeatable processes to do the
scanning and inspection, performing these duties

each time

« Entities that claim not to use RM (in policies, etc.), but
do use RM
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» Devices connected more than 30 days - compliance

Issues




BEST PRACTICES

« Create forms with directions - repeatability
* Record AV signature status

* When devices are plugged in, send an alert if possible - |EST "

\

compliance team can check logs to review those devices that
were plugged in - technical/procedural control and review if

the process to check the TCA or RM was followed

» Create a jJump host, i.e.a common area to plug into - provide

control over what is connecting

* Make it a part of the Job Safety Briefing - briefing before

entering or doing work at Low Impact locations
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« Asset management for TCAs and RM - know what you have




BEST PRACTICES CONTINUED

« Make sure AV is up-to-date; check AV every two weeks to a month

* Engine updates

* Knowing that AV is up-to-date is good, but also consider

"|ES

real-time monitoring

« Provide the log of the scan, in addition to a screenshot -
screenshots are usually not good by themselves, logs provide

more context

« Easiest way to show that AV is up-to-date can be a central
console showing agents checking in; reporting of TCAs -

patches and signatures; if not updated for two weeks, they
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contact person to let them know to update
« Supply screenshots from the TCA

» Use whitelisting

jﬁ ==,
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SECTION 6 (EFFECTIVE 4/1/2026)

Vendor Electronic Remote Access Security Controls

For assets containing low impact BES Cyber System(s) identified pursuant to CIP-002, that
allow vendor electronic remote access, the Responsible Entity shall implement a process to
mitigate risks associated with vendor electronic remote access, where such access has been
established under Section 3.1. These processes shall include:

6.1 One or more method(s) for determining vendor electronic remote access;

* What you must do:

* Include in your cyber security plan a provision for determining (detecting and
identifying) all remote access by a vendor.
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SECTION 6

Vendor Electronic Remote Access Security Controls

For assets containing low impact BES Cyber System(s) identified pursuant to CIP-002, that
allow vendor electronic remote access, the Responsible Entity shall implement a process to
mitigate risks associated with vendor electronic remote access, where such access has been
established under Section 3.1. These processes shall include:

6.2 One or more method(s) for disabling vendor electronic remote access; and

* What you must do:

* Include in your cyber security plan a provision for disconnecting existing vendor
remote access sessions and disabling future vendor remote access sessions.
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SECTION 6

Vendor Electronic Remote Access Security Controls

For assets containing low impact BES Cyber System(s) identified pursuant to CIP-002, that
allow vendor electronic remote access, the Responsible Entity shall implement a process to
mitigate risks associated with vendor electronic remote access, where such access has been
established under Section 3.1. These processes shall include:

6.3 One or more method(s) for detecting known or suspected inbound and outbound
malicious communications for vendor electronic remote access.
* What you must do:

* Include in your cyber security plan a provision for detecting malicious
communications during remote access by a vendor.
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PART 4 2:45-4:45
-]

CIP-012 - DAVE
CIP-014 - CHRIS

FUTURE STATE - -10,-11,-12, CATEGORY 2 -
CHRIS

QUALITY EVIDENCE/RSAW/ERT - LEW
CLOUD - LEW

WRAP-UP - REFERENCES, WEBINARS



IF YOU OWN OR OPERATE A CONTROL
CENTER... CIP-012-1

...per the NERC Glossary

definition, determine if you send or receive
Real-time Assessment or Real-time monitoring
data to another Control Center. If so, you need
to protect the data being communicated in
accordance with CIP-012-1 ( Cyber Security -
Communications between Control

Centers).
Note... CIP-012-2 is subject to future enforcementin 7/1/2026!
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Project 2016-02 Modifications to CIP Standards (CIP-012-1)
Project 2020-04 Modifications to CIP-012 (CIP-012-2)



https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202016-02%20Modifications%20to%20CIP%20Standards.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx
https://www.nerc.com/pa/Stand/Pages/Project202004ModificationstoCIP-012.aspx

WAIT... ARE YOU SURE | NEED TO DO THIS?

What Functional Entities does this
2
pplyto?

BA_|GOP |TOP

What type of data are we trying to
protect?

Real-time Assessment (RTA) and
Real-time monitoring data (RTM) transmitted

between Control Centers.
« Additional information on RTA and RTM data
can be found in TOP-003 and IRO-010
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WAIT... WHAT ARE WE CALLING A
CONTROL CENTER?

Subject to Enforcement

i . 5 i BOT FERC )
Continent-wide Link to Project i Effective .
Acronym | Adoption | Approval Definition
Term Page Date
Date Date
Control Center Project 2008-06 11/26/2012 [11/22/2013(7/1/2016 |One or more facilities hosting operating personnel that monitor and control

the Bulk Electric System (BES) in real-time to perform the reliability tasks,
including their associated data centers,|of: 1) a Reliability Coordinator, 2) a
Balancing Authority, 3) a Transmission Operator for transmission Facilities at
two or more locations, or 4) a Generator Operator for generation

Facilities at two or more locations.
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NERC Glossary of Terms



https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf

*PENDING FERC APPROVAL

Filed and Pending Regulatory Approval

BOT FERC

Continent-wide | Link to Project Acronvm | Adoption Effective Definition
Term Page ¥ P Approval Date
Date Date
Control Center Project 2021-03 12/10/2024 One or more facilities hosting operating personnel that monitor and

control the Bulk Electric System (BES) in real-time to perform the
reliability tasks)including their associated data centers,Jof: 1) a Reliability
Coordinator, 2) a Balancing Authority, 3) a Transmission Operator for
transmission Facilities at two or more locations, or 4) a Generator
Operator for generation Facilities at two or more locations.

DR

One or more facilities of a Transmission Owner that have the capability to
control transmission Facilities at two or more locations in real-time using

Supervisory Control and Data Acquisition (SCADA), including their
associated data centers, and excluding field Cyber Assets used for
telemetry.
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NERC Glossary of Terms

Project 2021-03 CIP-002 - ** Keep and eye on this!!



https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
https://www.nerc.com/pa/Stand/Glossary%20of%20Terms/Glossary_of_Terms.pdf
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx
https://www.nerc.com/pa/Stand/Pages/Project%202021-03%20CIP-002%20Transmission%20Owner%20Control%20Centers.aspx

GENERAL CYBER SECURITY PRINCIPALS

IT Cyber Security Triad OT Cyber Security Triad

Confidentiality Integrity Availability

Integrity Availability Confidentiality
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CIP-012-1 VS CIP-012-2

IT Cyber Security Triad CIP-012-1 OT Cyber Security Triad

Confidentiality Integrity ?

“Purpose: To protect the confidentiality
and integrity of Real-time Assessment
and Real-time monitoring data
transmitted between Control Centers.”

Integrity Availability Confidentiality
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Note.... Availability of redundant and diversely routed data exchanges is also addressed in TOP-001.
However CIP-012-2 goes a bit further.
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CIP-012-1 VS CIP-012-2

IT Cyber Security Triad CIP-012-2 OT Cyber Security Triad

Confidentiality Integrity Availability

“"Purpose: To protect the confidentiality,
integrity, and availability of Real-time
Assessment and Real-time monitoring data
transmitted between Control Centers.”

Integrity Availability Confidentiality
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WHAT DO | NEED TO DO IN CIP-012-17?

First you Must have a Plan...

“R1. The Responsible Entity shall implement, except under CIP Exceptional
Circumstances, one or more documented plan(s) to mitigate the risks posed by
unauthorized disclosure and unauthorized modification of Real-time Assessment and
Real-time monitoring data while being transmitted between any applicable Control
Centers. The Responsible Entity is not required to include oral communications in its

plan. The plan shall include:”

CIP-012-1



https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
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WHAT DO | NEED TO DO IN CIP-012-17?

You then MUST do the following:

“1.1. |dentification of security protection used to mitigate the risks posed by unauthorized
disclosure and unauthorized modification of Real-time Assessment and Real-time monitoring

data while being transmitted between Control Centers; “

“1.2. |dentification of where the Responsible Entity applied security protection for transmitting

Real-time Assessment and Real-time monitoring data between Control Centers; and”

“1.3. If the Control Centers are owned or operated by different Responsible Entities,
identification of the responsibilities of each Responsible Entity for applying security protection
to the transmission of Real-time Assessment and Real-time monitoring data between those

Control Centers.”

CIP-012-1



https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
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COMMON TOPOLOGIES WHERE YOU
MAY FIND RTA/RTM

Let's take a look at some common examples used by
registered entities where Real-time Assessment and
Real-time monitoring data (RTA/RTM) is being

Between Primary and
transmitted between Control Centers. Backup Control Centers

In this first diagram we see a traditional

Primary/Backup Control Center layout where each

Control Center has its own data center. If the red . _
communication link supports the transmission of

RTA/RTM data (highly likely) then that link will be in
scope for CIP-012.



COMMON TOPOLOGIES WHERE YOU MAY FIND
RTA/RTM

Between Control Centers and BES

Facilities
* In this next example two Control
Centers are communicating with

BES facilities, and if the data being
transmitted is RTA/RTM data then

both red communication links will

be in scope for CIP-012.
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COMMON TOPOLOGIES WHERE YOU MAY FIND
RTA/RTM

Between Control Centers and BES

Associated Data Centers

N v
rd Y

What about a Control Center with

an associated yet geographically

FPE

Internet/ Data Center

Control Center Telco/ISP Alpha
Alpha

separate data center? Again, it is

.
i

almost certain that RTA/RTM data
is being transmitted and as such
the communications link must be

protected.



—
wn
(04
n
>
=
-
o0
<
-l
1T}
o
3
1T}
u
=
1T}
O
O
=
(@]
4
<
=
o
o
TR

COMMON TOPOLOGIES WHERE YOU MAY FIND
RTA/RTM

In many cases, two entities will be
connected with a communications link
to allow the transmission of RTA/RTM
data. It is important to note that the
responsibility for security protections
lies with both registered entities and it is
strongly encouraged that these two
entities collaborate and share the

protections with each other.

Between two different Entities Control
Centers and BES Associated Data Centers

Backup Control Center




HOW DO WE PROTECT THE
DATA/COMMUNICATION LINKS?
After identifying what we need to protect, we must identify how we will

protect it.

« There are no mandated ways on how to protect it.
 Two common ways:
« Physical Protection
« Physical Access Control (for endpoint devices)

« Conduit (for physical data links)

—
(92]
o
L
P
=
-l
m
<
-l
L
o
o
L
I
=
L
O
O
[
a]
o
<
=
o
O
(18

* Logical Protection

* Encryption (could be the data itself or encryption for the data links)




WHOSE LINE IS THIS ANYWAYS?

In 1.3, if you are sharing a data link you will need to have agreements of how

you and the other entity will be protecting the data and data link.

* Make sure to agree on who will be N

managing the devices that control the

data and data link.

?
*  You must document who is responsible
for what
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A PICTURE IS WORTH A THOUSAND WORDS

You will likely need to have 1 or more diagrams to help communicate and

Control Center
Alpha

* Must document what your controls are,

what is being implemented for your

environment, and identifying what your

organization is responsible for Router A

« Could have multiple diagrams to help
communicate different security

protections
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e Other documentation could be

configurations and agreements.




CHANGES IN CIP-012-27

R1.....”The Responsible Entity is not required to include oral communications in its plan.”

1.3. “Identification of method(s) used to initiate the recovery of communication links used to

transmit Real-time Assessment and Real-time monitoring data between Control Centers; “

1.4. "Identification of where the Responsible Entity implemented method(s)as required in Parts

1.1 and 1.2;"

CIP-012-2
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https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-2.pdf
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PART 4 2:45-4:45
-]

CIP-012 - DAVE
CIP-014 - CHRIS

FUTURE STATE - -10,-11,-12, CATEGORY 2 -
CHRIS

QUALITY EVIDENCE/RSAW/ERT - LEW
CLOUD - LEW

WRAP-UP - REFERENCES, WEBINARS



WHAT ABOUT CIP-0147?

« CIP-014 Applies to Transmission Owners and Transmission

Operators ONLY

* TOs must assess their BES assets according to the CIP-002

criteria in Attachment 1

* The applicability parts in CIP-014 directly match the criteria
24,25 2.6,and 2.7 in CIP-002*

«  HOWEVER: CIP-014 has nothing to do with cyber assets!

* You can have a substation with no cyber assets that

|_
(92]
o
n
>
=
-
1]
<
-
w
o
o
]
I
=
w
O
O
-
]
o
<
=
o
o
L

can be in scope for CIP-014




APPLICABILITY CRITERIA

CIP-014 CIP-002

4.1.1 Transmission Owner that owns a Transmission station or Transmission
substation that meets any of the following criteria:
4.1.1.1 Transmission Facilities operated at 500 k or higher. For the purpose 2.4. Transmission Facilities operate.d at 500 I.<V or h|ghefr. For the purpo.se .of this f:.rltenon,.
of this criterion, the collector bus for a generation plant is not the collector bus for a generation plant is not considered a Transmission Facility, but is

considered a Transmission Facility, but is part of the generation part of the generation interconnection Facility.

i i ility.
interconnection Facility 2.5. Transmission Facilities that are operating between 200 kV and 499 kV at a single

4.1.1.2Transmission Facilities that are operating between 200 kV and 499 kv station or substation, where the station or substation is connected at 200 kV or higher

at a single station or substation, where the station or substation is

connected at 200 kV or higher voltages to three or more other voltages to three or more other Transmission stations or substations and has an
Transmission stations or substations and has an "aggregate weighted "aggregate weighted value" exceeding 3000 according to the table below. The

value" exceeding 3000 according to the table below. The "aggregate ¢ 3 "aggregate weighted value" for a single station or substation is determined by
weighted value” for a single station or substation is determined by summing the "weight value per line" shown in the table below for each incoming and
summing the "weight value per line” shown in the table below for — each outgoing BES Transmission Line that is connected to another Transmission

each incoming and each outgoing BES Transmission Line that is clsons Sl . going K L

connected to another Transmission station or substation. For the — station or substation. For the purpose of this criterion, the collector bus for a

purpose of this criterion, the collector bus for a generation plant is 9
not considered a Transmission Facility, but is part of the generation It S a
interconnection Facility.

generation plant is not considered a Transmission Facility, but is part of the generation
interconnection Facility.

Voltage Value of a Line Weight Value per Line M atCh ! Voltage Value of a Line Weight Value per Line
less than 200 kV (not (not applicable) less than 200 kV (not applicable) (not applicable)
applicable) 200 KV to 299 KV 700
200 kV to 299 kV 700
300 kV to 499 kV 1300
300 kV to 499 kV 1300
500 kV and above 0 500 kV and above 0
2.6. Generation at a single plant location or Transmission Facilities at a single station or
4.1.1.3 Transmission Facilities at a single station or substation location that substation location that are identified by its Reliability Coordinator, Planning
are identified by its Reliability Coordinator, Planning Coordinator, or Coordinator, or Transmission Planner as critical to the derivation of Interconnection

Reliability Operating Limits (IROLs) and their associated contingencies.
Transmission Planner as critical to the derivation of Interconnection

Reliability Operating Limits (IROLs) and their associated 2.7. Transmission Facilities identified as essential to meeting Nuclear Plant Interface
contingencies‘ Req Uirements.
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4.1.1.4 Transmission Facilities identified as essential to meeting Nuclear Plant
Interface Requirements.

4.1.2 Transmission Operator.




EXPECTATIONS?

« Use your CIP-002 assessment as reference

« Butremember, CIP-014 has nothing to do with cyber
assets! A

« Determine if you have any assets that meet the CIP-014 ‘
criteria

* If none, document that you have no assets that fall under -

the applicability criteria for CIP-014

« TO's should have a control to make sure the list stays
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accurate

« TOPs should have controls to respond to call from TOs if

their control center is identified by a TO
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TIMING

Timeline

R2.2 - Third
party
verification

IS EVERYTHING

R2.3 - Address
verification
recommendations
and perform
YES-60Days— o odifications or
document
technical reasons
NO -7 Days for not modifying
¥
R3 - Notice
to operators |
of control e :
centers

| R4 - Evaluation of [
threats and
I vulnerabilities of |
| physical attack

| ! -

I R5 - Security Plan i

90 Days
.

R6.2 - Third party
review of
evaluation and
security plan(s)

Recommends

CIP-014-1 — Physical Security Process Flow

|
I- Days = Calendar Days !
I
I- Initial performance of R1 must 1\
\be complete on or before the 1‘
leffective date of the standard. |
I_R2 completion is contingent |
jupon whether verification 1‘
Irecommends modification. I
:rf no, R2 is complete upon “
Iverification completion in R2.2. If|
:yes, R2 is complete upon |
jperforming R2.3. }
I-R2 can be performed |
jconcurrently with R1 j
I- R6 can be performed \
Ecnncurr(-:'nth[_\m.'ith R4 and RS \

[ gpoingota gt Bt ol oty ol P B

Review

qodification?

YES - 60 Days—»|

NO

R6.3 - Address review
recommendations and
perform modifications
or document reasons
for not modifying

END

CIP-014 has many timing issues

that can be tricky

Use the process flow chart in the

standard!

Pay attention to triggers
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PART 4 2:45-4:45
-]

CIP-012 - DAVE
CIP-014 - CHRIS

FUTURE STATE - -10,-11,-12, CATEGORY 2 -
CHRIS

QUALITY EVIDENCE/RSAW/ERT - LEW
CLOUD - LEW

WRAP-UP - REFERENCES, WEBINARS



Slido Questions!!!

How many versions of CIP-003 are'i
development past version 8

Join at
slido.c
#2071 96
Passcode:
tzy1n4
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WHAT'S THE DEAL
WITH CIP-0037?
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TODAY - VERSION 8

-

SECURITY POLICY

'y 4 .
» Establishing Management Buy-In anﬂme‘ﬁt (Policies, processes,

plans, procedures)

e State how you take security seriously

* There is an expectation of a compliance program document that sets
the tone of a strong culture of compliance
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 This includes a section for Low Impact Assets




CIP-003-8 LOW IMPACT
REQUIREMENTS

CIP-003-8 has specific requirements to protect Low Impact BES Cyber Systems
and requires that Registered Entities develop one or more security plans that
address each of these risk areas detailed in Attachment 1:

Section 1. Cyber Security Awareness

» Section 2. Physical Security Controls

« Section 3. Electronic Access Controls Firewalls

» Section 4. Cyber Security Incident Response

I

» Section 5. Transient Cyber Asset and Removable Media Malicious Code I
Risk Mitigation : = g

) Incident
Additionally, requirement 1.2.6 requires a plan for declaring and : Respanse

responding to CIP Exceptional Circumstances. LOW IMPACT
CONTROLS

Fences

More details on developing your security plans coming later in this workshop.
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NERC

NORTH AMERICAN ELECTQICE F F E C T I

RELIABILITY CORPORATION

The new standard, entitled Reliability Standard CIP-003-9, will require responsibkle entities
to include the topic of "vendor electronic remote access security controls" in their
cybersecurity policies and have methods for determining and disabling |
electronic remote access (New Requirement: 1.2.6 and New Section 6 in Attachment 1).

1. Requires entities to include the topic of "vendor electronic remote access security
controls" in their cyber security policies

2. Requires entities with assets containing low-impact BES cyber systems to have
methods for determining and disabling vendor electronic remote access

3. Requires entities with assets containing low-impact BES cyber systems to have
methods for detecting malicious communications for vendor electronic remote access

FORWARD TOGETHER @ RELIABILITYFIRST



NERC

HORTH AMERICARN ELECTRIC
RELIABILITY CORPORATION

Why are there new versions on the horizon? (CIP-003-

10,11,12) \\\

NERC assembled a cybersecurity team (LICRT - Low Impact Criteria Review
Team) to study potential threats and risks posed by a coordinated cyber attack
on Low Impact BES Cyber Systems and FERC issued an order to mitigate these
risks.

NERC Project page for the modifications:
Project 2023-04 Modifications to CIP-003 (nerc.com)

FORWARD TOGETHER @ RELIABILITYFIRST

Tom Alrich article on CIP-003 changes:
Are you confused about what's going on with NERC CIP-003? If not, you should
be... | Energy Central



https://www.nerc.com/pa/Stand/Pages/Project-2023-04-Modifications-to-CIP-003.aspx
https://www.nerc.com/pa/Stand/Pages/Project-2023-04-Modifications-to-CIP-003.aspx
https://www.nerc.com/pa/Stand/Pages/Project-2023-04-Modifications-to-CIP-003.aspx
https://www.nerc.com/pa/Stand/Pages/Project-2023-04-Modifications-to-CIP-003.aspx
https://www.nerc.com/pa/Stand/Pages/Project-2023-04-Modifications-to-CIP-003.aspx
https://energycentral.com/c/iu/are-you-confused-about-what%E2%80%99s-going-nerc-cip-003-if-not-you-should-be%E2%80%A6
https://energycentral.com/c/iu/are-you-confused-about-what%E2%80%99s-going-nerc-cip-003-if-not-you-should-be%E2%80%A6
https://energycentral.com/c/iu/are-you-confused-about-what%E2%80%99s-going-nerc-cip-003-if-not-you-should-be%E2%80%A6
https://energycentral.com/c/iu/are-you-confused-about-what%E2%80%99s-going-nerc-cip-003-if-not-you-should-be%E2%80%A6

NERCSUMMARY OF POTENTIA

CIP-003- (VERSIONS 9 T

HORTH AMERICARN ELECTRIC
RELIABILITY CORPORATION

The evolution of CIP-003 from version 9 through version 12 reflects twe.parallel
efforts to enhance cybersecurity for low impact BES Cyber Systems (BCS):

*CIP-003-10 (Project 2016-02): Introduced support for virtualization by defining Virtual Cyber Assets (VCA)
and Shared Cyber Infrastructure (SCI). It also established the broader term Cyber System to encompass
traditional Cyber Assets, VCAs, and SCI.

*CIP-003-11 (Project 2023-04): Focused on refining criteria for low impact BCS based on the Low Impact
Criteria Review Team'’s recommendations. It introduced SCI into Attachment 1, Section 3, clarifying that SCI
supporting low impact BCS must meet the same access control requirements.

*CIP-003-12: A combined version integrating changes from both CIP-003-10 and CIP-003-11. It aligns
terminology (e.g., consistent use of acronyms like BCS) and formally incorporates SCI and Cyber System
definitions to support virtualization environments.

FORWARD TOGETHER @ RELIABILITYFIRST



VERSIONS 10 TO 12 SUMMARY

Virtual systems (like virtual machines)
will be clearly supported and secured.

eShared Cyber Infrastructure (SCI)
must follow the same protections.

eNew consistent terminology (e.g.,
'Cyber System') makes the standard
easier to follow.
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NERC SUMMARY OF CHANGES DOCUMENT

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Summary of Changes

Project 2023-04 Modifications to CIP-003
Reliability Standard CIP-003-11 and CIP-003-12

Background
Two drafting teams (2016-02 and 2023-04) were simultaneously working on modifications to CIP-
003-9, the approved version of CIP-003 that included the low impact supply chain revisions.

e Project 2016-02 adding virtualization and other conforming changes to CIP-003-9.
e Project 2023-04 adding the recommendations from the Low Impact Criteria Review Team
(LICRT) report.

Project 2016-02’s work passed final ballot and was approved by the NERC Board in May, 2024 and
became CIP-003-10 while Project 2023-04 was still in progress and became CIP-003-11. However,
both were still based on the CIP-003-9 version.

Project 2023-04 is therefore also producing CIP-003-12, which is for illustrative purposes to show a
combination of the -10 and -11 versions into one. In summary:
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e Project 2016-02 changed -9 to create -10
e Project 2023-04 changed -9 to make -11
* Project 2023-04 has combined -10 and -11 to create -12

2023-04 Summary of Changes V11-V12 061224.pdf (nerc.com)



https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04_Summary%20of%20Changes%20V11-V12_061224.pdf
https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04_Summary%20of%20Changes%20V11-V12_061224.pdf
https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04_Summary%20of%20Changes%20V11-V12_061224.pdf
https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04_Summary%20of%20Changes%20V11-V12_061224.pdf
https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04_Summary%20of%20Changes%20V11-V12_061224.pdf
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QUALITY EVIDENCE

« Evidence can be considered the culmination of your compliance program

« Poor evidence can appear sloppy, haphazard, or incomplete - even when

none of those words apply to your compliance program

e Just as a resume is the summary of your career in a job interview, so your

evidence is the summary of your compliance program

 |deally, quality evidence submitted in advance to an audit team can greatly

reduce or even eliminate the need for an on-site audit
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« Conversely, poor evidence can lead to adverse audit findings, even if the

underlying work has been done properly and on time




WHY EVIDENCE?

« Auditteams need to obtain reasonable L e

assurance of your compliance with the

Standards FEBRUARY 2024
GOVERNMENT
« Reasonable assurance is obtained by AUDITING
STANDARDS
examining sufficient, appropriate evidence 2024 REVISION

* Detailed in Generally Accepted

Government Auditing Standards, available

GAD-24-106786
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at: http://www.gao.gov/yellowbook



http://www.gao.gov/yellowbook

SUFFICIENT EVIDENCE

 Sufficiency is a measure of the quantity of evidence needed to support the

audit findings
« Appropriateness is a measure of the quality of evidence

« These two characteristics are related: when evidence is of higher quality, a

lesser quantity is needed to support the audit findings
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APPROPRIATE EVIDENCE

« Relevant

« Relevant evidence is evidence that has a direct relationship with the Reliability

Standard and requirement being audited

 Valid

« Valid evidence means the evidence is a meaningful measure of the tasks

performed to achieve compliance with the subject being audited

e Reliable
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« Reliable evidence refers to the consistency of evidence in demonstrating

compliance




TYPES OF EVIDENCE

* Physical
« Physical evidence is obtained by direct observation by the audit team. This

could be a walkthrough of a physical facility. It might also be a live
demonstration of a real-time capability such as response to an alarm.

e Testimonial

« Testimonial evidence is generally only used at a compliance audit for
attestations and is considered the weakest form of evidence. Usually, an
attestation will be used to document a negative, such as having no Reportable
Cyber Security Incidents. Your subject matter experts (SMEs) may be
interviewed by the audit team to explain the documentary evidence, but they
will not be delivering sworn testimony.

* Documentary
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« Documentary evidence may be written policies, plans, processes, procedures,
or other types of documents. It may also be evidence that a task has been
carried out.




CHEAT SHEET 1

Questions your documentary evidence should answer:
Is the document credible?

nat task was performed?

no performed the task?

ny was the task performed?

nich assets were affected by the task?

nen was the task performed?

ho authorized the task?

nat was the state of the asset before the task was performed?

=S zzzz=z=zz=
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nat was the state of the asset after the task was performed?

Was the result of the task reviewed, and if so, when and by whom?




WEAK EVIDENCE

Jane Smith is hereby designated as the CIP Senior Manager.
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Jane Smith, Vice President of Operations, is hereby designated as the
CIP Senior Manager for Nosuch Generation, LLC, NCR98765, effective
September 19, 2023.

Signed,

R. € [weol.

R. C. Lincoln, CEO

MNOSUCH CEMERATION, 125 Arvy Stroet
LLT

FORWARD TOGETHER @ RELIABILITYFIRST

QUALITY EVIDENCE
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CHEAT SHEET 2A

Lew Folkerth’s advice for keeping consistent quality for various types of documents you might use as
evidence:

Document Evidence

Develop a standard template for this type of document that includes the
document title, document revision number and date, company name or logo,

Pc|>||c:|es, applicable NCR numbers if you have multiple registrations, the person or group

grzrclzselsses responsible for.the document content, a.m.d thg person, group or asset type the

nd ’ docgment applies to. Keep detailed revision hIS.tC.)I’IeS and effective dates for each

B version pf the document. For cyber security pc?I|C|es per CIP-003, ma|.<e sure the
CIP Senior Manager's approval of each policy is clear and accompanied by the
date of approval.

:itrilc())r(mjsl,csuch Datgd documentation of actions performed is.parti.cularly important for periodic

Do asse’lt st requirements. Ensure your documents clearly identify the action taken and the

: resulting changes, if any.
reviews 9 9 y
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CHEAT SHEET 2B

Lew Folkerth’s advice for keeping consistent quality for various types of documents you might use as
evidence:

Document Evidence
Some of the CIP Standards require action based on a triggering event, such as

Event- . . : :

. incident response to a Cyber Security Incident, or a malware check for a Transient
triggered N £ acti d th hockli
IR Cyber Asset. For these types of actions, | recommend that you use a checklist to
as incidlent ensure each required step of the applicable process or plan is performed. The
eSONSE checklist, when appropriately completed, signed, and dated, becomes your

X evidence of implementing the steps in your process or plan.
For ongoing actions, such as managing a firewall ruleset to control electronic
Ondoin access to a Bulk Electric System asset, | suggest using a combination of change
901ngd control and periodic review. The change control process will ensure that access
actions, such . . .
control is not compromised by an unauthorized change, and the completed
as access . . . . L . .
control change control tickets will document this ongoing effort. The periodic review will

ensure that old information is purged and current information is adequately
documented.



CHEAT SHEET 2C

Lew Folkerth’s advice for keeping consistent quality for various types of documents you might use as

evidence:
Document Evidence
General All documentary evidence should identify your company, should carry a date,

and should be page numbered to show that the document is complete, and

considerations =
no pages are missing.
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RSAWS

e The Role of the RSAW

« Organizes transmittal of evidence and compliance approach to the audit team

« Record keeping tool for the audit team
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RSAWS
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Navigation

HEADINGS PAGES RESULTS

Applicability of Requirements
Findings
Subject Matter Experts

b R2Part2l
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Auditor Notes:
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Regulatory Language
Revision History for RSAW

+| Navigation Pane
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erify all Interactive Remote Access sessions require multi-factor
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Select Section



EVIDENCE REQUEST TOOL

A B C D
1
Detail Tab . _
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EVIDENCE REQUEST TOOL
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POTENTIAL CLOUD DRIVERS FOR OT

Safety - Keep people and equipment from harm

Reliability - Not letting problems happen
Geographic diversity
Multiplicity of physical hardware, data centers,
regions

Resilience - Recovering swiftly and smoothly if
problems occur
Not all eggs in one basket - or even two baskets'

Multi-cloud failover - Infrastructure as Code
permits creation of an entire data center in
seconds or minutes

Ukrenergo: we couldn't survive

without the cloud
December 12, 2022 | CEE Multi-Country News Center

Thttps://news.microsoft.com/en-

cee/2022/12/12/ukrenergo-we-couldnt-
survive-without-the-cloud/
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POTENTIAL CLOUD DRIVERS FOR OT

Security - Ensuring availability, integrity and confidentiality
Data centers become a less attractive target
CSP provides physical and basic network security

- The ability to enhance available resources on demand
Adjust resource usage based on need - expand for peaks, then contract

Flexibility - Access to new technologies as they become available to the
industry

Staffing - Use of cloud services can enable entity skilled staff to focus on the
most important aspects of their jobs

Preparing for the future - existing services (work management, network
monitoring, etc.) are moving (or have moved) their primary, most feature-rich,
versions to cloud-only services - will this eventually happen to SCADA, etc.?



CLOUD CHALLENGES FOR OT

Operational Challenges
Safety
Availability
Focus of cloud is on capability and cost, not high availability
Latency
Measure of the delay from data generation to data consumption
Mobile Access

Cloud services are easily accessed from mobile devices - this is a problem for Control
Centers and other CIP assets
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CLOUD CHALLENGES FOR OT

Financial Challenges
On-premise systems - capital
Cloud - operating

Security Challenges
Cyber
Shared infrastructure - data leakage
Public exposure of information or services
Data sovereignty - privacy laws
Physical

How to ensure cloud services clients reside only within a PSP?

EMP/GMD Hardening

Are cloud providers prepared for these events?
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CLOUD CHALLENGES FOR OT

Compliance Challenges
New standards will be required
Risk-based standards will be required
Requires a mature approach to Standards
Can't get by with a letter-of-the-law approach
Must have compliance fully integrated into operational processes
Auditing concerns
Reasonable assurance
Sufficient, appropriate evidence
Internal controls will be much more important
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THE PRESENT DILEMMA

Present CIP standards are device based

Cloud offerings are service-based

BCSl issue - cloud admins can access everything
Availability

Data sovereignty (Data geography)

Resource aggregation under one supplier

Jurisdiction - can’t audit CSPs



THE PATH FORWARD
Project 2023-09 Drafting Team

New standards will be voluntary - no one will be forced into the cloud

Current standards had to accommodate existing architectures
New standards are in a position to guide security architecture

Possible architectures
Various vendor "Well Architected Framework” documents
Zero Trust Architecture
NIST CSF
Etc.
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THE PATH FORWARD
Project 2023-09 Drafting Team

Building the next evolution of the CIP Standards
Determine the appropriate baseline for cloud environments

Accommodate future technologies - quantum, Al, and beyond
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REFERENCES

View on mobile

https://linktr.ee/RFLowlmpact
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https://linktr.ee/RFLowImpact

QUESTIONS &
ANSWERS



e Cyber-Physical Challenges and

" ﬂ Opportunities for Securing

' Inverter-Based Resources

A0 i '3 T—
Tami Reynolds

Reliability First Critical Infrastructure
Protection Committee Workshop

Aug. 20, 2025
& \'/




17 U.S. Department of Energy National Laboratories

Mﬁiﬂglﬂgmy Idaho Fermi National ——
National Laboratory Accelerator Laboratory ational Energy
Technical Laboratories
Ames Laboratory
Argonne National
Labaoratory

Lawrence Berkeley
Mational Laboratory

SLAC National
Accelerator Laboratory

+

y

Los Alamos
Mational Laboratory

Lawrence Livermaore
Mational Laboratory

Sandia National
Laboratories

@ Office of Science

® National Nuclear Security Administration

@ Office of Fossil Energy

@ Office of Energy Efficiency and Renewable Energy
Office of Nuclaar Energy, Science and Technalogy

@ Office of Ervironmental Management

“Government owned, contractor operated”

Brookhaven
Mational Laboratory

® Princeton Plasma

Physics Laboratory

/

Thomas lefferson
Matianal Accelerator Facility

Oak Ridge
Mational Laboratory

.\ Savannah River

Mational Laboratory

Mational Renewable

Energy Laboratory

o U.5. DEPARTMENT OF

NREL |

2



NREL at-a-Glance

Workforce
Including:
* 188 postdoctoral researchers
* 130 graduate students

* 73 undergraduate students

=
(-]
Hfoo
World-Class Partnerships
research expertise in with industry,
renewable power, energy academia, and
efficiency, sustainable government

transportation, and energy
systems integration

3 Campuses

operate as
living laboratories



NREL's Energy
Security Heritage

Energy and broader
national security
concerns drove the
National Renewable
Energy Laboratory’s
(NREL) founding as the
Solar Energy Research
Institute in 1977, in
response to the
economic shock of the
1973 oil crisis.

David Falconer / EPA / US National Archives



http://www.flickr.com/photos/usnationalarchives/sets/72157623204210352/

The energy The energy
transformation transformation

is secure and creates a more
resilient by secure and
A Secure and Resilient design. resilient world.

Clean Energy Future

NREL | 5



Telecommunication
Interconnections L=
f.;’ ,
= Salar Plant L5 ’_,,.--"‘) @ \ J Building

Utilities and Adversary Automation

o g T O

o ¥ . .~ Turbines
Pt ” T and Nuclear
\ Generation
bt -
ant - | = X L
= - 4 En
b ""!I Water Heater i smﬂ
Bulk Power Generation Transmission & Distribution Prosumer

A New Frontier:

Coupled with aging infrastructure, the risks of

The grid is evolving to become more emerging energy systems to disruption are not yet well
distributed, intelligent, and complex. understood.

NREL | 6



Cybersecurity for
Inverter-Based
Resources

Inverter-based resources are equipped with data-driven
communications networks, making the grid more flexible,
intelligent, and autonomous.

However, like all grid components, these connections and
the devices can carry cyber risks if not thoroughly vetted
and secured.

NREL | 7




Rapid increase
in the quantity
and diversity of
connected
devices

Loss of exclusive
ownership of
utility OT and IT
systems
necessary for
grid monitoring
and control

Less tractable
supply chains
impacts trust in
edge devices
and services

Legacy and
current
solutions not
prepared for
technology and
threat
revolutions




Examples of Recent Cyber Events

Colonial Pipeline
Sandworm — Blackout in Ukraine using California, Utah, W&.‘nmlng ~ Intarruption of pe

BlackEnengy? malware alectncal operations

Russian EV Ch Disabled
LockerGoga - Infecis Morsk Hydro e e
Crashoverride/ Industroyer -

Blackout in Ukraine SolarWinds — loT attack Industroyer2 — Ukraine electric grid attack

WannaCry -
Hils Japanese  Trisis/Triton =
Honda plant Hits Saudi Arabia and

Intercontroller/Pipedream

targets plant's safety Florida Water Volt Typhoon Salt Typhoon
instrumented systems Treatment — Discovered Discovered
Plani hacked
— —_—
o ~ 0 o - ~ o o o e
g2 & 2 g 8 S = S S g 8
~ ~ ~ ~ ~ ~ ~ ~ ~
Florida RESPONSE - [ @
Sandworm WannaCry Immediate response, mdalriage | o a Alerts
o =1 nte tro H :
RESPONSE - PRESPI_JHSE : SolarWinds RESPONSE  CISA alert “Sﬁ: o o DU;EP?:CIISr:arTSA Report Published
ICS alert and TN SN &) Cyber Unified Coordination group formed (UCG) Syt by il I ea—
incident response by advisory
Trisis/Triton RESPONSE - Report by @ (alert), reports released 0‘ Announcemeant
Crasheverride/industroyer Dragos, new cybemecuity lechnology developad Industroyer2 RESPONSE ~ © ransom paid
RESPONSE Confirmation of attack, 3rd party help P
LockerGoga RESPONSE - Public wamning i} Ransom Not-Paid
of ransomiware, did not pay ransom, communicated Russian EV Chargers ;
openly with press, employee phishing emad raining RESPOMNSE — Internuption of service, mainienance i © increased cybersecurity
Colonial Pipeline RESPOMNSE — 3rd party help, shuldown of

California, Utah, Wyoming RESPONSE - Deployed patches production, ransom paid and Executive Order NREL | 9



Cyberattacks Can Cause Physical Consequences

Threats:

87Y% more ransomware attacks against industrial
0 organizations (compared to previous year).

0 more ransomware groups
60 /° impacting OT/ICS in 2024.

Vulnerabilities:

70% of vulnerabilities reside deep within the network.

220/ of advisories were network exploitable and
0 perimeter facing in 2024.

Image from Dragos OT/ICS Cybersecurity Report 2025

NREL | 10



Cybersecurity Risk Quantification,
Management, and Governance
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Risk Quantification assigns numeric values to
impact and likelihood using statistical probabilities
and monetarized valuation of loss or gain

r '__—-F._" '-t." ll = - ¥ 4 r: o — 4
i i -v:-_‘u_ - '-- . _'-ﬁ ..:’T A

Risk Management includes conducting risk
assessments, implementing mitigation strategies,
and employing continuous monitoring techniques

Governance is the process by which risk
management evaluation, decisions, and actions are
connected to enterprise strategy and objectives




/ \ Reduced Expected Consequence

»
»

Measuring Risk

[$] Given Threat X

{\ Reduced Value at Risk

Probability of Consequences

E'(C)

E(C) Consequences [$]

Consequence: When

Threat Vulnerability Consequence
systems are compromised,
what are the consequences
to various entities? RISK

Threat: What is the
likelihood of threats?

System Risk after Improvements

Vulnerability: When the

grid is subject to the threat,
how likely are systems to be
significantly compromised?

NREL | 13




Measuring and Reducing Risk

To effectively quantify and manage risk,

UTILITIES MUST UNDERSTAND: . Risk Quantification Enables
Better Decision Making

Prioritization of risk

| Cyber and physical threats
to their systems

Investments in risk mitigation
systems against threats
(i.e., cybersecurity posture)

Cost-benefit analysis

Insurance (i.e., transfer of risk)

v/| Their risk tolerance

NREL | 14



What is cybersecurity governance?

“The policies, procedures, and processes to manage and
monitor the organization’s regulatory, legal, risk,
environmental, and operational requirements are understood
and inform the management of cybersecurity risk.”

NIST Framework for Improving Critical Infrastructure Cybersecurity



Firewalls & . . .

A
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|mporta nce Cybersecurity governance helps an organization:
* Detect, prevent, and respond to cyber incidents
of Cyber . .
* Reduce potentially costly risk exposure
che rnance * Make informed decisions based on comprehensive frameworks.

NREL | 16




[ Internal Inputs
Governance B External Inputs

Cyber Threat Risk Organizational
Intelligence Management Structure Policy

Laws, Regulations,

Compliance and Standards

. . Cybersecurit
Technical Incident Y ¥
Procurement Awareness
Controls Response . .
Training

Workforce
Development

Cybersecurity Governance

NREL | 17



Distributed Energy Resource
Cybersecurity Framework




Photo from iStock 873055760

Funded by DOE’s Federal Energy Management Program, the Distributed
Energy Resource Cybersecurity Framework (DER-CF) helps organizations
mitigate gaps in their cybersecurity posture for distributed energy systems.

NREL | 19



O Assessing Three

- Key Areas for
DER- Cybersecurity
OVERVIEW
* Free, web-based tool for evaluating iR UEIEE

cybersecurity posture of sites with IBRs ,
Technical
* User-focused assessments Management

e Customized results and action items

* Tailored assessment to individual sites Aniea) SEeuii;

* Baseline cyber posture and repeat
assessments to benchmark progress https://dercf.nrel.gov

NREL | 20


https://dercf.nrel.gov/

Cyber Governance
Security Assessment

Domains

« Risk Management
- Asset, Change, and Configuration
« |dentity and Access Management

- Threat and Vulnerability
Management

- Situational Awareness

« Cybersecurity Architecture

« Incident Response

« External Dependency Management

+ Cybersecurity Program Management

Cyber-Physical Technical

Management Security Assessment

Domains

+ Account Management

— Authentication, authorization, and accounting
— Role-based access contral
— Remote access

— Monitoring and logging

- Configuration Management

- Change management
— Access control

System settings
— Cloud security

- Systems/Device Management

- Software integrity

— Cryptography
— System protections

Physical Security
Assessment

Domains

+ Administration Controls

— Audits

— Awareness training

— System security testing

— Operational management
— Security plan

— Secure data

+ Physical Access Controls

— Perimeter security

— Building security

— Lighting

— Signage

— Intrusion alarm/motion detector

«+ Technical Controls

— Intrusion detection/prevention assets
— Smart card/keying/badges

— Sensor system/proximity reader/radio-
frequency identification

— Communication system
— Closed-circuit television

NREL |

21



Unique from
Any Other
Assessment Tool

The tool expands to
DERs, specifically:

Solar

Wind

Electric vehicles
(charging stations)
Buildings

Storage

Photo from iStock 613880916

The DER-CF uses the following standards and/or
frameworks:

DOE C2M?2

NIST 800-53, 800-30,800-82, CSF

Department of Homeland Security Cyber Assessments
of Industrial Control Systems (ICS)

North American Electric Reliability Corporation Critical
Infrastructure Protection (NERC CIP)

International Electrotechnical Commission

(IEC) 62351

Executive Order 13800

NREL | 22
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oy NREL

Advanced Research on
Integrated Energy Systems
(ARIES) Cyber Range

A state-of-the-art physical and
digital sandbox to assess
real-world cyber threats to
current and future energy
infrastructure at scale.

. 1 , 4 .t 01
Photos by Josh Bauer, NREL 59215; Bryan Bechtold, NREL 82063; ;i [ e (0, ¥ *a,.\- .#.t'. o
Getty Images 1661051950 A e p M : i
{4 By J #
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R B c’""( J ™= Virtual Environment & Cyber Range



ARIES Cyber Range

Eg_rﬁ Automation and Orchestration

Hardware-in-the-Loop

[ 5 Federancn

Cyber—Phys.lcal Sandbox
High Performance
Computing and 3
Data : T
] : . -, P
% iy v -
5 IS 2

Industrial Commercial Residential @ :

Jors - co

Wind o
Solar Storage Generation Transmission Distribution

5@
4
<

Grid Edge
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ARIES Cyber Range

' == Automation and Orchestration |

Hardware-in-the-Loop ¢ ™ Federation
i Cyber-Physical Sandbox
igh Performance
Computing and
‘ atap o
. B, () o B2l
2ot - @ Sa=
Industrlal Commercml Residential &j E
RTU PLC
q.‘ L
) DRTS Vg O
54 £ &
e i N
" \Wind ‘ ! \
s .\ Solar ¢, Generation Transmicg

DRTS Generation Transmission Distribution

Phatos by Joe DelNero, NREL 67425 and Adobe Stock

Relay

Smart Meter
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A Unique, World-Class
Capability

* Emulates millions of diverse, distributed
devices in minutes

* Integrates full-scale power system hardware
across ARIES

* Leverages industry-validated, high-fidelity
reference architectures

* Deploys threat-to-consequence modeling for
all-hazards analysis

* Federates public cloud infrastructure

* Yields unmatched visualizations showing
cyber-physical interactions

Photos by NREL




SONRIES

Questions the ARIES Cyber Range can help answer:

* Is my system capable of responding to
and rapidly recovering from disruptions?

* Is my workforce prepared to respond to
current and future risks?

* What risks do unverified software supply
chains pose to the energy sector?

* How do we quantify the benefits of
cyber-resilient distributed energy
infrastructure?

How should cyber incident response ‘
change in a more distributed and multi-
stakeholder future?

How effective will existing commercial
tools be in a future with an exponential
increase in the number of connected
devices?

How big is the threat of living-off-the-land
attacks to advanced energy technologies?



Integration with the
ARIES Cyber Range

Photo by Dennis Schroeder, NREL 61071

4

Combined data from the DER-CF, the cyber range can

help merge the two complex cybersecurity topics of

policy and technology by providing an integrated way
to interact with cybersecurity logs and alerts.

NREL | 28



Threat-to-
Consequence
Demonstration

Photo by Gregory Cooper, NREL 97269

Cyber Attack

HOL &5 13-13

High wirds damage grid, Cyber aitack expands
Eanriing oulages damage & limits
PesLOrATion Capatity

Companems
Targeted in Cyber

Attash

Restoration
HOURS 13-151

Restoration efforts opfimized based on
maxirriring load ersrgization

Restoration of
Dutage

CYBER RANGE

|
POWER SYSTEMS

ANALYES &
PLANNIFNG

CONSEQUENCE B
HUMAN IMFACTS
AMALYSIS

NREL's integrated compounding hazards risk analysis
shows the outage impacts of a tropical storm, a
cyberattack compounding impacts, and the restoration
efforts needed to re-energize the grid and recover from

widespread disruption.

NREL | 29



Utilities are subject to many types of Cybersecurity governance helps an
threats and vulnerabilities and must plan organization detect, prevent, and
accordingly. respond to cyber incidents.

Risk quantification can help utilities Cybersecurity assessments, like NREL's
prioritize investments in mitigation DER-CF, can help monitor progress and
strategies. identify gaps in cybersecurity posture.

Photo from Adobe Stock
NREL | 30
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I IBR (It’s Basically Risk)

Your Feature is My Vulnerability

A Capability-Focused Threat Brief

No One is Coming to Save You

The Case for Operator-Driven Defense in a Landscape of Growing Threats
and Limited Oversights

Necessary but Not Sufficient

We can Tackle the Low-Hanging Fruit

IDAHO NATIONAL LABORATORY




Your Feature is My Vulnerability

A Capability-Focused Threat Brief

1“]_ Idaho National Laboratory




- Digital Energy Transformation

q%  Dispatchability & Increasing Base Load

M")) * Al in action

Wide-scale sensing for optimized performance

Increased control over energy use, consumer choice and bills

Better management of existing assets

Predictive maintenance for equipment

<;>
X
Py

~ More accurate forecasts
d

DO

Better supply chain management
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B Accessibility

« Cyble researchers scanned web for solar PV devices and found over 134,000
products from various vendors accessible.

- Exposed assets may not be vulnerable or misconfigured, but some interfaces
allow unauthenticated access.

—— Solar Monitoring Apps

I Measured value (total)

Current power generation kW

https://www.bleepingcomputer.com/news/security/over-130-000-solar-energy-monitoring-systems-exposed-online/

= kWh

kWh
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I SUN:DOWN - Inverter Vulnerabilities

* Forescout's SUN:DOWN report highlighted critical
vulnerabilities within SMA, Growatt, and Sungrow

inverters
« SMA, Sungrow and Growatt provide a combined total
Of Of FORESCOUT
* Vulnerability disclosure summary: .
— 46 Total CVEs: Growatt accounted for 30 of these Sungrow
vulnerabilities, SMA for 1, and Sungrow for 15. ® Ginlong Soli
- 39 of the vulnerabilities were related to web -
applications and Android applications (Mobile and " sMA .
web applications are not just used for residential Power Electronics
inverters) o
— 7 of the vulnerabilities were related to an SMA = Sofar
gateway - ;[I\Inf)ltiers 8%

Source: UnivDatos Market Insights | US Solar Inverter Market (2023-2030)

IDAHO NATIONAL LABORATORY
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- Smart & Fast Acting

Inverters provide critical grid services and rapid response capabilities

RapidResponse Y But fast acting misbehaving IBRs are a

e Fast ramping that matches natural gas in performance . -
e Avoided bulk outages through emergency dispatch rISk to sta blllty
e Doubling installed capacity year over year

Diagnosis and Mitigation
of Observed Oscillations in
IBR-Dominant Power Syste
. A PRACTICAL G/ ﬂ”iﬂ
e Hl — KES BESS project can serve 17% of Oahu’s — 4 NREL
demand for 3 hours at peak load

e 17%+ of CA load is served by BESS : Which IBRs are Causing Oscillations?

A flexible and scalable impedance scan tool to evaluate small-signal stability, control
. interactions, and oscillations in IBR grids

e TX and CA are 72% of deployed BESS, 62% of BESS in

development

/!\VV att—LOg 1C Home Consulting Services Watt-Logic Training Watt-Logic Blog

Breakdown of battery use-case for all batteries over time

Source: EIA 860 2023

100% Early Release

- o Grid Services
g g i DD r—— The Iberian blackout shows the dangers of operating power
= & - . . . .
g & s 60% —— grids with low inertia
t o g Renewable firming /
Qg 40% curtailment mitigation 09 May 2025 | Networks | 33 Commen ts
ST O a0 i Peak Shaving
QD - ] — —— e
a v 2 — Backup
= 0%
w ~ @ (=] o o o~ @
-~ - - - N N [aY] N
o o o o o o o o
N N N N N N ~N N
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Ease of User Interaction

Inverters are for everyone™!
*including adversaries

- Easy, convenient web-based interaction is often implemented with insecure
defaults, broad functionality and weak protections

— Adversaries like to use flows that exploit easy user interfaces (e.g., internet exposed
inverter web Ul's/cloud portals). This increases attacker surfaces and encourages

risky behaviors.
— Attackers who compromise Ul can manipulate setpoints, volt/VVAR control, remotely
brick devices, etc.

* These insecure defaults and weak protections can include:
— Weak or default authentication (e.g., inverters with default usernames/passwords)
— Overexposed web interfaces (e.g., open internet for remote monitoring or control)

— Simplified user controls
 “One click functionality” for critical actions (e.g., inverter shutdown, firmware
upgrade, grid-setting changes)
— Poor Role-Based Access Control (RBAC) (e.g., all users share the same privileges)

IDAHO NATIONAL LABORATORY




Il Solar App Vulnerabilities — Weak Passwords [JERWRrre

Passwords should be unique,
‘ Enphase EnVOy strong, and not related to

— CVE-2020-25754: Custom PAM module uses password derived from the other identifying information.
MDS5 hash of the username and serial number. Serial number can be
retrieved by an unauthenticated remote user.

- CVE-2020-25753: Default admin password for certain versions set to the
last 6 digits of the serial number, which can be retrieved by an
unauthenticated remote user.

- CVE-2020-25752: Hardcoded web-panel login passwords for the
installer and Enphase accounts. Users are unable to change these
passwords

— CVE-2019-7676: Weak password vulnerability discovered in Envoy R3

* Contec SolarView

- CVE-2023-27512 use of hard-coded credentials may allow remote
authenticated attacker to login with administrative privilege S ENPHASE

Passwords should be
encrypted for storage.

* Fronius

- CVE-2019-19228: Solar inverter allows attackers to bypass
authentication because the password is stored in a plaintext file CONTE



Il Alleged Attack on Lithuanian Solar
Monitoring Systems (Sept. 2024)

» Pro-Russian hacktivist group Just Evil claimed to
compromise PV monitoring solution used by the
state-owned energy holding company Ignitis Group

 Claimed to access power monitoring dashboard of
22 Ignitis clients, including hospitals and military
academies.

- Believed that compromised credentials

JUST EVIL
0 greitosios Medicings Pagalbos stotis (T,

BBT)

Mpoponxaem Haka3biBaTb Ignitis Group.

B 3aT0OT pa3 mMbl OTKNOYaeM OT CBeTa:

- 2 6onbHULbI

- 3 BOEHHbIX TMMHa3umn

- 7 akapeMuit

WM npouve gpyrue HeHyXHbie 06bekTbi....

provided initial access.

« Same group compromised EV charging
control panel in February, demanded
ransom.

* No operational impact from this incident,
no ransom reported.

https://cyble.com/blog/solar-monitoring-solutions-in-hacktivists-crosshairs/

IDAHO NATIONAL LABORATORY
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- Cost Drivers & Market Pressures in IBRs

Key Cost Drivers
— Hardware: semiconductors, inverters, transformers, etc.
— Manufacturing scale and supply chain concentration (especially PRC)
- Installation, permitting, and interconnection costs
— O&M costs remain lower than fossil but still tied to component reliability

Competitiveness & Government Support
— Historically not cost-competitive without subsidies (e.g., state incentives)
— Tax credits & DOE programs helped bridge gap to make IBR deployment more feasible
— Current debates: shift toward OBBB, gradual reduction of credits

Cybersecurity & Cost
— Cyber is seen as a cost adder meaning its excluded from early designs
- Market pressure = “First-to-Market” > “Secure-to-Market”
— Security retrofits increase lifecycle costs, harder to justify without mandates

Strategic Implications
— PRC dominance in PV modules, inverters and BESS supply chain
- U.S. Market increasingly depending on Chinese-manufactured equipment
— Set up risk systemic exposure if cyber remains sidelined in cost discussions

IDAHO NATIONAL LABORATORY



- BESS Supply Chain is highly dependent on non-
domestic OEMs

81+ battery/BESS suppliers with approved ~90-95% use PRC-manufactured

safety/standards equipment / material PCS PROVIDERS
73+ named inverter manufacturers meet U.S 70% are PRC owned/operated

(safety/operational) standards 90% have some manufacture in PRC

equipment 50% are PRC-owned integrators / 0)
can drastically change risk

There are around 10 top integrators for PRC-made
0,
The integrator relationship has a significant influence on security factors, and 50% are U.S.-owned integrators
us. [ cHinese (@ oTHER

IDAHO NATIONAL LABORATQRY.

> 20 new players entered this market between 2021 - 2024




- Market Reality and Diversity of Vendors - IBRs

° M a rket rea I Ity o Global PV inverter market share rankings by shipment, 2023

— Global market is dominated by a handful of v
OEMSs (Huawei, Sungrow, SMA, etc.) ungrow

[ | Ginlong Solis
* The top 10 global PV inverter vendors I Sineng
accounted for 81% of the market. oo 536 oW 9 Al others

M Growatt
- U.S. is heavily reliant on imports, especially
from PRC based firms

— Limited domestic production = shallow supply
chain resilience

YOY change: 56%

Source : Wood Mackenzie

The lack of vendor diversity leads to systemic
risk. A compromise of one dominant OEM can
have nationwide grid consequences.

IDAHO NATIONAL LABORATORY

https://www.woodmac.com/press-releases/2024-press-releases/global-pv-inverter-shipments-grew-by-56-in-2023-to-536-gwac/



- Rip and Replace vs. Secure Around and Through

- $4B, 4 years to replace one US state’s
batteries alone

$12B for US Installed Supply Currently
70+ options currently for PRC BESS
But what about quality and safety metrics?

Domestication of the Supply Chain

Secure By Design

Policy and Regulatory Solutions

Cyber Informed Engineering Design

Maintain demand signal

IDAHO NATIONAL LABORATORY

Huawei are still here, 5 years later




- Maintenance Contracts & Persistent Connectivity

* Why Persistent Communications Exist?
— Firmware updates: ensure compliance, patch bugs, and enable new grid codes
— Performance monitoring: rea;-time diagnostics, predictive maintenance
— Warranty conditions: remote monitoring required to keep coverage
- Legitimate O&M needs: aggregators and OEMSs require continuous telemetry

« Cyber & Supply Chain Risks
— Persistent links = persistent attack paths
— Vendors retain access long after commissioning = “always on backdoors”

— Firmware pipeline is high-value target (e.g., Deye inverter incident — attackers leveraged
weakly secured firmware signing and updates channels)

— OEM-controlled updates bypass local operators > loss of autonomy and risk of malicious
updates

— Warranties incentivize keeping comms open = operators trade security for financial protection

- Strategic Implication
— Supply chain dependence = foreign vendors retain long-term access
— Trust in firmware provenance & update channels become critical
— Increases systemic exposure if compromised at scale

IDAHO NATIONAL LABORATORY



Il Deye inverters disabled (Nov. 15, 2025) Takeaways:

. , _ _ Consider implications of
» Deye-branded inverters in the U.S. were bricked with the remote firmware updates.

message “This inverter is not allowed use at
Pakistan/USA/UK.”

« Sol-Ark has exclusive rights to sell Deye inverters in the
U.S., but other companies have sold them (a breach to | e
which Sol-Ark has reSpOnded with IaWSUitS) This inverter is not allowed use at Pakistan/USAUK

Pakistan contact inverex
USA contact Sol-Ark

» Unclear why shutdown occurred. | S
Pls return to your supplier.

e SOl'Ark CI a I med n O tl e tO S h Utd OWﬂ - Offe red d ISCOU nted Th? following pa_lge requires a 5-digit pass code to start
replacement inverters to affected individuals. e

Please have your pass code ready. PROCEED

» Deye provided update 2 weeks later — claimed products

that do not meet UL standards not authorized in US, and Image shows
automatic check disabled inverters accordingly evidence of error
— Deye does not directly export or sell Deye brand inverters to message on bricked

US or allow resell. Therefore, Deye is currently unable to Deye inverter

provide technical support for inverters in the U.S. market.

https://solarboi.com/2024/11/17/sol-ark-oem-disables-all-deye-inverters-in-the-us/
https://solarboi.com/2024/11/30/deye-addresses-bricked-inverter-controversy/
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- Potential Impacts of Attacks on Batteries - Asset Health,
Site Damage, Environment

Site (uncontrolled) Fire

Loss of preventative/proactive
disconnect

Damage to Battery Components &
Site

Damage to Battery Site Capacity

Moss Landing Fire June 2025

- Environmental Discharge / Damage

NNNNNNNNNNNN

Warwick Battery Fire Oct 2023

IDAHO NATIONAL LABORATORY

Likelihood vs Difficulty point: Single Site - Medium, Mass Event — Low L Very High D




- Potential Impacts of Attacks on Batteries - Loss of visibility

Loss of status monitoring @
. L W
Loss of capacity monitoring Viasatl!

Loss of activation or inactivation
control

 Attack against the ViaSat KA-SAT network

_ — Russian state-sponsored actors in attack
Loss of physical access alarms coordinated with invasion of Ukraine

* DoS caused by an attacker exploiting a
VPN appliance misconfiguration

— Allowed for rewriting of flash on customer
modems

— Required replacement devices

* Caused loss of remote monitoring of
5,800 ENERCON wind turbines

IDAHO NATIONAL LABORATORY

Likelihood vs Difficulty point: Mass Event — high L, Med D




- Potential Impacts of Attacks on Batteries - Electric Grid/Bulk

Impact
-

Loss of Control (doing the opposite) ;™

» Power system stability & ancillary
services -

08:50 08:51 08:52 08:53 08:54 08:55 08:56 08:57 08:58

° E m e rg e n Cy D iS patC h fa i I u re/l OSS Of Figure L.2: PACE BPS-Connected Solar p‘v d:ri:;gMDisturbance
load

al Solar PV [MW]

- Reputational damage
- Uncontrolled re-energization | g
- Loss of life Figum.mna.,oau.igfiﬁo - 1.200%
- Financial Loss o

08:50:00 08:51:00 08:52:00 08:53:00 08:54:00 08:55:00 08:56:00 08:57:00 08:58:00 08:59:00 09:00:00

System Frequency - Total PACE Solar

Figure I.4: WECC System Frequency

Likelihood vs Difficulty point: Mass Event — Low L, Very High D
Utah IBR Misop 2022 IDAHO NATIONAL LABORATORY



- Overall Attack Trends W . e

- Notable increase in attacks targeting inverter based o F . O O
resources at large . Wy U

- No strong evidence that IBR being targeted because | b
they’re IBRs or for operational impact Y

— Active exploitation of vulnerabilities uses devices
for computing power for other attacks

« Ransomware and data breaches continue to be some of most common attacks.
— Ransomware remains a top cyber threat across sectors
— Targets include utilities, manufacturers, and service providers
- Median payment in energy, oil & gas, and utilities ransomware events was $2.5M
(Sophos)
« Operational impact seen most as denial-of-service.
— Level of impact depends on stakeholder affected and criticality of assets.

IDAHO NATIONAL LABORATORY

- Attacks targeting third parties (OEMs, maintenance, etc.)
* APT activity detected before OT attack executed




No One is Coming to Save You

The Case for Operator-Driven Defense in
a Landscape of Growing Threats and
Limited Oversights

1“]_ Idaho National Laboratory




Il Are IBRs truly a low impact asset?

INSURANCE
JOURNAL

News Magazines Research Jobs
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Hacking Rooftop Solar Is a Way to
Break Europe’s Power Grid

December 12, 2024 by Eamon Farhat

P> @

All it takes is one
hacker and a batch
of faulty solar
panels to threaten the safety of Europe’s
electric grid.

Bloomberg

Envirotec <

{NOLOGY IN THE ENVIRONMEN

//\Adlers DSEAR risk assessments for safe,

/\Allan  compliant hazardous area operations. /£3'§

Cybersecurity
vulnerabilities in solar
power could be used
to attack the grid and
cause blackouts

March, 2025

BUSINESS | GLOBAL ISSUES

How hackers capture
your solar panels and
cause grid havoc

Mathis Richtmann

02/27/2025

The global push towards smart-energy
production adds new vulnerabilities to
national power grids. DW spoke to hackers
who've exposed security gaps in rooftop
installations and solar power plants around
the world.

f X v

The transition to renewable energy relies on digital
networks that can he taraeted bv hackers

Solar power supply during the eclipse in Germany - scenario for a sunny day

Expected solar 10

electric output
(gigawats)

in Germany on ¢

March 20, 2015

Stesp Increase
In solar power
SUppily

€. WHY 2025 - Horus Scenario 2.0

w ) w
Practical analysis

* Tampering through API’s
+ 2024 Solarman, Full control over other’s accounts.
« 2025 SMA, RCE on cloud sel
* 2025 Vangelis Stykas: Gridlo 7
* Solarman, Full control'over other'Sdevices:
* Sunsynk, Full compromised cloud
+ Growat, Full compromised cloud
* Solax, Full compromised cloud
* Ingecon, Full compromised cloud
* Foxess, Full compromised cloud
+ Most of the above, also had backdoor access for manufac
« And did not respond to CVD after 3 years of trying.

MORE VIDEOS

P o) 1429/253 @ & Voulube 3

Horus Scenario 2.0 (2025)
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- IBR Assets and NERC CIP Applicability

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Inverter-Based Resource Strategy
Ensuring Reliability of the Bulk Power System with Increased Levels of
BPS-Connected IBRs

Purpose
The rapid inf

and Background
terconnection of bulk power s

aaaaaa

Figure 1: ERO Reliability Risk Mitigation Toolkit

he BPS;

IBRs have historically not been within scope of Bulk Power,
though “dispersed power” producing resources that does
sweep larger scale assets/farms into scope.

Recent reliability failures and grid trends resulted in a
specific initiative to bring more renewable assets into

scope.

Most IBR assets are not subject to NERC jurisdiction, so NERC
CIP compliance requirements would not apply (or any

cybersecurity regulation).

— GO-IBR applies to generation assets >20MVA connected at 60 kV

The requirements for initial implementation are limited to

operational standards.

Cybersecurity / CIP requirements will not be applicable to these

lower threshold assets.

IBR QRG: NERC IBR Initiative Quick Reference Guide

IDAHO NATIONAL LABORATORY


https://www.nerc.com/pa/Documents/IBR_Quick%20Reference%20Guide.pdf

- Who is not subject to NERC CIP?
(some examples)

e Unless they are e |f a customer is e Manufacturers, e Maintainers e Data centers
also the a registered integrators, etc. e Cybersecurity and other large
operator entity, they are not solution commercial or

would be registered providers industrial loads

responsible for entities. e Data participate in

defining the e They could monitoring and demand

applicable receive design optimization response and

requirements requirements could impact

for the EPC from a the grid
registered

entity customer

Note: All of these could have legitimate business

functions that would require them to have temporary or
permanent physical or cyber access to systems.

IDAHO NATIONAL LABORATORY



- Stakeholders in IBR Operation Vary Widely
Key Challenges with Growth

- Aggregators are growing but lack clear oversight

— Aggregators typically outside of NERC CIP scope (especially when behind-
the-meter)

— DERSs lack standardized cybersecurity baselines

Little to no network monitoring within IBRs

Lack of federal-level incident reporting for IBR cyber events

No mandatory software checks for aggregator services

Vulnerability management is often ignored
— Partially because its difficult for utilities and aggregators to keep up

Third-party and foreign component dependencies

Patch Management
— Inverter vendors rarely push timely patches; customers often unaware of risks

IDAHO NATIONAL LABORATORY




- Aggregator/ Integrator/ Developer Incentivization
Or lack thereof

- Lack of Regulatory Control
— Limited oversight of aggregator or developer cyber obligations
— No uniform baseline for secure integration into grid services

- Lack of Financial Incentives
— Security = cost with no direct ROI for developers/aggregators
— Incentivized to deploy quickly, not securely

- Site Sales and Handoffs
— Developers often build then sell portfolio of sites to asset owners
— Integration responsibility shifts with little continuity of security posture
— Weak accountability across lifecycle stages

IDAHO NATIONAL LABORATORY



Necessary but Not Sufficient

We Can Tackle the Low-Hanging Fruit

1“]_ Idaho National Laboratory




- You can demand accountability
Contract teeth: Configuration, Design Requirements & Supply Chain

* Firewall and Firmware DMZs
Don’t put it on the internet
US Based O&M /
Monitor it >

External sensing for highest consequence

scenarios < Securing
—— Digital Energ
Make contracts and procurement your = s stractare @
friend By o R
T

Better configurations could mitigate ~70

to 80% of the biggest consequences




- Equipment can be inspected

Inspection is not just physical. It’s about uncovering hidden dependencies in

warranties, documentation, and vendor obligation.

- Warranty Requirements
— Some warranties mandate OEM connectivity (creates hidden obligations)
— Inspect whether warranty terms force persistent comms or remote access

- Documentation Gaps
— Direct OEM connections may not be clearly documented in manuals
— Look for undocumented ports, cloud endpoints, or hidden firmware behavior
— Weak or inconsistent records complicate operator oversight
— Take photos of serial numbers, ports, cabling, comms, modules, labels, etc.
» Helps verify against OEMs specs and warranty claims

« Supports audit trails and post-inspection analysis




- Monitor your OT

Network Hunt Kit Features:
« Highly scalable passive network monitoring, analysis, and threat detection
* Robust server hardware + virtualization for flexibility in use
* Industrialized network sensors for harsh physical environments
 Variety of tools for traditional endpoint-based collection and analysis
- Server-based applications facilitate a common, real-time view of data for all analysts

 Collaboration and case management tools enable task coordination
and sharing amongst analyst team —

«

" Mcoim (remote)
Battery Energy é
Storage Sy_stem 9 Q ——
- = _— % 4 Mailcolm ' ’@
3

BESSIE Hunt Kit Backpack Locas PCAP

Malcolm Tool Dashboard
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Vendor Risk Assessment
Asset inventories and layers of maturity

( 1 > Bidding & Vendor Selection Process <2> Supplier Risk Assessment
* Who makes it
O a eS I ? - Request for Proposal (RFP), Bid - Define organizational risk profile and
Solicitation, Referral, Direct Outreach, supplier risk assessment methodology
y . N ? Other Requests iisitia] lierrisk vsist
° Wh t f o - Initial supplier risk analysis to
e re S I CO m I n ro m H - Request and Solicitation determine applicability of required
communications should include Supplier Risk Assessment (refer to
. . . information about minimum sample Decision Tree)
) Wh t th f I cybersecurity requirements for ) .
a a re e I r I n a n CI a ai;plicable a:rset‘:/services - Complete supplier assessment using
. defined Risk Assessment Methodology
Inte reStS? - Initial selection of primary and . -
H secondary suppliers to support - Com|_alete scoring, any ad_dltlonal
procurement objectives for required analysis, exception process or
. . ’? Sssots/Carvicas other reviews to inform final decision.
[ ] Wh t t t d t Select Supplier(s
at IS It connected 10« HRlS
 Wh the dat
ere is the data going?
<4> Supplier Management
e Wh at a re th e S u bCO l I I po n e n tS ? - Define process/controls for monitoring vendor - Confirm any additional/exception requirements are
compliance to cyber and supply chain security understood prior to issuance of procurement
R ’? agreement terms including spot checks and periodic agreement for review
assessments
e I S a n S B O M ava I Ia b I e H - Procurement Agreement including applicable
- Implement internal controls for contract and vendor procurement terms setting forth cyber and supply
inventory management, including monitoring of chain security requirements
legacy agreement expiration/renewal for application Revi d Hiat hould includ
X of Rew BFoayam reduiraimants - Review and negotiation processes should include
Collect Vendor Information L 1 guidance on: Negotiable and Non-Negotiable terms;
= Ensure coordination with controls monitoring supply Exceptions processes; Additional terms/provisions
9 chain security risk alerts and directives, (e.g., White where exceptions are permitted (e.q., additional
House, CISA, ISACs, DOE) agreed upon risk mitigation measures)

Conduct Risk Assessment

Document Results &9

Additional Requirements
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- One Big Beautiful Bill (OBBB)
New FEOC Definitions

General goal: prevent Chinese companies from claiming IRA tax credits and reduce
reliance on China for supply chains of critical energy technologies

Prohibited Foreign Entities (PFE)
Specified Foreign Entity Foreign-Influenced Entity

e Chinese military companies operating in the U.S. e Can directly or indirectly appoint a covered officer*
e An entity that is subject to Uyghur Forced Labor e Has 25% ownership over the entity

Prevention Act restrictions e Owns, in aggregate, alongside to the Specified Foreign
e A battery-producing entity that is ineligible for DoD Entities at least 40% of the entity

contracts, as identified by FY21 NDAA e Holds, in aggregate, at least 15% of debt of the entity
* Foreign-controlled entity* e Made a payment to a SFE that allows a SFE to exercise

“effective control”* over a qualified facility, energy
storage technology, or eligible component (for some
credits)

*These definitions create two new FEOC categories in addition to the IRA FEOC definitions
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- Change your gd passwords
That’s it. That’s the slide.
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- Change your gd passwords

Okay fine, there’s more.

« Change default passwords.

Ensure there are no hardcoded passwords

Make sure passwords are not stored in plaintext.

Require strong passwords
— Check against known breached password lists

Consider periodic changes to passwords

Enforce RBAC
— Different accounts for maintainers, engineers, operators, etc.

Avoid password reuse across devices

IDAHO NATIONAL LABORATORY



Il Use Inverter Features with Confidence

Accessibility Fast-Acting Affordability

* Get it off the e Time delays in e Change default e Include a vendor e On-site escort
public internet — code passwords risk assessment requirements
use private e Add noise to the e Require strong as part of the e Firmware and
subnets, VPNs, system passwords procurement hardware
and firewalls. e Monitor settings e Ensure Process inspection

* Use available for changes commissioning * Implement e Vuln
tools to check ¢ Inspect firmware or site handoff strong management
exposure (War updates po“cies contracting programs
driving sites, T&Cs to enforce
Shodan, etc. ) shared

e Require responsibility for
passwords for cyber
access to web
portals.
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- We have technical and policy solutions, we
need to use them

A @
.S

oJLo

Solutions, analysis, and There is no fast path to Most direct approach

research MUST take a limiting suppliers is implementing a
system-of-systems domestically cyber-informed
approach to reduce risk engineering approach to

secure systems and
Rip and
Replace
Optimize Operate

mitigate risk
Through




Il Menu of Solutions Along the Integrator Scale of Risk

PRC OWNED, OPERATED, CONNECTED US OWNED, OPERATED, CONNECTED

Policy
Solutions

Technical
Solutions

Coordination
Required
From:

All FEOC, High Risk, More PRC
Control & Connection, Less

Ability to Evaluate

Right to inspect/evaluate for
vulnerability and control
Tariffs

Procurement/contract guide
SBOM/HBOM Escrow
Configuration & inspection
OT monitoring & specific
detections for PRC controller/
actors

CIE design

U.S. AOO, Buyer of PRC Product

May Have Non-FEOC Equipment,
Emerging Tech Relationships,
Financial Ownership

Develop U.S. Integrator & international
cybersecure manufacture agreements

» Configuration & inspection

» Secure by design for U.S.-made
software

« Secure comms

* Vulnerability assessment program

« Data Diodes

U.S. AOO, U.S. Integrator,
International OEM

Less Risk, All U.S. Connection,

Higher Ability to Evaluate

U.S. supply chain incentives for
power electronics

Secure comms
Secure by design
CIE design

Hunt & IR

Vuln assessment
prioritization

U.S. AOQ, Integrator, U.S. OEM

Q



- What’s on the inside, and the outside counts

The integrator relationship has a significant influence on security factors, and can drastically change risk

Hardware Sourcing Integrator Software Sourcing Firmware Delivery

US Integrator EMS, Via DMZ/Delivery to AOO
PRC OEM US Integrator BMS, Operating or Integrator then BESS To USPIntegt;rator
Inverter o/ ABBBEREC. System (PRC routed via US entity) CIEL
PRC Cells Cyber CYTRICS Firmware Analysis Cyber Informed US personnel with integrator/
Solutions Secure Design Package SBOM Engineering Design evaluated equipment

PRC OEM
BMS

PRC Integrator EMS,

Via PRC integrator

PRC Integrator BMS, Operating To PRC Parent eqzﬁﬁnt;'tng‘éM
Inspection/Analysis in US System PRC R
HBOM/SBOM y C Routed
Long Term: US Cyber Inspection/ AOO Requires Route via DMZ/Alternate US personnel trained with
Manufacture Solutions Analysis in US inspection at dmz US Comms integrator/ evaluated equipment

IDAHO NATIONAL LABORATQRY.




- Cyber Informed Engineering Design Guide for BESS and Microgrids

D ANALYZE SYSTEM SERVICES D ANALYZE CONSEQUENCES B ANALYZE CIE MITIGATIONS Application of.Cybe.r-
Informed Engineering

CRITICALITY OF BESS COMPONENTS fgf_?rotectmg BESS
* Successful Case

. Emma Stewart, Ben Lampe, Ginger Wright,
St u d y W I t h U S | Megan Culler, and Remy Stolworthy

‘ Idaho National Laboratory

BESS Company:
] Business case for
utilizing CIE in US
integrated
manufacture

0010203040506 0.708091
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- Mitigations: Exercise and Incident Response

* Plum Island/Liberty Eclipse with
BESS integrated

» GridEx

» SunSplat now ARES for Inverter
Vuln Report

* IR Guide with specific BESS
integrated options (ICS4ICS)

» Working with fire and incident
responders

IDAHO NATIONAL LABORATORY



- Putting Solutions Into Practice
GDO Technical Assistance for Digital Assurance

« Partnering to rapidly deploy technical cyber and supply chain solutions to
federal awardees and enhance their hunt capabilities

« 15+ deployments to utilities and energy providers — deploy solutions affecting
$20B of infrastructure in the next two years

* Location prioritization and tiered solutions

* Prioritize across 1,700 inverters/PCS for assessment

- Cohorts of integrators and 3" party providers for key technologies
« CIE Tool + Training — CIE BAT and CIE MAT

* Procurement and Contracting Guide — training online to 56 federal awardees,
In use by grant awardees and solution providers, trade association

« Recommending changes to procurement strategies — e.g. allow inspection

IDAHO NATIONAL LABORATORY




Force inspection and
- Summary assessment

- The adoption of digital and emerging sources is Rationalize regulation
iIncreasing across all critical infrastructure sectors, and oversight around
such as hospitals, communication systems, water, A HENT SE e
transportation, military installations, and large

loads Configure it right!
* The presence of adversarial entity suppliers in the

supply chain is a significant concern, but not going We can safely

away integrate this

_ _ _ equipment, we don’t

 Solutions extend to many scenarios — not just IBR have a choice, we
. : : : need the right

We can fix this, both in the short and long term structure and
* Policy and Technical mitigations need to align services to do it (we

just need to use them)
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- Links Programs and Info

https://csdet.inl.gov/bess/

https://www.energy.gov/ceser/articles/new-ceser-report-offers-supply-chain-mitigation-strategies-

battery-storage-systems

Cyber Informed Engineering — https://www.energy.gov/ceser/cyber-informed-engineering
- Products in IBR, Interconnection, Microgrids and BESS to guide secure configuration

Cyber Testing for Resilient Industrial Control Systems (CYTRICS) — https://cytrics.inl.gov/
- Equipment assessment strategy

Energy Cyber Sense - https://www.energy.gov/ceser/energy-cyber-sense-program
— Principles Targeted as Guidelines for IBR & BESS Manufacture

- Analysis and Assessment Combined

Cyber Labeling (Inverters) - hitps://energy.sandia.gov/programs/electric-grid/cyber-security-for-
electric-infrastructure/cyber-labeling-research-initiative/

Liberty Eclipse — https://www.energy.gov/ceser/liberty-eclipse
- Battery Assessments in GMLC

CyberStrike (STORMCLOUD) — https://inl.gov/national-security/cyberstrike/

Energy Threat Analysis Center (ETAC) — https://www.energy.qgov/ceser/energy-threat-analysis-
center-0

CESER OT Defender — https://otdefender.inl.gov/

U.S. DEPARTMENT OF Office of

ENERGY | o rumssm

Battery Energy Storage

Systems Report
November 1, 2024
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Battelle Energy Alliance manages INL for the U.S. Department of Energy’s Office of Nuclear Energy.
INL is the nation’s center for nuclear energy research and development, and also performs research
in each of DOE’s strategic goal areas: energy, national security, science and the environment.




GO IBR Initiative

Generator owner/Generator operator of inverter-based resources

* Purpose: identify and address challenges of IBR as penetration of these
resources continues to increase

« FERC issued order in 2022 directing NERT to identify and register owners and
operators of currently unregistered bulk power system-connected IBRs.

- NERC determined that majority of unregistered IBR nameplate capacity is made
of resources 20 MW or larger

— Study found that IBRs accounted for over 15% total nameplate capacity on
BPS in 2021, but only 84% of nameplate capacity of IBRs were registered
with NERC.

+ GO-IBR is a new registered entity function that includes IBRs that

— (1) have an aggregate nameplate capacity between 20-75 MVA and
connected at a voltage greater than 100 kV

- (2) have an aggregate nameplate capacity of greater than 20 MVA and

interconnected at a voltage less than 100 kV.

— Definition does not include IBRs on distribution system
or DERs




GO-IBR Initiative

* New registration requirements expected to result in ~98% of BPS-connected
IBRs being subject to NERC Reliability Standards.

« 2024 focused on revisions of registration-related sections of its Rules of
Procedure

« 2025 will focus on approach for identifying applicable Reliability Standards,
including sub-set lists, for newly identified GO-IBRs

« 2026 will complete registration activities for GO-IBRs, including technology
transition and training, onboarding checklists, and notification letters to new GO-
IBRs with information on registration and compliance responsibilities

IDAHO NATIONAL LABORATORY




- Limitations of GO-IBR

* While new registration requirements are expected to cover 98% of BPS-
connected IBRs by nameplate capacity, the number of devices that is not covered
may represent a far larger portion of devices than 2%.

— The individual DER do not impact the BPS and will not be covered by IBR-
GO, but there are still a lot of these devices and a lot of stakeholders
interacting with these devices.

* Not yet clear what Reliability Standards will be applicable to GO-IBRs (may be
NERC low, or a subset)

IDAHO NATIONAL LABORATORY



DRAGCOS

RF CIP Low Impact Workshop - Dragos

Jeremy Korger
jkorger@dragos.com
Associate Principal Solutions Architect



1. High Level Overview
2. Free Resources

3. Threat Brief

4. Dragos Platform

5. Neighborhood Keeper
6. Open Q&A

DRAGCS



https://www.dragos.com/cybersecurity-solutions/industrial-cybersecurity-

compliance/nerc-cip/
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Safeguarding Civilization

The Most Effective OT Security Tech Platform
Expertise integrated into
software to reduce OT risk

A Community-Focused Mission
Skills, communications, & resources
to strengthen the collective defense

Expert OT Intelligence & Service Resources
OT expert analysts, threat hunters,
& responders to help you win the fight.
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THE FIVE ICS
CYBER SECURITY
CRITICAL
CONTROLS

DRAGCS
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https://www.sans.org/white-papers/five-ics-
cybersecurity-critical-controls/

ICS Incident Response Plan
Defensible Architecture

ICS Network Monitori‘n‘g Visibility
Secure Remote Access

Risk-based Vulnerability Management




Introducing the Community Defense Program

The Dragos Community Defense Program (CDP) gives under-resourced utility providers (with under $100M in
annual revenue) free access to the Dragos Platform, which provides clients the foundation for building their
cybersecurity program and reducing operational technology (OT) cyber risk.

For small water, To help reduce risk
electric, and natural oil/gas of cyber events a multitude of
providers resources are provided

Free OT cybersecurity

software technology

Dragos Platform and
other key resources such
as Dragos Academy, OT

Inventory management
Detect and hunt threats

<$100m USD annual revenue

CERT, Neighborhood in Canada & the United States « Manage vulnerabilities
Keeper | CDP Threat « Respond to incidents
Hunting

Register at: Email us at:

Dragos.com/community-defense-program CDPinfo@dragos.com



For more information:
https://www.dragos.com/community/ot-ce
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Dragos OT-CERT
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OT-CERT is the Operational Technology - Cyber
Emergency Readiness Team dedicated to
addressing the OT resource gaps that exist in
industrial infrastructure.
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https://www.dragos.com/community/ot-cert/
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DRAGCS i
2025 OT / ICS

CYBERSECURITY REPORT

A Year in Review: Industrial Threats
& Strategic Recommendations

AAAAAAAAA

- DOWNLOAD NOW
OT/CS

dragos.com/year-in-review gL w CYBERSECURITY
REPORT



https://www.dragos.com/ot-cybersecurity-year-in-review/
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SINCE 2023

+ Overlap with Volt Typhoon and BRONZE SILHOUETTE

+ Heavy use of living off the land techniques
+ Slow steady reconnaissance to evade detection
+ Use of Fast Reverse Proxy, multiple web shells

+ Targets the electric sector across the United States, Guam

+ Uses internet-facing SOHO networking equipment for
communications

+ Loss of Confidentiality, Theft of Operational Information
+ Espionage and persistent access

“[Chinese government-linked hackers have burrowed into
U.S. critical infrastructure and are waiting] ‘for just the right
moment to deal a devastating blow.”™

Volt Typhoon has successfully gained access to numerous
American companies in telecommunications, energy, water and
other critical sectors, with 23 pipeline operators targeted

“The CCP’s dangerous actions—China’s multi-pronged assault
on our national and economic security—make it the defining
threat of our generation.”

- US FBI Director Christopher Wray
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STAGE 2: ICS ACTIONS AGAINST EASY-TO-ACCESS TARGETS

N

\ /
BAUXITE
SINCE 2023
ADVERSARY:
+ Overlaps with CyberAv3ngers
CAPABILITIES:

+ Uses publicly known exploits

+ Consumes Security Advisories from OT/ICS OEMs
+ Leverages tools built into Kali Linux

+ Linux Backdoor with C2 over MQTT

VICTIM:

INFRASTRUCTURE:

+ Usefreuse of bulletproof hosting providers & owned
infrastructure

+ Different infrastructure for CNA/CNE, Scanning &
Research

ICS IMPACT:

+ |CS Cyber Kill Chain Stage 2

+ Denial of Control, Loss of Availability, Loss of Control,
Loss of Praductivity and Revenue, Loss of View

+ Global impact, victims in the U.S., Australia, U.K., and Israel

e

\ WS e
o g

BAUXITE is capable of modifying ladder logic in PLCs
& deploying custom backdoors in ICS equipment.

Associated with the manipulation of Unitronics PLCs.

Focused on critical manufacturing,
government, and professional services, aviation.

Uses compromised victim infrastructure/identity
for operations against other targets.

DDODE

Oil &
Natural Gas

Electric

Water &
Wastewater

Food &
Beverage

Chemical
Manufacturing

DRAGCS

14



'BAUXITE: STAGE 2 ICS ATTACK \ V44
| ICS CYBER KILL CHAIN - _ CAPABILITIES
Targets Internet Facing 'DeVi'c"es_ (VPN, Firewfé;lls, PLCS;) o
" 100% Access via brute Force SSH with custom scripts & binaries
ofobserved ’ Delivers with webpages, SSL, & web pages b
PAUXTE S ‘ L
targets were 3 ' | |
access_"ble from | & ~ Installs malware like IOCONTROL, changes router configs
the internet ' Establish backdoors with persistent SSH connects
X Creates C2 I_ink with Cloudflare infrastructure
e zlllllllllllll,
of ICS attack | © BTt
activity used . s
SSH for initial | ¢ |
access el _
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"WHAT CAN GO WRONG: RANSOMWARE

= ~
> N \ — ) NG % N ~ g
nl % B ~ A 2 N N
¢ % 3 G - = ,‘ ; \‘
GAIN ADMIN RIGHTS C:'}—\ DEPLOY RANSOMWARE
VPN THROUGH MISCONFIGURED A '
~ ACCESS =
EXPLOITED MOVED FROM IT TO S ' ENCRYPT CRITICAL
UNPATCHED VPN WITH OT DUE TO POOR DATA, CAUSING

WEAK CREDENTIALS ~ SEGMENTATION : DOWNTIME-

HOW TO FIX IT
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Key Challenges Managing OT Cyber Risk

UNDERSTANDING THE
OT ENVIRONMENT

VULNERABILITIES

THREAT DETECTION

IT-OT CYBER GAP

What assets do | have? How does it change?
What systems talk to other systems?

What external connections do my OT
systems have?

Which vulns should | care about?
What are alternative mitigations?

Am | compromised?
What do | do about it?

How can | get OT security expertise?
Who should | partner with?

18
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OT CYBER THREAT
INTELLIGENCE TEAM

Engage and Educate the
Community:

Intelligence Team creating
Reports, answering RFI’s,
and embedding in orgs
with Concierge Analysts

Codify the
Knowledge Into
Technology: >

Platform Analytics
Threats &
Vulnerabilities

Dragos Technology Platform

Neighborhood Keeper Collective Defense

OT Watch - Managed Threat Hunting

Network : . Response

Segmentation Riskehased Multi-layer Playbooks
Vulnerability Threat .

& Access Path M ; Detecti & Digital

AENLES anagemen etection Forensics

OT Network Monitoring and Deep Packet Inspection
Asset Discovery & Inventory | Forensic Logging

OT CYBER
SERVICES TEAM

Partnering with Customers
on Their Journey:

Proactive Assessments,
TTX’es, Architecture
Reviews, Compromise

Assessments, Pentesting,
& Incident Response

Codify the
Knowledge Into
Technology:
4 Expertise
Features, Dashboards,
Playbooks built by

practitioners for
practitioners

DRAGCS

19



How Dragos Platform Works

Level 3
Level 2

Level 1
Collect Data in

Levels 1-3 of
Purdue Model

&

T
Monitor Your
Environment
via SiteStore

Threats

Vulns Intel

Integrate into
Security
Processes

Sensors, Edge Collectors, File Ingest
Analyze North-South & East-West traffic
Analyze Firewall and Switch Configurations
Passive-first approach (Active options)

Asset discovery, inventory, & profiles
Risk-based vulnerabilities
High-fidelity threat detections
Response Playbooks

Alerts flow into SIEM & SOC Tools
Asset groups & alerts inform Firewalls
Vulnerabilities flow to service management

Visibility for Operations Teams for Root
Cause Analysis and Operational Resilience

IT

oT

LEVEL 4

LEVEL 1 LEVEL 2 LEVEL 3

LEVEL O

Enterprise

Basic Supervisory Operations
Control Control Systems

Physical
Process

DRAGOS
CENTRAL STORE

% (optional)
@_ sl (On-Prem or Cloud)

7_ ((Optional)) ‘ |

0oy _© — | DRAGOS
Lo > J/SITESTORE /
soC SIEM = (On-Prem or Cloud) EE%EEORHOOD
| LEVEL 3.5
s =
DRAGOS
IASENSOR
T Q@
' "= HISTORIAN

$F2 - SCADA m [ 32 - HMIG
= e = Q = -

«.  SERVERS

< ‘DRAGOS
\| COLLECTOR |

EEE CO?\J(':I'S ;I;;. : :I::
EEE ROLLERs e PLCs
PLCs RTUs |
y - o -
L @ &
SENSORS ACTUATORS SENSORS  ACTUATORS
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Dragos Platform Demo




Neighborhood Keeper




COMMUNITY CHALLENGES

N\
LIMITED ICS/OT VISIBILITY
“For these reasons and more,

the industry has been working
- to assess adversary capabilities

DEFENDING IN ISOLATION ¢ through a keyhole, rather than
|| through a deeper collection

and broader field of vision.”

in

Idaho National Laboratory

INFORMATION LATENCY




NEIGHBORHOOD KEEPER

COMMUNITY VISIBILITY & COLLECTIVE DEFENSE FOR OT THREATS

A free, opt-in program for
Dragos Platform customers

Anonymously shared ICS threat
intelligence at

machine speed between asset
owners and community defenders

See aggregated threat, asset, and
vulnerability data from across Dragos
Platforms customers in your industry

DRAGCS

e
R
GOVERNMENT
PARTNER

Have you
seen this
new threat?

]

NEIGHBORHOOD
KEEPER

INDUSTRY PARTNER
(e.g., ISAC)

\

Have you
seen this
vulnerability?
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NEIGHBORHOOD KEEPER -

All identifiable and sensitive data
stays on-prem with the customer

Non-sensitive, non-identifiable
insights are shared with
Neighborhood Keeper

An example would be:

“Detection 3 fired at Utility 2”

The participant’s name, identity,
etc. are technologically

irreversible from the data

DRAGCS

[D

etection 3 fired
at utility 2

INSIGHTS

L
L]
o
o
L
a
]
]
L
L
o
4
]
]
]
%

NEIGHBORHOOD
KEEPER
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NEIGHBORHOOD KEEPER

INSIGHTS IN-DEPTH

Aggregated metadata is sent to Neighborhood Keeper for analysis

DRAGCS

Participant A15C

Network Traffic

metwork Metadath

» Source IP Address
(10.0.0.7)

» Destination IP Address
(8.8.8.8)

» Source Port (9876)

» Destination Port (53)
Protocol (DNS)
Domain (Badguy.com)

\Tlme

(" )

Analytic Output
+ Analytic Name (I0C)
» Asset Metadata

» Protocol Data
« Communication Data

\_ _/

- Detection Time ==

s

Telemetry
« Participant ID

- Analytic Name
+ Detection Time

\_

Participant D2A7

L A |

Y
Network Traffic

ﬂetwork Metadat\

Source IP Address
(l 0.0.0.1)

» Destination IP Address
(8.8.8.8)

= Source Port (9876)

- Destination Port (53)
Protocol (DNS)
Domain (Badguy.com)

\ Time

( Asset & Vuln \

- Asset Vendor
* Model, Series, Revision
* Firmware
» Serial Number
» Protocol Data
« Communication Data
Time

-

==t ° Participant ID

= Asset Info
= Vulnerability Name
* Time

Telemetry

\ Quantity of Asset/Vuln }

.

~N

NEIGHBORHOOD
KEEPER

Shared Insights

* Analytic Name

* Asset & Vuln Info
* Detection Time

* Participant Counts

_J

&Demographics )
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Rockwell Automation ControlLogix Vulnerability

A State-Actor Developed Capability Prior to Employment by the Adversary

100101001
0

101010101
100101011

FIRMWARE REVERSE PCAP
ENGINEERING ANALYSIS

ANALYTICS
DEVELOPMENT

Dragos OT Cyber
Threat Intelligence
Team Works with
USG Agency and
Rockwell to reverse
engineer the
capability and
develop detections

US Government
Agency ldentifies
New Rockwell
Automation
ControlLogix
Vulnerability being
researched by a
state-actor for use
in operations

-
NEIGHBORHOOD
Keeper Porta

13122

Dragos Deploys
Analytics to
Neighborhood Keeper
& OTWatch for Asset
Prevalence & Signs of
Active Exploitation to
provide insights to
USG and early
protections for
customers

S

—1

Dragos
Platform

Dragos Deploys
Detection Analytics
to Platform
via a Knowledge Pack

Collective response happened PRIOR to an attack taking place.

Success for all of us.

Dragos Briefs
Customers Prior to
Public Announcement

Rockwell Announces
Vulnerability

Dragos Educates
Broader Community on
Vulnerability, Impact,
& Mitigation

27
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Neighborhood Keeper
Demo




Open Q&A
"Ask Me Anything”
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